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Abstract

Text-based passwords remain the most commonly used method of authentication on the
internet. Despite their widespread use, a significant gap persists between the general
public’s understanding of password security and the realities posed by adversarial
threats. This dissertation presents "Let’s Get Cracking” (an updated version from Minf
1), a serious game designed to enhance users’ understanding of password security by
placing them in the role of an adversary attempting to crack passwords.

The new version of the game features an improved user interface, an enhanced tutorial to
better guide players, new gameplay mechanics including upgrades and rainbow tables,
and various quality-of-life updates to increase accessibility and player engagement. The
game continues to simulate real-world password-cracking techniques, including brute-
force attacks, dictionary attacks, and the exploitation of common password patterns.
Rather than explicitly telling players what makes passwords weak, the game allows
them to implicitly learn through gameplay, providing valuable insights into password
security.

The study demonstrates the effectiveness of these improvements to the game through a
comprehensive literature review, game design documentation of both versions of the
game, and an empirical evaluation involving user questionnaires. The findings indicate
that the updated version of the game not only maintains its engaging and enjoyable
nature but also further improves players’ ability to identify weaknesses in their own
password practices and deepens their understanding of the factors involved in password
security.
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Chapter 1

Introduction

Passwords play a fundamental role in digital security, acting as the primary line of
defense in user authentication. Despite emerging alternatives, text-based passwords are
still the dominant authentication method in computer and web systems (Kelley et al.,
2012). Systems for cracking passwords have advanced, leading to the implementation
of stricter password requirements. Despite the increasing use of password managers
that generate complex passwords, a significant portion of users still opt to create their
own (Pearman et al., 2019). Unfortunately, these user-generated passwords tend to be
less secure, as they often prioritise memorability over strength.

Password data breaches are frequent and have potentially severe consequences, yet,
multiple studies have identified a fundamental gap between the average person’s un-
derstanding of password security and the practices that are exploited by the attacker
model, leading to unsafe password practices (Ur et al., 2016) (Pearman et al., 2019).
Password-strength meters, commonly using LUDS (lowercase, uppercase, digit, sym-
bols) based on length and character diversity, are the prevalent method of measuring
password strength. This system is considered somewhat ineffective as it can mislead
users into creating passwords that, while considered strong by these criteria, are highly
susceptible to being cracked (e.g. P@$$wOrd123) (Wheeler, 2016). It also fails to
capture heuristics such as the use of common keyboard patterns, character substitutions,
dictionary words, and predictable positioning of characters. The problem introduced
by ineffective password strength estimators is exacerbated by the gap in knowledge
regarding password storage practices and the effectiveness of brute-force attacks.

Recognising the limitations of traditional password strength metrics and the existing
knowledge gap, this leads us to examine the use of serious games as a more effective
method of teaching these concepts.

1.1 Limitations of Existing Serious Games

The use of serious games - games that do not have entertainment as their primary
purpose - has been proven to be an effective teaching method. By immersing players
in interactive and engaging environments, they facilitate the retention of information,
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enabling players to acquire and apply new knowledge and skills in practical situations
(Backlund and Hendrix, 2013).

While serious games aimed at teaching important password security practices exist,
they often use an instructional approach, explicitly stating password characteristics to
avoid, without explaining the underlying principles such as brute-force, hashing, and
dictionary attacks. By instead focusing on improving the player’s understanding of
the attacker model, these games could empower players to come to these conclusions
independently.

1.2 Proposal and Rationale for ”Let’s Get Cracking”

These insights led to the creation of the serious game detailed in this project, "Let’s Get
Cracking”. Designed to place players in the role of an adversary, the game challenges
them to crack as many passwords from a leaked database as possible within a set time
limit. By adopting this unique adversarial perspective, players are encouraged to think
creatively about exploiting vulnerabilities in password security to maximise their score.
As aresult, they are able to recognise the characteristics of weak passwords intuitively.
This approach aims to teach the underlying mechanics behind password storage, expose
players to the tools used by attackers, and ultimately help players intuitively understand
the characteristics of weak passwords.

1.3 Aims and Organisation

This dissertation builds upon the successful previous version of "Let’s Get Cracking,”
which was praised for its engaging and educational approach to password security.
However, feedback indicated areas for improvement in gameplay and educational
content. This study focuses on enhancing the game by incorporating user feedback
and adding new features, including improved gameplay mechanics, an upgraded user
interface, a more comprehensive tutorial, and a hint system (discussed in Chapter 3).

The aim of this dissertation is to evaluate how the improvements made to the game affect
players’ experience with the game, and its continued effectiveness in teaching password
security from an adversarial perspective. This was evaluated with 22 participants using
pregame and postgame questionnaires, mirroring the methodology of the previous study.

The dissertation is organised as follows: Chapter 2 reviews the existing literature on
serious games and password security. Chapter 3 summarises the previous work done on
this project. Chapter 4 details the design and implementation of the improved version
of ”Let’s Get Cracking”. Chapter 5 presents the methodology used in designing the
questionnaire to evaluate the game, and reviews the results obtained from it. Finally,
Chapter 6 concludes the dissertation by synthesising the results and proposing potential
future extensions to further enhance the game based on the findings from the study.
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Background

This chapter provides background on the role of passwords in digital security and
an overview of serious games. It introduces key terminology related to password
storage, hashing, and the strategies used by attackers. It also explores the knowledge
gap between public perception and the actual principles of secure password practices,
as well as how to educate the public on creating strong, memorable passwords. The
concept of serious games is introduced, and examples of existing serious games about
password security are analysed and critiqued. These games usually bring attention
to a very limited number of weak password characteristics and do not explain the
underlying reasons for their vulnerabilities, particularly in relation to the attack model.
These insights were used in the development of "Let’s Get Cracking” with the aim of
reducing the disparity in public perception and guiding their future behaviour in ways
that previous work has not fully achieved.

2.1 Passwords in Digital Security

2.1.1 The Weakness of Passwords

As the internet has become a more integral part of people’s lives, passwords now protect
increasingly sensitive data. With advancements in computational power and more
efficient password-cracking techniques, service providers have grown more concerned
about the security of online accounts. In an attempt to guide users to using stronger
passwords, service providers enforce password composition policies, usually requiring
a diversity of character types and a minimum length (Shay et al. (2016)).

Although this does increase password complexity, it has been shown that these require-
ments result in users creating passwords with unsafe practices, in an attempt to make
them more memorable. These include, but are not limited to:

* Placing numbers, special characters, and uppercase letters in predictable locations.
* Using only a small fraction of possible symbols.

* Replacing letters with similar-looking numbers or symbols (e.g., P@ssw0rd)
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* Using common dictionary words
* Using numeric or keyboard patterns

Attackers can use these patterns in making decisions on how to target passwords. The
problem is exacerbated by the frequent reuse of passwords across different accounts.

Not all secure passwords have to have low memorability. Research by Shay et al.
(2016) showcases techniques for creating memorable passwords resilient to attacks.
These techniques leverage the increasing computational complexity of cracking longer
passwords, encouraging passwords of lengths 12-16, created by combining words with
non-alpha characters.

2.1.2 Password Storage

As passwords remain the most commonly used method of user authentication, organ-
isations must carefully consider how they store them within their databases. Storing
passwords in plaintext, as exemplified by notorious leaks such as the RockYou data
breach discussed in section 2.1.4, is a critical vulnerability that should be avoided.
Instead, the industry-standard employs hashing.

2.1.2.1 Hashing

Hashing involves using a hash function to convert plaintext passwords into a unique
fixed-length string of characters. Hashing is a one-way function designed to be easy to
compute but difficult to reverse. Hashing functions are deterministic in that the resulting
hash value will always be the same for a given input. This predictability is necessary
for authentication processes, as it allows systems to verify passwords by comparing the
hash of the inputted password with the stored hash in the database.

While websites usually use hashing in combination with other security measures for
their password storage mechanisms, these methods are not relevant to the dissertation as
“Let’s Get Cracking” focuses on emphasising the vulnerabilities that attackers exploit in
common password practices, rather than the details of secure storage implementations.

2.1.3 Types of Attacks

When a password storage database is compromised, attackers typically gain access to
a list of hashed passwords. They then employ computational resources to generate a
roster of potential passwords and subsequently hash them using the same algorithm
implemented by the password storage system. The attacker then matches the newly
generated hashes with those stored in the compromised database. The detection of a
match indicates a successful guess of the original password.

While attackers could potentially resort to brute-force attacks, systematically generating
hashes for every conceivable password, this method is inefficient. Instead, they often
exploit patterns used to create memorable passwords. These patterns include the
incorporation of easily recognisable keyboard sequences (e.g., "qwerty”” and ”1234”),
the substitution of characters with similar symbols (e.g., using ”@” instead of ”a”), and
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exploiting predictable character placements (e.g. numbers and special characters tend
to appear at the end of passwords). Attackers use what are called dictionary attacks,
which involve making guesses using common words, phrases, keyboard patterns, and
cracked passwords (Summers and Bosworth, 2004). Each of these techniques is aimed
at exploiting the predictability of human password creation.

In scenarios where hashing is not used in combination with other security measures,
attackers can potentially exploit precomputed tables of hashes known as rainbow tables.
These tables contain pairs of plaintext passwords and their corresponding hash values.
These allow password crackers to find matches without the extensive computational
effort of generating these hashes themselves.

Once a password is obtained, attackers may unlock the compromised account and
potentially other accounts across the internet that employ the same username and
password combination. This is primarily due to the common practice of password reuse
among individuals. A study by Poornachandran et al. (2016) found that 59% of regular
internet users reuse passwords for multiple accounts and that 57% use slightly modified
versions of existing passwords.

2.1.4 The RockYou Data Breach

RockYou, an advertising network best known for distributing mobile games to third-
party platforms, such as Facebook, suffered a significant security breach in December
2009 due to a SQL vulnerability. 32 million user accounts were exposed, including
many from third-party websites. It was revealed that RockYou was storing passwords
in plaintext rather than securely hashing them. To this day, it remains the largest single
data breach of plaintext passwords!.

Due to its size and ease of access, the leaked database has been used extensively in
password security research, providing data regarding password selection practices and
patterns (Ur et al., 2016) (Kelley et al., 2012) (Tatli, 2015).

While there may be ethical considerations with the usage of this password data, the
passwords are not associated with any usernames, login details, or any other identifiable
personal information. As the database is easily accessible, more than a decade old, and
frequently used in research, the risks for the original users are negligible.

RockYou did not impose any password length or character requirements on their users,
and given it was a low-stakes website, users typically used very weak passwords of low
complexity. About 30% of the unique passwords from the dataset are equal to or below
6 characters in length, and 60% of the passwords do not contain a special character
(Tatl1, 2015).

2.1.5 Public Perception of Password Security

Public perception of password security often deviates from established best practices.
A study by Ur et al. (2016) revealed that many individuals underestimate the vulnera-

'Understanding RockYou.txt, https://www.keepersecurity.com/blog/2023/08/04/understanding-
rockyou-txt-a-tool-for-security-and-a-weapon-for-hackers/
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bilities associated with constructing passwords around common keyboard patterns and
familiar phrases. Users frequently employ predictable characteristics in their passwords,
such as incorporating words, easily recognisable keyboard sequences, and substituting
characters with similar-looking symbols (also known as “common 133t”).

It has also been observed that users tend to base passwords on easily guessable words,
phrases, or concepts, including names, dates, and song lyrics. This stems from a lack
of knowledge regarding the details of large-scale database attacks. Although 73% of
participants in the Ur et al. (2016) study identified large-scale guessing attacks as a
threat, there was a wide variance in the estimated number of adversarial guesses. 34%
of participants believed a password to be secure if it could resist up to 50 guesses, while
67% believed that withstanding 50,000 guesses was a sign of security. In reality, a good
password should be able to withstand between 10'* - 10?° guesses to be considered
secure, depending on the type of hash function used (Ur et al., 2016).

2.2 Serious Games

Serious games are commonly defined as games that do not have entertainment, enjoy-
ment, or fun as their primary purpose. The field of serious games has seen rapid growth
in the past decade, with a market value in the billions (Laamarti et al., 2014). The field
has also seen rapid growth in research due to its potential in various industries. Serious
games leverage the interactive, immersive, and addictive nature of games to engage
and motivate users to learn and improve skills (Laamarti et al., 2014). The research
conducted by Backlund and Hendrix (2013) yielded positive outcomes for serious
games and their impact on learning. Out of the 40 selected studies, 29 demonstrated
a positive effect, while only 7 showed neutral results. This variance was attributed to
the range of game-lengths with some games being too short to appropriately cover the
educational content and others too long to maintain engagement.

2.2.1 Key Elements of Effective Serious Games
2.2.1.1 Enjoyment

Although serious games do not prioritise entertainment, player engagement is highly
correlated with enjoyment and fun. To do this, the game should contain varied and
interesting gameplay that embeds the educational goal. A balance between the educa-
tional and game parts must be carefully considered by ensuring all learning tasks are
connected to in-game elements (Caserman et al., 2020).

2.2.1.2 Appropriate Rewards, Feedback, and a Clear Objective

The game’s goal should be aligned with its educational purpose and encouraged through
positive reinforcement. For example, a very common form of in-game reward is through
a point or score system. This can be further improved with a high-score table, allowing
players to compare their performance against other players, further encouraging them
to perform better (Caserman et al., 2020). The player’s score and/or status must always
be visible, and they should receive immediate feedback as a result of their actions. This
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is necessary not to break player concentration and to maintain a flow state (Sweetser
and Wyeth, 2005).

2.2.1.3 Player Control

Players should possess a sense of autonomy over their decisions in-game rather than
simply employing strategies intended by the developer. Through this, players are able
to experiment and feel an increased sense of control. A game with too many constraints
on player freedom can give the perception the player must follow a predetermined path,
frustrating players and negatively impacting their experience. Player control must also
be maintained in the case of player error. The game should continue to function if the
player makes an error and help them recognise and fix the error through, for example, a
warning message (Sweetser and Wyeth, 2005).

2.2.1.4 Adaptive Level of Difficulty

The level of challenge should match the skill level of the player. As the player natu-
rally improves at the game, the difficulty should also increase in tandem. As a large
discrepancy between challenge and skill level can negatively affect players’ enjoyment
of the game, care should be put into ensuring a minimal gap. The player should also be
taught to play the game through an interactive tutorial. The tutorial should not feel very
different from what actually playing the game is like (Sweetser and Wyeth, 2005).

2.2.1.5 Appropriate Graphics and Sound

Player engagement can be improved by stimulating different human senses through
the use of appropriate audiovisual elements (Caserman et al., 2020). These include
appropriately thematic visuals, sound effects, and background music. Care should be
taken to ensure these game elements do not distract players from the goal and interfere
with learning.

2.2.2 Examples of Serious Games and Related Work
2.2.2.1 Re-mission

The Re-Mission series of games are serious games designed for young cancer patients.
In the game, you play as a nanobot designed to fight cancer and related infections in
the human body (Figure 2.1). The goal of the game is to teach players about cancer
treatments and how they work to promote adherence to self-care during treatment.
A study conducted by Beale et al. (2007) found a significantly larger increase in the
retained knowledge of re-mission players over a 3-month period compared to the control

group.
2.2.3 Plague Inc.

“Plague Inc.” is a popular strategy simulation game where players take the role of a
pathogen with the goal of infecting and eradicating the global population. By placing
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players in this adversarial role, they gain a practical understanding of how diseases
spread and how humanity attempts to combat them (Filho et al., 2023). This approach
has been used in an undergraduate Microbiology module at the University of Derby,
with students reflecting on pathogen evolution, transmission strategies, and deeper
epidemiological insights (Robinson et al., 2018).

2.2.4 GamePass

GamePass is a mechanism to gamify the creation of graphical user authentication (GUA)
passwords. GUA passwords are an alternative to text-based passwords, where users
draw passwords on background images. GamePass encourages users to create more
unpredictable passwords by guiding user attention to non-salient areas of authentication
images. This behaviour is further encouraged with a reward system which gives higher
scores based on how secure the password is (Figure 2.3). The research showed an
improvement in the GUA passwords created by GamePass players. Although GUA
passwords are much rarer than traditional text-based passwords, GamePass demonstrates
how an in-game reward system can encourage users to generate better passwords (Raptis
et al., 2021).

2.2.5 PASDJO

PASDIJO is an online game where players rate the strength of text-based passwords under
a time limit (Figure 2.4). Players are then scored based on how closely their perceived
score is to the expected score. A results screen provides very brief justifications for the
expected strength ratings of passwords. This helps users learn about the characteristics
of weak passwords they may not have been familiar with. The study observed how
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users underestimated passphrases by an average of 1.4 points on a 5-point strength scale.
Although multiple play-throughs of the game were shown to improve password strength
perception, only 27% of the participants chose to play more than one round. The game
only used 4 types of passwords to test a few selected characteristics: random passwords,
common passphrases, common alterations, and “common 133t” (the substitution of
letters for similar-looking characters). PASDJO falls short in explaining the reasons
why these characteristics are considered weak, omitting any explanation of the attack
model and the tools used to exploit these vulnerabilities (Seitz and Hussmann, 2017).

2.2.6 GAP

GAP is a serious game created with the goal of educating users about common and
unsafe password habits. Players play as a tank that must navigate a maze filled with
barriers representing different passwords (Figure 2.2). The player must shoot these
barriers down by identifying the weak characteristics of the passwords they represent
(e.g., the password contains an uppercase letter at the beginning, which over 70% of
users do). The study found that after an average of 3 and a half minutes of playing,
participants’ identification of the tested password characteristics improved from an
average of 60.65% to 82.96%. However, the study only tested six characteristics,
focusing on the identification of password strength through the placement of uppercase
letters, digits, and special characters at either the beginning or end of passwords. This
omits password characteristics such as their susceptibility to dictionary attacks. The
game also does little to explain why these characteristics are insecure beyond the
identification they are found in a large percentage of users’ passwords (Tupsamudre
et al., 2018).
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Previous Work

This chapter provides a brief overview of the work done on this iteration of the project
from the previous year. This includes an overview of the game, its design, implementa-
tion, evaluation methodology, and results. In addition to outlining the progress made,
this chapter also discusses the issues identified in the previous iteration and offers
suggestions for improvements to be implemented in the updated version of the game.

3.1 Overview

Passwords are a ubiquitous aspect of modern digital life, and the average person is
frequently reminded to create secure passwords, often guided by heuristics such as
password strength meters. However, these meters usually calculate strength based on
password length and the variety of character types used (LUDS). They often fail to
consider risks such as the predictability of placing numbers, special characters, and
uppercase letters in common positions, as well as the usage of dictionary words. These
render passwords susceptible to brute-force attacks and dictionary attacks, respectively.

While the serious games discussed in section 2.2.2 identify many of these risks, they
do not cover the full range of these characteristics and do not explain why they are
insecure with reference to the attack model. ”Let’s Get Cracking” addresses this by
positioning players in the role of the adversary. From this unique perspective, players
better understand the attack model and the tools used for cracking passwords. Players
are encouraged to think creatively about how to maximise the number of accounts
they can crack. Rather than being explicitly told the rules that define weak passwords,
players discover these characteristics organically through trial and error, refining their
strategies as they observe which passwords are easier to crack. This process naturally
leads to an implicit learning experience, where players discern the characteristics of
weak passwords and gain insights on how to strengthen their own.

3.1.1 Gamification

The game simulates the adversarial position by giving players simplified versions of
tools used by real password crackers. This includes an interface which allows players to

10
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input a character and/or word sequence and then simulate the brute-force generation and
matching of hashes with those from a leaked password database. This input sequence
can be constructed using numbers, letters, special characters, and dictionary words.

The game challenges players to crack as many accounts as possible within a set time
limit. Players input potential word/character combinations, generate the hashes cor-
responding to all possible passwords that conform to this input sequence, and are
then shown matches from the password database. Generating hashes uses up “time
remaining” which is a limited resource. The amount of time consumed is calculated
proportionally to the number of hash combinations from the input.

This system encourages player freedom and experimentation, as recommended in
section 2.2.1.3. It has a large number of gameplay systems, providing constantly varied
gameplay to engage the player. In experimenting with these different systems, players
receive immediate feedback on the number of accounts they have cracked with the
hashes they have generated (section 2.2.1.2). The learning outcome of the game is thus
embedded in the game’s goal, which is an important part of balancing the educational
and entertainment parts of the game, as outlined in section 2.2.1.1. By observing how
different input sequences affect the player’s score and time, the player can learn the
patterns which crack the most accounts in the least amount of time and, therefore, the
characteristics of these weak passwords.

To avoid overwhelming the player, new password cracking tools are unlocked progres-
sively across five different levels. These include custom-inputs, dictionary attacks, and
dictionary customisation. The difficulty of each level also increases through the use of
increasingly strict password requirements (section 2.2.1.4). These requirements specify
the minimum length and character types that an input combination must meet. The
increasing password complexity, along with the addition of password-cracking tools,
helps balance the game experience and encourages players to effectively utilise and
experiment with these newly introduced features.

3.2 Design and Implementation

The game was developed using Godot 4.0, a free and open-source game engine that
supports both 2D and 3D projects. The game code was written in GDScript, Godot’s
purpose-built programming language, while data structures such as passwords and dia-
logue were formatted using Python. Due to space limitations, some of the visualisations
will be presented in the following chapter, where comparisons to the new user interface
can be made more effectively.

3.2.1 Tutorial and Dialogue

The game includes a tutorial to familiarise players with cyber-security concepts such
as hashes, their properties, how they are used in password storage, and the process
involved in cracking them. The dialogue, delivered by a character named "CiPH3R”, is
accompanied by relevant visuals (Figure 3.1).
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Username: PH3 Hashed Password
Database

Username Hash
Password:

ddoalz234 POxtvPDBbGJARZGNO

I adminZ34 eG9rohAsBuIhnrbGw

W

Hash: acbaTXS5cGH3ZZ2ZADz —_

kevmanz SwrLMHHhT1fzuZfax "atch
~ ¥ Found?*

Jonath3n LtJoehwSez\FEZak0

mariaSPD TAuFZSOHMDAbAZHI I

when you login, the website will hash your password, and compare the hash
with the one stored in the database.

Figure 3.1: Screenshot from the original game’s tutorial.

Following the initial tutorial, CiPH3R provides brief dialogue at the beginning of each
level. In the first level, they introduce the user to the interface and guide them in
inputting specific combinations. In later levels, the dialogue becomes less interactive,
simply explaining the level’s password requirements, any new password-cracking tools,
how to use them, and providing relevant tips.

3.2.2 Results Screen

Resul.t=: Lewvell 3

Most Porular Hish Scores
Passwords

Password Count
Stats

bLinkl1l82 456

abcdl234 129 Accounts Cracked: 42301
hellolZ23 120

angel 123 110

harpyv123 60 Best Hash Combination
asd¥1234 o8
Jesus777 55
Lovel23q 51
bitchl23 S0
chrisl23 az
angel.101 a6
JameslZ23 a4
awerl1l234 a2z
monev123 a2z
kitty123 a1
arplelZ3 39

#4 of Accounts Cracked: 5.484%

31894 Accounts Cracked

0. 4677 93
Accounts rer Hash

Figure 3.2: Results page from original game.

After each level, a results screen presents detailed statistics on the passwords the player
has cracked, allowing them to analyse their performance and refine their strategies
(Figure 3.2).

These statistics included the most frequently cracked passwords, the total number of
cracked accounts, the percentage of all accounts cracked, the best input sequence that
led to the highest score increase, and the input sequence with the highest efficiency
(cracked accounts per hash generated). These insights allow players to evaluate the
effectiveness of their attack strategies. The results screen also included a leaderboard
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which compares the player’s performance with others, adding a competitive element
that motivates them to improve their skills and experiment with different approaches
(section 2.2.1.2).

3.2.3 Simulating Password Cracking

The game simulates password cracking by performing character-type matching on a
set of plaintext passwords sourced from the RockYou data breach (section 2.1.4). The
RockYou website did not enforce any password complexity restrictions, and because
many users perceived it as a site of low security importance, they often chose less
secure passwords. Consequently, any complexity present in user-created passwords
typically resulted from individual choice rather than mandated security policies. This is
an important distinction, as user-chosen complexity differs from the complexity users
add when forced to comply with LUDS policies (Wheeler, 2016). Despite this, analysis
from Tath (2015) indicate that the RockYou passwords still follow similar underlying
composition patterns. For example, even when users add complexity, they frequently
do so in limited ways, such as appending a single number or symbol to a base word,
rather than employing more diverse character combinations.

To implement the password cracking simulation, each individual password in the dataset
is checked for character-type matches using a linear-time algorithm. Although this
approach can be slow, the game conceals this delay by displaying cracked passwords as
they are found. This is computationally intensive, leading to suboptimal performance
on machines with limited processing power, and prevented the game from being hosted
or distributed online.

3.3 Evaluation

The game’s evaluation involved having participants play the game and complete a
two-part questionnaire to assess their understanding of password security. The first part
was answered before gameplay, while the second was completed afterward. Many of
the questions were repeated in both parts to measure changes in participants’ responses
and determine the game’s impact on their knowledge.

The questions asked included short-form text answers to gauge their prior knowledge
and confidence of password security, questions where they would be asked to rate and
compare the strength of passwords, and questions to reflect on their experience and
effectiveness of the game.

3.3.1 Problems with Password Comparison

Participants rated the strength of 12 individual passwords on a five-point scale and
compared the strength of 12 password pairs on a seven-point scale. This approach,
inspired by Ur et al. (2016), measured how participants’ perceptions of password
security changed after playing the game. The passwords chosen test many of the
same characteristics evaluated in PASDJO (section 2.2.5), GAP (section 2.2.6), and the
aforementioned Ur et al. (2016) study.
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To quantify results, password strength ratings were compared with zxcvbn’s estimates.
However, zxcvbn was not designed for direct pairwise comparisons, sometimes pro-
ducing misleading results. For example, it assigned equal strength to “appleton16” vs.
“appletonqy” and “’scotland1” vs. ”1scotland,” despite meaningful security differences.
This occurs because zxcvbn relies on previously cracked password data rather than
complexity analysis.

Despite zxcvbn’s limitations, these comparisons remain valid since the primary focus is
on how players’ perceptions shift rather than absolute password strength.

3.4 Summary of Results

The study concluded with 22 participants, and overall reactions were highly positive.
Participants praised the game’s presentation, including its music, sound effects, and
visuals. However, despite these positive responses, the evaluation also uncovered
unexpected issues that negatively impacted the player experience.

3.4.1 Unexpected Observations from Gameplay

The study revealed several key areas where the game could be improved. Participants
often favored complex input sequences over simpler single-character-type sequences,
likely due to the influence of modern password policies. Players tended to overlook the
number of hashes generated and the time it took, possibly due to the cluttered UI and
insufficient emphasis on hash quantities. They also underutilised the word options menu
and the ”Any Character” button, likely due to unclear explanations and poor placement
within the interface. Players may have also skipped the information as they would get
tired of the dialogue and skip through important sections.

3.4.2 Summary of Important Statistics

The questionnaire responses indicate that the game effectively improved participants’
understanding of password security concepts.

Participants’ confidence in identifying weak passwords increased from an average
of 3.36 to 4.09 out of 5 after playing the game. The percentage of participants who
correctly recognised that password strength plays a role in protecting against large-scale
breaches rose from 50% to 95.5%.

While participants’ estimates of "how many guesses do you think your password needs
to be able to withstand for it to be considered secure” improved after playing the game,
only one participant answered with a numeric value within the range recommended
by Ur et al. (2016) of 10'4-10%° guesses. This result may be due to several factors,
including unclear question phrasing, the game’s focus on short input sequences with
low hash counts, the cluttered Ul that made it difficult for players to notice the "Number
of Hashes” quantity, and the inherent difficulty of comprehending numbers of this scale.

After playing the game, participants showed a significant improvement in their under-
standing of password security, with understanding of brute-force and dictionary attacks
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increasing from 54.5% to 90.1% and knowledge of hashes rising from 50% to 95.5%.

3.4.2.1 Password Strength Evaluation

Participants’ ability to assess password strength improved, with a reduced tendency to
overestimate the strength of weak passwords. Compared to the results from the PASDJO
study, players were able to more accurately identify weak passwords to a degree that
would take the average PASDJO player 9 rounds of playing to achieve. However, very
few participants in the PASDJO study were willing to play that many rounds (Seitz and
Hussmann (2017)).

Rated Password Pair Strength Comparison Distance
from Expected Outcome

12345678 vs 75938582

odfiyjSTP VS Tram C e s Ca |

gwertyuiop vs bradybunch
abcl123def789 vs 293070844005

uinylforlife Vs vinyl4|ife gt

appletonl6 vs appletonqgy
hotm@il vs iI0ml@ht

Broccoliheadl vs Broccoliheadw s

Password

1scotland vs scotland]l e
CrazyTaxi vs crAzytaXi e
badboys234 vs badboys833 s Distance Before
johnny1234 vs bottle1234 = Distance After

T T T T
0.0 0.5 1.0 1.5 2.0 2.5
Average Distance from Expected Outcome

Figure 3.3: Change in average distance of participants’ pair strength comparison ratings

Figure 3.3 shows that the game helped participants identify weaknesses in predictable
character placement (e.g., ”1scotland vs scotland1”) and the use of numbers instead
of letters (e.g., “appleton16 vs appletonqy”’). However, players struggled to recognise
the relative weakness of keyboard patterns (e.g., 12345678 vs 75938582”) and the
weakness of using common names over random letters (e.g. “francesca vs odfiyjstp”).
This difficulty can be attributed to players not acknowledging the "Hash Number”
counter and a lack of experimentation with "Word Options”, the game’s dictionary
modifier.

3.5 Improvements

The evaluation highlighted some shortcomings. To improve the game, the new version
addresses the following issues.
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3.5.1 Improved User Interface

The evaluation revealed that many players struggled to make accurate judgments about
password strength, largely because they missed or overlooked key information. Critical
details like the ”Number of Hashes” and ”Time to Generate” often went unnoticed, and
essential UI elements like ”Any Character” and ”Word Options” were easily overlooked
due to the cluttered user interface. Consequently, players misjudged the strength of
passwords, underestimated the weaknesses of keyboard patterns and common names,
failed to understand the impact of different character types, and struggled to grasp how
many guesses a password needs to withstand to be considered secure.

The main issue was that the game attempted to present all relevant information on a
single screen, resulting in a cramped and overwhelming layout. To address this, the user
interface should be redesigned to separate content into clear, manageable sections. This
would reduce visual clutter and help players better understand and utilise the available
tools without feeling overwhelmed.

3.5.2 More Engaging Dialogue and Tutorial

To address the issue of players skipping through dialogue, several strategies should be
implemented to enhance engagement and retain attention. One approach is to make the
dialogue box more dynamic and interactive by incorporating movement, text effects,
or animations that capture the player’s focus. The dialogue should also be streamlined
and made more concise. The game should also include more mandatory interactions to
prevent players from skipping through the dialogue without engaging with the content.

3.5.3 Preventing Unwanted Progression

A common problem would occur when players would use up all of their in-game time
by generating hashes for an unsuccessful combination, ending the level with a poor
score, and still being able to progress. To prevent this, the goal of the game should shift
to ensure players have cracked a certain number of accounts before they can progress
to the next level. Combined with additional tools to support struggling players, this
change would encourage more strategic thinking rather than allowing them to move on
to more challenging levels despite a poor performance.

3.5.4 Help Struggling Players

Since the game relies on implicit learning based on players’ prior knowledge of pass-
word combination patterns, some may struggle to identify the right combinations. To
help these players improve, the game should include support mechanisms. One approach
is to introduce an explicit hint system, where CiPH3R offers guidance for struggling
players. The game could also feature more subtle, implicit gameplay cues that nudge
players toward more promising combinations without directly giving away the answer.



Chapter 4

Design and Implementation

Building off the strong foundation of the previous work, an improved version of "Let’s
Get Cracking” was created to address its shortcomings and further enhance its positive
aspects.

4.1 User Interface

The results from last year highlighted several issues with the user interface (3.5.1). It
lacked clear sections and was overly cluttered, making it difficult for players to find
critical information and buttons. This was addressed in the new version of the game
through a complete overhaul of the user interface.

4.1.1 Figma Mock-Up

Instead of the previous iterative approach, where the Ul was designed gradually as new
features were added, a comprehensive mock-up of the final design was created in Figma,
a web-based design tool. This resulted in a more cohesive and structured design process
from the outset.

A key structural change in the new interface was the separation of different phases of
the gameplay loop into distinct sections, which are displayed on different pages. This
contrasts with the previous design, where all information was displayed simultaneously,
potentially overwhelming the player (Figure 4.1). Compartmentalising the gameplay
phases enhances clarity, reduces cognitive load, and allows players to focus on the
relevant information for each stage, improving the overall user experience.

The sections designed in Figma included the main screen, the inputting interface, the
hash-matching screen, the upgrades shop, and the results screen.

4.1.2 Nielsen’s Heuristics

Nielsen’s heuristics are a set of usability guidelines that help improve user experience
and interface design (Nielsen (1994)). The interface was designed with the following

17
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heuristics in mind:

41.3

Visibility of System Status — The compartmentalised interface clearly indicates
the user’s current state. Responsive Ul elements and animations provide immedi-
ate feedback.

User Control and Freedom — Players can freely navigate between states using
back and close buttons, and inputs can be cleared using the backspace and clear
buttons for ease of use.

Consistency and Standards — All interactive buttons are green. Light green
buttons are consistently used for navigation between states and pages, while dark
green buttons are reserved for inputting combinations. This maintains a clear and
predictable interaction model.

Error Prevention — The requirements panel continuously displays missing pass-
word requirements to prevent invalid inputs. It also restricts overly long input
combinations, prevents duplicate entries, and provides clear warnings before
submitting a combination that exceeds the total available time (section 2.2.1.3).

Recognition Rather Than Recall — The interface incorporates iconography,
allowing users to quickly recognise their functions without needing to recall
details from memory.

Flexibility and Efficiency of Use — The game supports shortcuts such as the
physical backspace key, which functions identically to the backspace button in the
input page. Players can also advance dialogue using the Enter key, the Spacebar,
or by clicking the dialogue box, offering multiple interaction options.

Aesthetic and Minimalist Design — The game’s consistent aesthetic provides
clarity. Compartmentalisation of different UI elements across different screens
prevents players from being overwhelmed by irrelevant information based on the
current game state.

Help Users Recognise, Diagnose, and Recover from Errors — The require-
ments/warning panel explicitly informs users why their input is invalid, aiding in
error resolution.

Help and Documentation — The game’s dialogue system serves as a tutorial,
guiding users on how to navigate the interface. Once viewed, players can replay
the tutorial or access hints as needed.

Implementation in Godot

While some changes were made in the final version of the design, the implementation
of the user interface in Godot remains largely similar to that of the Figma mock-up.
The final in-game designs for the main page, input page, and matching page, can be
seen in Figures 4.2, 4.3, and 4.4 respectively. A comparison between the Figma and
implemented versions of the upgrades shop (introduced in section 4.2.2) is shown in
Figure 4.6.
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Using Godot’s animation system, the interface is able to smoothly transition from each
of the game’s states, improving user feel and gameplay flow. In particular the design
is more fluid and responsive than the previous one, with buttons and panels scaling
dynamically based on interactions, improving feedback given to the user as they play.
For example, when inputting a combination, the "Number of Hashes” text grows and
shrinks in proportion to the number it is displaying. This visual cue directs the player’s
attention to the increasing number, something the previous game’s interface failed to
highlight effectively.

Password

received?
michaell Time Remaining:

anthonyl Le B . .
brandonl 8 Letter Hord + Number 99:00: 00

myvsFracel

Jessical
charliel

matthewl Time After
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williaml - 1162 x 10 :

98:59: 59

friendsl Accounts Cracked: 2635
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Generate Crack
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Figure 4.1: Cluttered user interface of main page of previous version.

Passing Score:

drinksTTT
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Number of Hashes: Time To Generate:

1,584,888 a8:88:81

Total Accounts Cracked:

15,498

Time Remaining:

88:57:28

Figure 4.2: New Ul - Main page

4.2 New Gameplay Features

4.2.1 Passing Score

As discussed in section 3.5.3, the goal of the game has been changed such that players
must achieve a minimum passing score before progressing. If they run out of time
without reaching this threshold, they are required to replay the level.
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Figure 4.4: New User Interface - Password Cracking Page

The purpose of this is to address several of the issues raised in section 3.4.1. One key
problem is that players could accidentally progress to the next level by inputting an
excessively long hash combination, which would completely deplete their in-game time.
The passing score ensures that players have successfully applied the intended strategy
of targeting weak passwords, reinforcing the game’s educational objectives.

It also means that players will spend less time on a given level. In the previous version
of the game, players had to remain on the level until their time limit expired before they
could access the results page. Due to the fear of using longer hash combinations, this
led to players spending excessive amounts of time on levels, disrupting the intended
pacing of the game.

This passing threshold also allows for the inclusion of longer time limits, as players no
longer feel pressured to remain on a level indefinitely. By extending the time limit to an
hour for all levels, compared to the previous game’s five-minute limit, players have more
freedom to experiment with longer hash combinations without excessive time pressure,
an issue with the previous game which resulted in poor password strength evaluation
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by the participants. The ability to retry levels also further encourages experimentation,
allowing players to refine their strategies.

4.2.2 Upgrades Shop
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Figure 4.5: Previous version: word options menu
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Figure 4.6: Comparison of figma and implemented versions of the upgrades shop.

In addition to being rewarded with a score, players also earn currency through a new
in-game economy system. After completing the first level, players receive $1 for every
1,000 accounts they successfully crack, with a variable conversion rate depending on
the total number of accounts in a given level. This currency can then be spent in the
upgrades shop, where players can enhance their computer’s processing power, expand
their word dictionary, and purchase Rainbow Tables (Figure 4.6b).

Along with the level’s high score, the monetary reward for cracking passwords encour-
ages players to play beyond the passing score, as upgrades are permanent and will help
them in future levels. This improves the game’s sense of reward (section 2.2.1.2), and
the added depth to player gameplay improves player control (section 2.2.1.3).
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The upgrade’s shop replaces the "Word Options” menu from the previous version of
the game (Figure 4.5). It was shown participants did not engage with this feature in
the previous study, resulting in overestimating the strength of passwords with names,
places, keyboard patterns, uppercase variations, and common substitutions.

Converting the menu into an upgrades shop achieves several goals. Because dictionary
upgrades now cost money, players cannot activate all options simultaneously, unlike in
the previous version where there was no such restriction. These upgrades are permanent,
giving players a sense of progression and ownership, a contrast to the original menu
which unlocked everything from the start. Furthermore, player frustration with settings
resetting between levels has been addressed. Consequently, interacting with the shop
becomes necessary in later levels, as upgrades like uppercase variations, common
substitutions, and computer speed are extremely helpful for meeting stricter password
requirements. This is reinforced through dialogue and hints that explain how to use the
shop and its benefits.

4.2.3 Rainbow Tables

Rainbow Tables are purchasable items in the shop. Like their real-world counterparts,
they are pre-generated sets of hashes. In gameplay, they allow players to match hashes
from specific input combinations without consuming in-game time. The shop displays
three different rainbow tables at any time, each for a specific input combination. Players
can purchase a table to crack passwords matching that combination without using any
in-game time.

Beyond their primary function, Rainbow Tables also educate players by providing
examples of effective input combinations, as suggested in section 3.5.4. The shop
displays Rainbow Tables with input combinations chosen randomly from the top 30
most effective combinations for the current level. As all tables are priced equally, it is
up to the player to choose which table they believe would be the most useful, adding
strategic depth to the game. The game also encourages players through dialogue and
hints to analyse patterns within these tables and apply them to their own strategies. For
instance, players unaware that many passwords with uppercase letters tend to begin with
them can learn this trend from the Rainbow Tables and adjust their input combinations
accordingly.

4.3 Improved Results Page

The results page has been overhauled in this version of the game. While the information
displayed is mostly the same, it has been compartmentalised and made more digestible
through the game’s new design language (Figure 4.7).

The "Best Hash Combination” section has been expanded to show all of the player’s
input combinations, sorted by the number of accounts cracked. This allows players to
compare their best-performing combinations with their worst, allowing them to observe
patterns in their inputs and identify areas where their strategies can be improved.
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The leaderboard has also returned from the previous version of the game as this com-
petitive aspect of the game was hugely encouraging for players. Unfortunately, due to
the fact the game is hosted online, it was not possible to implement a live leaderboard.
The leaderboard now emulates the original experience by using fictitious usernames
and scores.

A key new feature is the toggle at the top of the section, which, when clicked, reveals
the best input combinations that the player missed (Figure 4.8). This provides valuable
feedback on overlooked patterns, highlighting strategies players may have missed, such
as simpler approaches they ignored in favor of more complex ones in the previous
version of the game. This feature is particularly helpful for players who may be
struggling, as it steers them toward more effective strategies, which in turn, helps them
understand the characteristics of weak passwords (section 3.5.4).

4.4 Improved Tutorial and Dialogue

As suggested in section 3.5.2, the game’s tutorial has been significantly improved
through greater interactivity, dynamic visuals, and the improved dialogue system. The
dialogue box is now more dynamic and interactive, addressing previous player feedback.
The text has been enlarged for better readability, and the dialogue box is no longer static;
it dynamically resizes and moves around the screen to emphasise key UI elements.
Furthermore, important words in the dialogue now pulse to highlight their significance
and reinforce key concepts.

As with the previous version of the game, there is an introductory tutorial which explains
the concept of hashes, password storage, and brute-force attacks, followed by a brief
dialogue tutorial at the beginning of each level to introduce players to the interface and
any new password tools.
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4.4.1 Introductory Tutorial

The concept of hashes is explained in the introductory tutorial using a semantic wave
teaching approach. The semantic wave refers to the pedagogical process of simplifying
complex concepts before systematically building towards a deeper understanding (Ma-
ton, 2013). This method involves initiating instruction with an abstract analogy, such as
comparing hashes to fingerprints, and subsequently introducing more technical details.

This explanation is reinforced by an animation demonstrating how passwords are stored
in a database. The visualisation first shows an incorrect approach, where a password
is saved as plaintext, and then contrasts it with the correct method: converting the
password into a hash before storing it.

The tutorial then introduces key properties of hashes, including irreversibility and
consistency. To illustrate consistency, the tutorial provides an interactive text box where
players can convert their inputted text into a hash. The dialogue encourages them to
observe how the same input always produces the same hash, while minor modifications
result in entirely different hashes (Figure 4.9).
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Next, the tutorial explains that despite their irreversibility, hashes are vulnerable to
brute-force attacks that exploit common patterns. An interactive brute-force simulation
illustrates this: pressing the ’Generate Hashes’ button initiates an animation that hashes
and tests every possible eight-digit password. The animation concludes when a match
is found, displaying the original password and demonstrating how brute-force attacks
reverse hashes by systematically testing all possible inputs (Figure 4.10). The previous
version of the tutorial lacked a visual analogy for brute-force attacks, making it harder
for players to grasp how attackers systematically guess passwords. This approach makes
the concept more tangible and intuitive, reinforcing learning through participation rather
than reading (section 2.2.1.3).

The animations, dynamic text box, and interactive elements make the tutorial much
more engaging then the one created for the previous game. In particular, the interactive
elements prevent players from mindlessly clicking through the dialogue, and forces
them to engage with the material.

4.4.2 Level Tutorials

Similarly to the previous game, completing the introductory tutorial takes the player
to the first level of the game. They are taught step-by-step the process of cracking
passwords with interactive checkpoints to reinforce their understanding of each stage.
The dynamic dialogue box moves around the screen to highlight key UI elements,
improving player engagement and focus.

After guiding the player through two cycles of the cracking process, the player is
informed of the minimum passing score, leaving them to experiment freely, applying
what they know about password patterns to optimise their approach.

Each subsequent level features a brief tutorial introducing new concepts, such as
password requirements, the upgrades shop, rainbow tables, and dictionary attacks.
Table D.1 outlines this progression. Unlike the previous game, these subsequent in-level
tutorials are accompanied by more interactivity checkpoints, where the player must
engage with the new mechanics. These include requiring players to open the *Uncracked
Passwords’ page on the results screen and to input a specific dictionary attack, ensuring
they know how to do so (a problem many participants had in the previous study).

4.4.3 Hint System

As suggested in section 3.5.4, to assist struggling players, the game features an optional
hint system. At any point, the player can press the Hint button at the top of the screen,
and CiPH3R will appear to provide a brief hint about a specific aspect of the game. The
game features 15 hints in total, with each level having three exclusive hints, tailored to
the level’s particular new tools or password requirements. Examples of hints include
tips on the placement of certain characters in passwords (e.g. uppercase at the start
or numbers at the end), hints for using rainbow tables (such as recognising patterns
and drawing inspiration from them), and the importance of upgrading the dictionary to
successfully use a dictionary attack on levels with stricter password requirements.
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The hint system is designed to provide targeted assistance, helping players to overcome
the passing score without feeling frustrated, while still encouraging them to think
critically and solve challenges on their own. Using hints is not penalised, making the
game more inclusive and enjoyable for players of varying skill levels (section 2.2.1.4).

4.5 Settings and Accessibility

Settings

Matrix Background
Invert Colours
Background Audio

Sound Effects
| Back

Figure 4.11: Settings Page

The game’s title screen features a settings menu that allows players to customise various
options for their comfort and accessibility. One of the settings is a toggle for the Matrix-
style background animation. While this effect adds to the game’s aesthetic, it may be
distracting for some players or cause readability issues. Disabling it provides a simpler,
more static background for better focus. Another important accessibility feature is a
colour inversion toggle. This setting is particularly useful for players who have difficulty
reading text on a dark background, such as individuals with light sensitivity, contrast
sensitivity, or certain visual impairments. These customisation options enhance the
overall accessibility and player experience, allowing a wider audience to engage with
the game comfortably.

4.6 Improved Performance

The previous version’s inefficient password cracking algorithm hindered online distri-
bution due to high performance requirements (section 3.2.3). To address this a new
approach was implemented. Passwords are now stored in a tree data structure, where
each branch represents a different input character type. To find passwords matching
an input combination, the tree is traversed, with the destination node containing the
passwords and counts. This reduces the time complexity from linear time to O(m),
where m is the length of the password. For inputs using the ”Any” character input,
passwords are retrieved from multiple branches using a depth-first search algorithm.

Overall, the system is significantly faster at the expense of higher memory requirements
for the tree data structure. Table 4.1 compares the time to retrieve passwords in both
versions of the game. This comparison is somewhat misleading, as the previous version
displayed passwords as they were found, whereas the new version traverses the tree
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structure before displaying any passwords. The new system greatly outperforms the old
system except when required to search through multiple branches such as with ”Any”
character inputs. This is not an issue as inputs with multiple branches are discouraged
as they use up lots of in-game time. Regardless, the improved search times significantly
enhance the game’s pacing and reduce the delay between player action and feedback,
improving game flow (section 2.2.1.2).

Password Format Old Input Time (s) | New Input Time (s)
7 x Lowercase + Number 2.488 0.193
12 x Number 3.280 0.040
5 x Any 1.441 0.257
7 letter word + Number 1.332 0.226
8 x Any 1.817 2.962

Table 4.1: Comparison of time to retrieve passwords in both versions of the game.

4.7 Playtesting

As with the previous study, before starting the evaluation, the game was played by a
handful of playtesters. These sessions were instrumental in identifying and rectifying
various bugs and in further polishing the gameplay experience.

The most significant insight gained from playtesting was the need for careful game
balancing. This balancing process involved fine-tuning the pricing of upgrades, adjust-
ing the game’s reward system, and revising the criteria for passing levels. This proved
to be a complex undertaking due to the diversity of player strategies and the uneven
distribution of passwords in certain branches of the tree data structure. Some players
were able to achieve passing scores with relative ease by discovering effective input
combinations, while others experienced much more difficulty.

Although the game already includes features to assist struggling players, adjustments
were made to lower the overall difficulty. The goal was to prevent frustration and
encourage players to fully play the game and unlock all the tools and upgrades. The
leaderboard and monetary reward still encourage players to exceed the minimum score,
thereby accommodating those who seek a greater challenge.
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Evaluation and Resulis

This chapter presents the evaluation of the improved version of “Let’s Get Crack-
ing”, which involved a study with 22 participants. This chapter will first outline the
methodology, and then proceed to present and analyse the data collected from the
participants.

5.1 Methodology

5.1.1 Questionnaire

Participants’ understanding of password security was assessed through a questionnaire
completed in two parts: one before and one after playing the game. All of the questions
asked in the first half of the questionnaire are asked again in the second half, to observe
how playing the game affected their answers.

The questions in the first half of the questionnaire were designed to assess participants’
confidence and understanding of password security. They aimed to gauge participants’
perception of the strength of their own passwords, their awareness of the role password
strength plays in protecting against large-scale breaches, and their knowledge of com-
mon password security concepts such as hashing and attack methods. The goal was to
identify any gaps in their understanding and to establish a baseline for evaluating the
effectiveness of the game in improving their knowledge of password security.

In addition to observing how participants’ answers to the previous questions changed
after playing the game, the second half of the questionnaire focuses on evaluating
the user’s experience with the game, particularly the new features and improvements.
Participants are asked about their progress in the game, the time spent, and their overall
impressions. The questions assess the effectiveness of the game’s new features, such as
the hint system, improved tutorial, and the redesigned user interface. Participants were
also encouraged to share any difficulties they encountered, areas for improvement, and
technical issues. This aims to gather feedback on the game experience as a whole and
identify potential areas for further extensions.

28
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5.1.2 Password Strength Rating

Participants were asked to rate the strength of 25 passwords, rather than the approach of
the previous study of having participants rate the strength of 12 individual passwords
and compare 12 password pairs. This method allows for a much more comprehensive
comparison, as each password can be evaluated against every other one, significantly
increasing the number of possible combinations. This provides a richer dataset for
analysis. The passwords chosen test a variety of characteristics, including those studied
in Ur et al. (2016) and Seitz and Hussmann (2017). Table C.1 outlines each password
and the specific characteristic it aims to test.

5.2 Questionnaire Responses

All participants participated anonymously, and no personal or demographic information
was collected. However, the study was advertised primarily through University of
Edinburgh Informatics channels (e.g., email and flyers), likely biasing the participant
demographics towards Informatics students and staff, who may have greater prior
knowledge of password security than the general population.

A notable factor affecting response quality was the change in study environment. The
previous study involved in-person participation on a singular device under supervision,
while this study’s online distribution, while increasing reach, potentially led to lower
quality questionnaire data, as indicated by more “’joke” responses which had to be
removed from the results, and considerable differences in gameplay duration.

5.2.1 Confidence Questions

| fleﬁel confident that | can identify the characteristics of a weak password16 | feel confident my passwords are secure

N Pregame BN Pregame
14 4 Postgame 14 4 Postgame

124 12 4

10 4 10

Count
©
Count
©

0- T 0-
Strongly disagree Disagree Neutral Agree Strongly Agree Strongly disagree Disagree Neutral Agree Strongly Agree

Figure 5.1: How playing the game affected confidence in identifying weak password
characteristics and personal password security.

Participants were asked questions regarding their confidence in identifying weak pass-
word characteristics and the security of their own passwords (Figure 5.1).

Regarding the ability to identify weak password characteristics, last year saw an increase
in average confidence from 3.36 to 4.09 out of 5. This year, the average confidence
increased from an already high rating of 4.05 to 4.45. This suggests that the game
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was effective at enhancing players’ understanding of what makes a password weak,
reinforcing the game’s educational impact.

When it comes to confidence in the security of their own passwords, the average rating
increased from 3.18 to 3.55. This coincides with the result in section 5.2.6 that 73%
of participants reported the game helped them identify a weakness in their password
practices. These results suggest that the game not only improved players’ theoretical
knowledge but also prompted them to reassess and strengthen their own password
habits.

5.2.2 In the event of a large-scale password data breach, would the
strength of your password play a role in its ability to remain
secure?

Before playing the game, 36.4% of participants selected ”Yes”, 45.5% responded
with "Maybe”, and 18.2% selected "No”. After playing the game, 77.3% responded
with ”Yes”, 13.6% with "Maybe”, and 9.1% with "No”. In comparison, last year’s
version of the game showed even more pronounced improvements. Initially, 50.0% of
participants selected ”Yes”, 40.9% selected "Maybe”, and 9.1% selected "No”. After
playing the game, an impressive 95.5% of participants responded with ’Yes”, while only
one participant (4.5%) selected "No”. While both versions of the game successfully
increased awareness of password strength’s importance in data breaches, the slightly
less dramatic improvement in the current version may suggest that participants entered
the study with a lower baseline understanding compared to the previous year.

5.2.3 Briefly describe how you think attackers gain access to pass-
words after a large-scale password data breach

The expected answer to this question would mention the matching of generated hashes
created through brute-force attacks that target common patterns in passwords, including
dictionary attacks and/or rainbow tables.

Before playing the game, 54.5% of participants correctly identified at least one or
a combination of password-cracking practices. After playing the game, this figure
rose to 77.2%. This is a smaller improvement compared to last year’s study, where
after playing the game 90.1% of participants correctly identified one of these practices.
However, both results indicate a positive impact of the game on participants’ knowledge
of password-cracking techniques.

5.2.4 What is a hash in the context of computer security and cryp-
tography?

A correct response to this question would identify a hash as a unique string generated
from input data, in this case, a password, through an irreversible hash function.

Before playing the game, 59.1% of participants were able to correctly identify a hash.
After playing the game, this number increased to 86.7%. Last year, the results were
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even more pronounced: before playing, only 50% of participants identified a hash as an
encrypted string, but after playing, 95.5% provided the correct definition. Thus, while
both studies demonstrate the game’s effectiveness in teaching the concept of a hash, the
previous year’s results show a greater improvement

5.2.5 Approximately how many guesses do you think your pass-
word needs to be able to withstand for it to be considered
secure

Perception of Number of Guesses for Secure Password: Old Game

Old Game Pregame
I Old Game Postgame

.
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Figure 5.2: Comparison of estimate of number of guesses a secure password should
withstand.

According to Ur et al. (2016), secure passwords should be able to withstand approx-
imately 10'* to 10?° guesses to be considered secure, depending on the speed of the
hashing function utilised.

Figure 5.2 compares the responses to this question with those from last year’s study.
Answers have been categorised into the nearest major order of magnitude.

Before playing the game, 31.8% of participants answered with a value in the thousands,
and after playing the game, this decreased to 13.6%. This is a better result than in the
previous study, where after playing the game, 31.8% of participants still answered with
a value in the thousands or lower. For context, in the study completed by Ur et al. (2016)
with 165 participants, 67% of participants estimated a value in the thousands or lower.
Despite the likely demographic bias towards informatics students with pre-existing
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Figure 5.3: How playing the game affected participant’s perception of the biggest
weakness in passwords.

knowledge, the new game version significantly improved participant understanding,
showing a substantial reduction in incorrect estimates compared to both the baseline
and the previous study.

Furthermore, after playing, participants from this year’s study selected significantly
larger values. While last year only 22.7% of participants chose values in the billions
or higher, this year, 59.1% selected estimates in the billions or greater. This indicates
the game’s UI improvements and greater emphasis on "Number of Hashes” made a
significant impact on participants’ practical understanding of password security scales.
Although few participants reached the values recommended by Ur et al. (2016), these
numbers are likely too abstract for easy comprehension. This could potentially be
addressed in the future by simplifying the hash count further to the nearest order of
magnitude for better comprehension (e.g., 8 billion instead of 8,127,454,186).

5.2.6 What do you think is the biggest weakness in most people’s
passwords?

Responses to this question were categorised into four groups: containing personal
information, reusing passwords across multiple accounts, short length, and containing
memorable patterns or words. Figure 5.3 displays the shift in responses before and after
gameplay.

After playing the game, participants overwhelmingly identified the use of common
patterns or words as the primary password weakness. While this aligns with the game’s
core message, it’s important to acknowledge that password length and reuse are also
critical security factors. The results suggest the game could more effectively emphasise
the significance of these vulnerabilities.

5.2.7 Gameplay Statistics

As the game was distributed online, participants were asked to self report the amount of
time they spent on the game and the level they reached.
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Responses to Game Experience Questions (Sorted by Mean)
| would recommend this game as a tool for | Response Mean: 4.77
teaching password security. B strongly disagree
| found the game enjoyable and engaging. | Disagree Mean: 4.64
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The game's tutorial effectively taught Agree
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Figure 5.4: Questionnaire responses regarding game experience.

59.1% of participants beat the game, 22.7% of participants stopped at Level 5, 9.1% of
participants stopped at Level 4, and 4.5% at both Level 3 and Level 2. In last year’s
study all participants completed the game, although it is worth noting there were no
passing requirements and players could freely progress to the next level regardless of
their performance.

This response may explain differences in results between the game versions. The
previous in-person study likely pressured participants to complete the game. In contrast,
the online distribution may have reduced this sense of obligation.

5.2.8 Game Experience Evaluation

Overall, results from this section of the questionnaire are extremely positive. For each
question, a quantitative mean was calculated by assigning a numerical value to each
response with ”Strongly Disagree” as 1 and ”Strongly Agree” as 5.

5.2.9 Comparison to Previous Study

Participants highly recommended the game as a tool for teaching password security,
giving it a mean rating of 4.77. This is comparable to last year’s rating of 4.81,
reinforcing the game’s effectiveness as a teaching tool.

Participants found the game highly enjoyable and engaging, giving it a mean rating of
4.64 out of 5. This is an improvement over last year’s already positive mean rating of
4.41, indicating the game’s success in teaching players in an entertaining way.
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Participants felt that taking on the role of the adversary contributed to their understanding
of secure password practices, giving this statement a mean rating of 4.41, compared
to last year’s average rating of 4.14. This suggests that the adversarial perspective
continues to be an effective method for teaching password security.

5.2.10 Evaluating New Features

Participants strongly agreed that the game’s user interface was intuitive and easy to
navigate, giving it a mean rating of 4.50. They also rated the smoothness and respon-
siveness of the controls and interactions highly with a mean of 4.32. This indicates
that the improvements made to the user interface and player interactions had a positive
impact on the overall gameplay experience.

The game’s tutorial effectively taught participants how to play and understand password
security concepts, receiving a rating of 4.64. Participants agreed that the game provided
helpful guidance when they were stuck, giving this statement a rating of 4.00. This
indicates that the improved tutorial and hint system were successful in assisting players.
The large number of neutral responses to the latter (27.2%) may also suggest that some
players never encountered issues requiring hints.

Players agreed that the difficulty level of the game was appropriate and that the game
provided clear feedback, rating both statements with a mean of 4.18. This suggests
that the game remained appropriately challenging while ensuring players received the
necessary feedback to guide their progress.

5.2.11 Identifying Password Vulnerabilities

Players agreed that the game helped them identify weaknesses in their own password
practices, with an average rating of 3.95. While this is a subjective response, influenced
by the varying strength of personal passwords, it still reflects a strong result. Last
year, when asked in a yes or no format, 86% of participants selected ”Yes,” which is
comparable to the 72.7% of participants who selected ”Agree” or ”Strongly Agree” this
year.

Participants agreed that the game improved their understanding of password security
and are now more aware of common password vulnerabilities, rating the statements
4.36 and 4.32 respectively. Participants are also likely to implement what they learned
in their daily life, rating this statement a 4.14. This is a higher result than last year’s
rating of 3.91. This confirms the game’s effectiveness in both educating about password
security and influencing real-world behavior.

Overall, these results demonstrate that the game continues to effectively raise awareness
about password security, and encourages participants to apply the knowledge gained to
improve their personal practices.
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Figure 5.5: How the game affected participants’ perception of strength for 25 passwords

5.2.12 Password Strength Ratings

Participants were asked to rate the strength of 25 passwords on a 7 point scale from
Very Weak to Very Strong. Their responses were quantified on a scale from 0-6 where
0 is Very Weak and 6 is Very Strong. Figure 5.5 shows how the strength ratings of each
password changed before and after playing the game.

One thing to note is that the average strength for all passwords decreased overall. Before
playing the game, the mean strength for all passwords was 1.86, which decreased to
1.29 after playing. This indicates that, after playing, participants were more critical of
the strength of all passwords.

There are some positive results, such as the decrease in the strength perception of
passwords like ’questionnaires,” ’que$tiOnn @ire$,” and *293070844,” which indicates
that the game successfully demonstrated the dangers of using common dictionary words,
relying on common substitutions, and using only digits. There are a few results which
indicate areas for potential improvement. For instance, although the strength of the
passphrase "PurpleGiraffeEatsMangoes’ did not decrease significantly after playing
the game, its rating remains relatively low for its complexity. This suggests that the
game did not adequately convey the strength of long passphrases, likely due to players’
reliance on dictionary attacks.

Similarly, the password 'n3!%Z’ was rated to have a disproportionately high strength
despite being only 5 characters long. This indicates that the game may not have empha-
sised how password length contributes to strength and the importance of experimenting
with the *Any Character’ button to observe how easily a 5-character password can be
cracked, even if it appears complex.

Players rated ’skpfojdaz49241° and ’skpfojdaztxepd’ with similar strength ratings after
playing the game. This suggests the game did not help them recognise that, while
the former includes mixed characters, the latter offers more entropy due to a higher
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Figure 5.6: Heatmap of password pair strength before and after gameplay.

combination of lowercase letters versus numbers. The rating is also surprisingly low
for a random 14-character string, which would take a computer centuries to crack,
according to zxcvbn ((Wheeler, 2016)).

To compare the strength of the passwords relative to each other, two heatmaps were
created, one for before and one for after playing the game. A green tile indicates that
the password on the y-axis was perceived as stronger than the one on the x-axis, while a
red tile indicates the opposite (Figure 5.6).

Comparing the before and after results reveals some interesting behavior. To observe
these changes more clearly, Figure 5.7 shows the difference between these two heatmaps,
allowing us to observe how the relative strength comparison between passwords was
affected by the game. Blue tiles indicate that a password’s relative strength increased
compared to others, while red tiles indicate a decrease in relative strength.

One caveat of this visualisation is that passwords which were already perceived as very
weak (including *asdfghjkl,” "liverpool,” ’francesca,” ’chocolate,” 28761, aaaaaaaaa’)
were still deemed very weak after playing the game, as they could not be rated any
lower. In comparison to other passwords, which on average experienced a decrease
in strength, these passwords’ rows on the y-axis appear blue, as their relative strength
increased. This is not a true increase in strength but rather an artifact of the rating
system, where the weakest passwords were capped at the lowest rating and thus appear
stronger relative to the other passwords that saw a decrease.

What is promising to see is that, regarding the changes made to ’skpfojdaz’, common
alterations such as capitalising the first letter, adding a number or special character to
the beginning or end, were perceived as relatively weaker after the game. In contrast,
less predictable alterations, such as using mixed case or placing the number or special
character in the middle of the password, were considered stronger. This indicates
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that the game successfully conveyed the importance of making more complex and
unpredictable changes to passwords in order to enhance their security.

It is also worth noting how the alteration of ’questionnaires’ using common substitutions,
’queStiOnn @ire$,” was rated relatively weaker compared to the same password with
random substitutions, 'que!tio&na)res.” This indicates that the game helped players
understand that relying on predictable substitutions-like replacing ’s” with ’$’ or ’0’
with ’0’-does not significantly strengthen a password. Instead, more random and
unpredictable substitutions, as demonstrated in the latter password, offer much higher
security, reinforcing the game’s effectiveness in teaching better password creation
strategies.

5.2.13 Game Issues and Comments

Participants were asked open-ended questions about technical difficulties they encoun-
tered and suggested potential improvements. Notably, many issues raised in the previous
study are no longer mentioned, including concerns about dialogue (text size and length),
level time duration, unclear input validation, and the cramped user interface. This
demonstrates the effectiveness of the implemented improvements in addressing key
usability and design challenges identified in the earlier version of “Let’s Get Cracking”.
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5.2.13.1 Balancing

Some participants mentioned that the game’s balancing could be improved. There were
a range of comments as to which levels should be made easier or harder, including
some conflicting answers, showcasing how hard it is to balance a game like this for the
audience. Some participants stated that rainbow tables were far too useful, sometimes
providing a large proportion of the score to pass a level.

5.2.13.2 User Interface

Although the interface was praised by the majority of participants, there were a few
comments on how it could be improved. Participants complained the information was
scattered across the different pages, and that repeatedly pressing input every time got
tiring. A potential solution would be to make the input page the default and relocate the
shop and other features to a secondary screen.

5.2.13.3 History

Although the game prevents you from inputting a combination you have already tried,
and the results screen shows you a list of your best combinations, some participants
wished there was a feature to see your historic inputs. This would be particularly useful
for struggling players as they may not remember which inputs were most successful
upon retrying a level.

5.2.13.4 Game Freezing or Inability to Progress

Four participants encountered game-breaking issues, including freezes and animation
bugs that obscured a crucial button, preventing further progress. While refreshing the
page generally resolved these problems and allowed users to return to their level via the
level select, the absence of an in-game prompt for this workaround negatively impacted
the user experience.

5.2.13.5 Positive Comments

When asked if they had anything else to share about their experience with the game,
all 14 participants who chose to respond praised the game, including its music, user
interface, shop, and visuals. They also suggested it be promoted to schools or distributed
more broadly as a valuable password education resource.
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Conclusion

The original ”Let’s Get Cracking” successfully demonstrated the effectiveness of an
adversarial approach to teaching password security. Based on feedback from the
previous study, the game was improved in several key areas, including the user interface,
dialogue, tutorial, player guidance, and gameplay depth.

This study confirmed the game’s continued effectiveness in improving participants’
understanding of password security. Evidence for this includes increased confidence
in identifying weak password characteristics, greater awareness of password-cracking
techniques, and improved self-awareness regarding potential weaknesses in their own
passwords. Notably, participants’ perception of the number of guesses required to crack
a secure password increased significantly compared to the previous year, likely due to
the new UI enhancements that improved information processing. The game showed
similar or improved results in many key areas including its overall effectiveness as a
password security teaching tool and the value of its adversarial perspective. Participants
also praised the game’s new and improved elements including the enhanced UI, player
guidance, and interactions.

Despite the challenges of online distribution, including varied completion rates and
potentially lower data quality, the findings of this study strongly indicate that the
improved version of "Let’s Get Cracking” remains a highly effective tool for teaching
password security.

6.1 Future Extensions and Improvements

6.1.1 Improved Balancing

The evaluation highlighted the need for further playtesting regarding game balancing.
To maintain accessibility while accommodating players seeking a greater challenge,
levels could implement a tiered system: bronze for passing scores, silver and gold
for cracking even more passwords. This would allow players to choose their level of
challenge.
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6.1.2 Improvements to Rainbow Tables

To improve player experience with rainbow tables, their implementation should be
refined. Instead of random input combination selections, levels could feature curated
tables that demonstrate specific attack types that were overlooked, like *Any’ inputs or
unique dictionary combinations (e.g., 8-character keyboard combinations). Players also
expressed dissatisfaction with unwanted rainbow tables, as purchasing them was the
only way to remove them. A ’reroll’ feature, with a small fee, would provide a more
flexible solution.

6.1.3 Real-Time Leaderboard

Although the fictional usernames and scores in the leaderboards were convincing, with
some participants inquiring about their authenticity post-game, future iterations could
feature a server with real-time player scores. This would enhance player engagement
and competition.

6.1.4 Categorised Password Matching

A challenge within the game’s dictionary upgrade system lies in the lack of clear feed-
back regarding the tangible benefits of dictionary enhancements. Players may struggle
to visually correlate dictionary upgrades with a noticeable improvement in password
cracking. This may result in player’s overestimating the strength of passwords contain-
ing words from those dictionary upgrades. To address this issue, the game could benefit
from more robust tools for categorising and visualising matched hashes. Specifically,
implementing a dynamic filtering system within the matched hashes screen would
allow players to toggle between different dictionary types (e.g., common words, names,
keyboard patterns) and observe the corresponding passwords successfully cracked by
each category. This feature would provide a direct, visual representation of how each
dictionary upgrade contributes to overall cracking efficiency, enhancing the educational
impact of the game.

6.1.5 Input Log

Future iterations of the game should include a log of the player’s past inputs, accessible
within the level. While the current system prevents duplicate inputs and displays top-
performing combinations in the results page, there is no such feature within a level. This
would allow players to analyse their past inputs, even when retrying a level, allowing
them to refine their strategies.
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Participant Information Sheet

Project title: Let's Get Cracking: Leveraging Gameplay from
an Adversarial Perspective to Teach Password

Security Concepts

Principal investigator: Borislav Ikonomov

Researcher collecting data: | Dylan Lins Brasiliense Drucker

Funder (if applicable):

This study was certified according to the Informatics Research Ethics Process,
reference number 987681. Please take time to read the following information
carefully. You should keep this page for your records.

Who are the researchers?

For this undergraduate research project, the student leading the research is Dylan
Lins Brasiliense Drucker. The principal supervisor for this project is Borislav

Ikonomov.
What is the purpose of the study?

The purpose of this study is to design and evaluate the effectiveness of a game
which educates users about offline password database attacks and characteristics of
strong/weak passwords. Participants will be asked to play the game and answer two
guestionnaires, one before and one after the game. The questionnaires include
guestions to gauge user's existing knowledge of password security, their perception
of password strength characteristics, and their thoughts on the game experience.
The study will observe how playing the game affected user's responses between the
two questionnaires and evaluate the effectiveness of the game.

Why have | been asked to take part?

The target group of participants for this research project are participants with varying
degrees of familiarity regarding offline password database attacks.

Do | have to take part?

No — participation in this study is entirely up to you. You can withdraw from the study
at any time, up until you complete the second questionnaire, without giving a reason.
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After this point, personal data will be deleted and anonymised data will be combined
such that it is impossible to remove individual information from the analysis. Your
rights will not be affected. If you wish to withdraw, contact the PIl. We will keep

copies of your original consent, and of your withdrawal request.

What will happen if | decide to take part?

You will be asked to play the game for up to 20 minutes and answer two
guestionnaires (one before and one after playing the game) which should take no
more than 10 minutes per questionnaire. If you are playing the game on the
researcher’s device, your gameplay may be recorded. The questionnaire will include
guestions evaluating your existing knowledge of offline password database attacks,
your perceived strength of different password characteristics, and your thoughts on
the game and its effectiveness as a teaching tool.

Are there any risks associated with taking part?

There are no significant risks associated with participation.
Are there any benefits associated with taking part?
No.

What will happen to the results of this study?

The results of this study may be summarised in published articles, reports and
presentations. Quotes or key findings will be anonymized: We will remove any
information that could, in our assessment, allow anyone to identify you. With your
consent, information can also be used for future research. Your data may be
archived for a maximum of 4 years. All potentially identifiable data will be deleted
within this timeframe if it has not already been deleted as part of anonymization.

Data protection and confidentiality.

Your data will be processed in accordance with Data Protection Law. All information
collected about you will be kept strictly confidential. Your data will be referred to by a
unique participant number rather than by name. Your data will only be viewed by the

researcher Dylan Lins Brasiliense Drucker.
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All electronic data will be stored on a password-protected encrypted computer, on
the School of Informatics’ secure file servers, or on the University’s secure encrypted
cloud storage services (DataShare, ownCloud, or Sharepoint) and all paper records
will be stored in a locked filing cabinet in the PI’s office. Your consent information will

be kept separately from your responses in order to minimise risk.

What are my data protection rights?

The University of Edinburgh is a Data Controller for the information you provide. You
have the right to access information held about you. Your right of access can be
exercised in accordance Data Protection Law. You also have other rights including
rights of correction, erasure and objection. For more details, including the right to
lodge a complaint with the Information Commissioner’s Office, please visit

www.ico.org.uk. Questions, comments and requests about your personal data can

also be sent to the University Data Protection Officer at dpo@ed.ac.uk.

Who can | contact?
If you have any further questions about the study, please contact the lead
researcher, Dylan Lins Brasiliense Drucker (s2077148@ed.ac.uk), or the principal

investigator Borislav Ikonomov (borislav.ikonomov@ed.ac.uk). If you wish to make a

complaint about the study, please contact inf-ethics@inf.ed.ac.uk. When you contact

us, please provide the study title and detail the nature of your complaint.
Updated information.
If the research project changes in any way, an updated Participant Information Sheet

will be made available on http://web.inf.ed.ac.uk/infweb/research/study-updates.

Alternative formats.
To request this document in an alternative format, such as large print or on coloured

paper, please contact Dylan Lins Brasiliense Drucker (s2077148@ed.ac.uk).

General information.

For general information about how we use your data, go to: edin.ac/privacy-research
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Participant number:

Participant Consent Form

Project title:

Let's Get Cracking: Leveraging Gameplay from
an Adversarial Perspective to Teach Password

Security Concepts

Principal investigator:

Borislav lkonomov

Researcher collecting data:

Dylan Lins Brasiliense Drucker

Funder (if applicable):

By participating in the study you agree that:

¢ | have read and understood the Participant Information Sheet for the above study,
that | have had the opportunity to ask questions, and that any questions | had were
answered to my satisfaction.

e My participation is voluntary, and that | can withdraw at any time without giving a
reason. Withdrawing will not affect any of my rights.

e | consent to my anonymised data being used in academic publications and

presentations.

¢ | understand that my anonymised data will be stored for the duration outlined in the
Participant Information Sheet.

Please tick yes or no for each of these statements.

1. | agree to having my gameplay recorded (Only required if playing the
game on the researcher’s device).

Yes No
2. | allow my data to be used in future ethically approved research.

Yes No
3. | agree to take part in this study.

Yes No
Name of person giving consent Date Signature
Name of person taking consent Date Signature
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Let's Get Cracking (Year 2) - User Study

Thank you for your interest in participating in my user study!

You will be asked to answer a questionnaire and play the game. This should take approximately
30-40 minutes.

The game is hosted online and can be played in-browser, but if you prefer you may also

download a copy of the game if you are on Windows.

The questionnaire is split into two parts. The first part should be answered before playing the

game, and the second should be answered after.

First, please read the participant information sheet below.



Participant Information Sheet

Project Title:

Let’s Get Cracking: Leveraging Gameplay from an Adversarial Perspective to Teach Password

Security Concepts

Principal Investigator:

Borislav Ikonomov

Researcher Collecting Data:

Dylan Lins Brasiliense Drucker

This study was certified according to the Informatics Research Ethics Process, reference number
987681. Please take time to read the following information carefully. You should keep this page for

your records.

Who are the researchers?

For this undergraduate research project, the student leading the research is Dylan Lins Brasiliense

Drucker. The principal supervisor for this project is Borislav Ikonomov.

What is the purpose of the study?

The purpose of this study is to design and evaluate the effectiveness of a game which educates users
about offline password database attacks and characteristics of strong/weak passwords. Participants
will be asked to play the game and answer two questionnaires, one before and one after the game.
The questionnaires include questions to gauge user's existing knowledge of password security, their
perception of password strength characteristics, and their thoughts on the game experience. The study
will observe how playing the game affected user's responses between the two questionnaires and

evaluate the effectiveness of the game.

Why have I been asked to take part?

The target group of participants for this research project are participants with varying degrees of

familiarity regarding offline password database attacks.
Do I have to take part?
No — participation in this study is entirely up to you. You can withdraw from the study at any time,

up until you complete the second questionnaire, without giving a reason. After this point, personal

data will be deleted and anonymised data will be combined such that it is impossible to remove



individual information from the analysis. Your rights will not be affected. If you wish to withdraw,

contact the PI. We will keep copies of your original consent, and of your withdrawal request.

What will happen if I decide to take part?

You will be asked to play the game for up to 20 minutes and answer two questionnaires (one before
and one after playing the game) which should take no more than 10 minutes per questionnaire. If you
are playing the game on the researcher’s device, your gameplay may be recorded. The questionnaire
will include questions evaluating your existing knowledge of offline password database attacks, your
perceived strength of different password characteristics, and your thoughts on the game and its

effectiveness as a teaching tool.

Are there any risks associated with taking part?

There are no significant risks associated with participation.

Are there any benefits associated with taking part?

No.

What will happen to the results of this study?

The results of this study may be summarised in published articles, reports and presentations. Quotes
or key findings will be anonymized: We will remove any information that could, in our assessment,
allow anyone to identify you. With your consent, information can also be used for future research.
Your data may be archived for a maximum of 4 years. All potentially identifiable data will be deleted

within this timeframe if it has not already been deleted as part of anonymization.

Data protection and confidentiality.

Your data will be processed in accordance with Data Protection Law. All information collected about
you will be kept strictly confidential. Your data will be referred to by a unique participant number
rather than by name. Your data will only be viewed by the researcher Dylan Lins Brasiliense

Drucker.

All electronic data will be stored on a password-protected encrypted computer, on the School of
Informatics’ secure file servers, or on the University’s secure encrypted cloud storage services
(DataShare, ownCloud, or Sharepoint) and all paper records will be stored in a locked filing cabinet
in the PI’s office. Your consent information will be kept separately from your responses in order to

minimise risk.

What are my data protection rights?

The University of Edinburgh is a Data Controller for the information you provide. You have the right
to access information held about you. Your right of access can be exercised in accordance Data
Protection Law. You also have other rights including rights of correction, erasure and objection. For
more details, including the right to lodge a complaint with the Information Commissioner’s Office,

please visit www.ico.org.uk. Questions, comments and requests about your personal data can also be



sent to the University Data Protection Officer at dpo@ed.ac.uk.
Who can I contact?

If you have any further questions about the study, please contact the lead researcher, Dylan Lins
Brasiliense Drucker (s2077148@ed.ac.uk), or the principal investigator Borislav Ikonomov
(borislav.ikonomov@ed.ac.uk). If you wish to make a complaint about the study, please contact inf-
ethics@inf.ed.ac.uk. When you contact us, please provide the study title and detail the nature of your

complaint.
Updated information.

If the research project changes in any way, an updated Participant Information Sheet will be made

available on http://web.inf.ed.ac.uk/infweb/research/study-updates.
Alternative formats.

To request this document in an alternative format, such as large print or on coloured paper, please
contact Dylan Lins Brasiliense Drucker (s2077148@ed.ac.uk).

General information.

For general information about how we use your data, go to: edin.ac/privacy-research

1. By proceeding with the study, I agree to all of the following statements: *

I have read and understood the Participant Information Sheet for the above study, that
I have had the opportunity to ask questions, and that any questions I had were

answered to my satisfaction.

My participation is voluntary, and that I can withdraw at any time without giving a

reason. Withdrawing will not affect any of my rights.

I consent to my anonymised data being used in academic publications and

presentations.

I understand that my anonymised data will be stored for the duration outlined in the

Participant Information Sheet.

Tick all that apply.

I allow my data to be used in future ethically approved research.

I agree to take part in this study.



2. Ifyou are playing on the researcher's device, do you agree to having your gameplay
recorded?

Mark only one oval.

I am not playing on the researcher's device
Yes

No

Please answer the following section BEFORE playing the game.

3.  Please rate how strongly do you agree with the following statements. *
Mark only one oval per row.

Strongly ) Strongly
i Disagree  Neutral Agree
disagree Agree

I feel
confident that
I can identify
the
characteristics
of a weak
password

I feel
confident my
passwords are
secure

4. In the event of a large-scale password data breach, would the strength of your

password play a role in its ability to remain secure?
Mark only one oval.
Yes

No

Maybe



Briefly describe how you think attackers gain access to passwords after a large-scale *

password data breach

What is a hash in the context of computer security and cryptography? (It is ok if you *
do not know)

Approximately how many guesses do you think your password needs to be able to *

withstand for it to be considered secure (in the context of a password database leak)?

What do you think is the biggest weakness in most people's passwords? *



9. Evaluate the strength of the following passwords. *

Mark only one oval per row.

VY eak SOmeRAL g SOTEVRR Strong

Weak Weak Strong
skpfojdaz oo o o o O
Skpfojdaz oo o o o O
skPfoJdAz o O - O - O
skpfojdaz7 oo o o o O
Tskpfojdaz oo o o o O
skpfoTjdaz o o o o o O
skpfojdaz@ o o o o O O
@skpfojdaz o o o o o O
skpf@ojdaz o O - - O O
skpfojdaz49241 o O O O O O
skpfojdaztxepd o O O O O O
293070844 o O - -, - -
asdfghjkl o o o o O O
liverpool O O @) @) @) )
francesca o o o o o O
chocolate o O - - - O
chocolatechocolate o O - O - O
questionnaires o O -, ) O O
queStionn@ire$ o O - O O O
queltio&na)res o o o o o O
n3!%zZ o o o o o O
28751 o o o o o O




43aaaaaaa
PurpleGiraffeEatsMangoes

JzQ!dXeL29#wVpMm

Please now play the game! The game has 5 levels, but you are not required to finish the

game. After playing the game, return to this survey and press "Next".

The game can be played at the following link: https://s2077148.itch.io/lets-get-cracking

You can play the game in browser by pressing the "RUN GAME" button. Alternatively, you may
download and unzip the executable at the bottom of the page (improved performance but

requires a Windows machine).

While the game is functional on mobile, I highly reccomend using a laptop/desktop/DICE

machine as the performance on mobile can be slow.

Please answer the following section AFTER playing the game

10.  Which level of the game did you reach *

Mark only one oval.

Level 1
Level 2
Level 3
Level 4
Level 5

I finished the game



11.  Approximately how long did you spend playing the game? *

Mark only one oval.

< 10 minutes

10-20 minutes
20-30 minutes
30-40 minutes

> 40 minutes

12. Inthe event of a large-scale password data breach, would the strength of your *

password play a role in its ability to remain secure?
Mark only one oval.
Yes

No

Maybe

For any of the short-answer questions that you have already answered before playing the

game, if your answer remains unchanged, simply write 'same.'
13.  Briefly describe how you think attackers gain access to passwords after a large-scale *

password data breach

14. What is a hash in the context of computer security and cryptography? (It is ok if you *
do not know)

15.  Approximately how many guesses do you think your password needs to be ableto ~ *

withstand for it to be considered secure (in the context of a password database leak)?



16.  What do you think is the biggest weakness in most people's passwords? *



17. Please rate how strongly do you agree with the following statements. *
Mark only one oval per row.

Sfrongly Disagree  Neutral Agree Strongly
disagree Agree

I feel

confident that

I can identify

the

characteristics

of a weak

password

I feel
confident my
passwords are

secure

The game
improved my
understanding
of password

security

I have
identified
weaknesses in
my own
password

practices.

The user
interface of
the game was
intuitive and
easy to
navigate.

The game's
tutorial
effectively
taught me how
to play and
understand
password
security

concepts.



1 found the
game
enjoyable and
engaging.

1 am likely to
apply what 1
leatned in this
game to my
daily life.

1 would
fecommend
this game as a
tool for
teaching
passwerd
Seeutity.

The game
guided me
when 1 was
stuek.

The difficulty
level of the
game was
appropriate:

The game
provided elear
feedback on
my
performancge.

The controls
and
interactions
felt smooth
and
FESPONSIVE:

1 am now
more aware of
€ommeon
passwerd
Vulnerabilities.



Playing as the
adversary
contributed to
my
understanding
of secure
password
practices.



18.  Evaluate the strength of the following passwords. *

Mark only one oval per row.

VY ek SOmOVRAL g SOTEVRR Strong

Weak Weak Strong
skpfojdaz o o o o o O
Skpfojdaz o o o o o O
skPfoJdAz o O - ) - O
skpfojdaz7 o o o o o O
Tskpfojdaz o o o o o O
skpfoTjdaz o o o o o O
skpfojdaz@ o o o o O O
@skpfojdaz o O o o o O
skpfi@ojdaz o O - - - O
skpfojdaz49241 o O O O O O
skpfojdaztxepd O O O O O O
293070844 O O - - - -
asdfghjkl o o o o O O
liverpool O O @) @) @) )
francesca o o o o o O
chocolate o O -, - - -
chocolatechocolate o O -, - - -
questionnaires o O - ) - O
questionn@ire$ o o o o o O
queltio&na)res o o o o o O
n31%Z o o o o o O
28751 o O o o o O




43aaaaaaa
PurpleGiraffeEatsMangoes

JzQ!dXeL29#wVpMm

19.  Were there any parts of the game that you found confusing or difficult to understand?

20. What aspects of the game could be improved upon?

21. Please describe any bugs or technical issues you encountered with the game

22. s there anything else you would like to share about your experience with the game?

This content is neither created nor endorsed by Google.

Google Forms






Appendix C. Questionnaire

C.1 Additional Figures

C.2 Password Strength Rating

Password Characteristic Tested
skpfojdaz Lowercase random characters
Skpfojdaz First letter capitalised
skPfoJdAz Mixed case

skpfojdaz7 Single digit at the end
Tskpfojdaz Single digit at the start
skpfo7jdaz Single digit in the middle
skpfojdaz@ Single symbol at the end
@skpfojdaz Single symbol at the start
skpf@ojdaz Single symbol in the middle
skpfojdaz49241 Appended numbers
skpfojdaztxepd Appended lowercase characters
293070844 Numeric-only

asdfghjkl Common keyboard pattern
liverpool Common place

francesca Common name

chocolate Common dictionary word
chocolatechocolate Repeated word
questionnaires Long dictionary word
que$tiOnn @ire$ Long dictionary word with common substitutions
que!tio&na)res Randomised substitutions
n3!%Z Short, mixed complexity
28751 Short numeric-only
aaaaaaaaa Repeated single character
PurpleGiraffeEatsMangoes | Passphrase-style
JzQ!dXoL29#wVpMm Long, mixed complexity

Table C.1: Passwords and their tested characteristics



Appendix D

Let’s Get Cracking Levels

D.1 Level Progression

Level | New Mechanic(s) Additional Requirements | Passing Score
1 Character Input None 300,000
2 Upgrades Shop (Speed | Min Length: 8 100,000
Upgrades, Rainbow Ta-
bles)
3 Word Input, Dictionary | 1 lowercase, 1 number 50,000
Upgrades
4 None 1 uppercase 30,000
5 None 1 special character 1,000

Table D.1: Game Levels, Mechanics, Requirements, and Passing Scores
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