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Abstract
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The Know Your Customer (KYC) is an expensive process financial institutions need
to execute to start conducting business with a new customer. Distributed ledger tech-
nology (DLT) offers improvements in the way this process is executed and can reduce
operational costs this process incurs. Whilst it could positively impact financial firms,
their customers and the regulator, there are security challenges that need to be faced in
order for this technology to be put in practice for this process. In this work we pro-
pose a DLT-based KYC solution that effectively deals with these security challenges.
Our solution simultaneously increases security of the system and reduces operational
costs incurred by the KYC process in comparison to the currently used KYC proce-
dure mechanism. There is naturally a trade-off between the operational costs reduction
and improved security of the system. We give a smart-contract implementation of this
solution in Solidity programming language and provide a mathematical analysis of our
model to quantify the benefits it presents.



5

Acknowledgements

I would like to thank to my supervisor, Aggelos Kiayias, for his precious guidance and
feedback throughout this project, and to Lamprini Georgiou, a research assistant at the
Blockchain Technology Laboratory at the University of Edinburgh, for her valuable
advice on the legal side of this project.





Table of Contents

1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
1.1 Research objectives . . . . . . . . . . . . . . . . . . . . . . . 8
1.2 Regulatory background . . . . . . . . . . . . . . . . . . . . . 8
1.3 Financial incentive to optimise KYC process . . . . . . . . . 10
1.4 Current KYC . . . . . . . . . . . . . . . . . . . . . . . . . . 11
1.5 Benefits of using DLT-based KYC . . . . . . . . . . . . . . . 11

2 Related work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
3 Distributed Ledger Technology Background . . . . . . . . . . . . . . 15

3.1 Public and private blockchain . . . . . . . . . . . . . . . . . 17
3.2 Ethereum blockchain . . . . . . . . . . . . . . . . . . . . . . 18
3.3 Hyperledger Fabric blockchain . . . . . . . . . . . . . . . . . 18
3.4 Corda blockchain . . . . . . . . . . . . . . . . . . . . . . . . 19
3.5 Our blockchain pick . . . . . . . . . . . . . . . . . . . . . . 19

4 A Robust DLT-KYC system . . . . . . . . . . . . . . . . . . . . . . 21
4.1 Basic DLT-KYC . . . . . . . . . . . . . . . . . . . . . . . . 21
4.2 The brittleness of the Basic DLT-KYC . . . . . . . . . . . . . 23
4.3 Our Solution . . . . . . . . . . . . . . . . . . . . . . . . . . 24
4.4 Role of the Central Authority . . . . . . . . . . . . . . . . . 27
4.5 Meeting KYC conditions . . . . . . . . . . . . . . . . . . . . 27
4.6 Implementation details . . . . . . . . . . . . . . . . . . . . . 32

5 Security Analysis: DLT-KYC Robustness . . . . . . . . . . . . . . . 34
5.1 Mathematical background . . . . . . . . . . . . . . . . . . . 34
5.2 Results of the analysis . . . . . . . . . . . . . . . . . . . . . 36

6 One-Tier problem . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
7 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43
8 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

Bibliography 47

7



8 TABLE OF CONTENTS

1 Introduction

Know Your Customer (KYC) is a process that a company needs to execute to verify
a potential new customer before they can start conducting business with them. This
process occurs in financial sector and is a costly challenge due to tight regulations
and complexity of the process. An institution executing this process needs to establish
identity of the customer, verify that source of the customer’s funds is legitimate and
assess potential money laundering risks associated with the customer [31].

The traditional approach to deal with tighter regulations and increased complexity of
the process was to increase staffing. The increased KYC costs ’make this operating
model no longer sustainable’ [45]. On the other hand, executing the KYC adequately
with respect to a legislative framework is for financial institutions one of the top prior-
ities. When a financial institution fails at some aspect of executing the KYC process
and on-boards a malicious customer who uses their account for illicit activities, such as
money laundering or for financing terrorist activities, the financial institution may face
legal consequences. These normally represent lawsuits and a fine the institution has
to pay. This negatively affects the institution’s reputation that has a further adversary
impact on its business.

1.1 Research objectives

This thesis brings the following research objectives:

• Explain KYC compliance and significance of the regulatory framework.

• Introduce the current KYC process, indicate incentive to use the distributed
ledger technology (DLT) and describe benefits it would bring.

• Establish and give a smart-contract implementation for a DLT-based KYC solu-
tion which utilises full sharing of executing the KYC process. We call this model
Basic DLT-KYC. Identify security flaws in this process.

• Establish and give a smart-contract implementation for an improved DLT-based
KYC solution that deals with the security flaws of the Basic DLT-KYC and
builds on top of it. We name this model Robust DLT-KYC.

• Give a mathematical model describing security of the Robust DLT-KYC and
provide results of the mathematical analysis.

1.2 Regulatory background

The origins of KYC date back to the Patriot Act 20011 that first introduced regula-
tions for this process. Title III of the Patriot Act specifies two KYC requirements:
the Customer Identification Program (CIP) and Customer Due Diligence (CDD). The
CIP process identifies the customer and verifies that they are a real person. The cus-
tomer might be asked to provide documents such as passport, national identification

1https://www.justice.gov/archive/ll/highlights.htm

https://www.justice.gov/archive/ll/highlights.htm
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card or driver’s licence. The CDD process is more complicated as its objective is to
estimate what type of transactions the customer will be conducting and what level of
risk they will represent to the institution. This makes it easier for the institution to
track suspicious transactions as well as dedicate a considerate level of monitoring of
the customer’s transactions depending on the level of risk the customer possesses. The
customer might be asked for additional information, such as the purpose of the ac-
count, financial statements, banking references, description of business operations et
cetera [57]. For instance, before a financial institution starts operating with a politically
exposed person, it is recommended that this is checked by the senior management of
the institution [15].
Regulations for KYC process are closely related to regulations regarding Anti-Money
Laundering (AML) and Counter Financing of Terrorism (CFT). The Patriot Act 2001
was influenced by several previous acts, perhaps the most notable ones being Bank Se-
crecy Act of 19702 and Money Laundering Control Act of 19863. The Bank Secretary
Act was ’designed to help identify the source, volume, and movement of currency and
other monetary instruments transported or transmitted into or out of the United States
or deposited in financial institutions’ [23, 22]. It required banks to report cash trans-
actions over $10 000 and properly identify people conducting such transactions. The
Money Laundering Control Act of 1986 was the first regulation that introduced money
laundering as a federal crime and was the building block for further legislation in this
field.

The connection to KYC is that these regulations, and subsequent regulations in this
field, all require proper verification of a customer before a financial institution can
open an account for this customer and start conducting business with them. By thor-
ough verification of the customer, the risk associated with illicit activities, such as
money laundering or financing of terrorist activities, is mitigated.
While these regulations have attracted most attention in the US, there are also interna-
tional regulations related to money laundering and KYC, such as Anti-Money Laun-
dering and Countering Financing of Terrorism Act 2009 [35] and international recom-
mendations for good KYC practices [20].
The regulations are strict and complex due to the serious adversary impacts money
laundering, financing of terrorist activities, and other illicit activities would bring if
the regulations were not in place. There is an equally strong incentive for the financial
institutions to conform to these regulations. The Basel Committee on Banking Super-
vision [15] identified that ’inadequacy or absence of KYC standards can subject banks
to serious customer and counter-party risks’. It identified the following possible risks:

• Reputational - a significant thread to financial institutions, as the nature of this
industry requires strong level of trust from customers’ side in the institution.
This risk is defined as ’the potential that adverse publicity regarding a bank’s
business practices and associations, whether accurate or not, will cause a loss of
confidence in the integrity of the institution.’

2https://www.irs.gov/businesses/small-businesses-self-employed/
bank-secrecy-act

3https://www.congress.gov/bill/99th-congress/house-bill/5077

https://www.irs.gov/businesses/small-businesses-self-employed/bank-secrecy-act
https://www.irs.gov/businesses/small-businesses-self-employed/bank-secrecy-act
https://www.congress.gov/bill/99th-congress/house-bill/5077
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• Operational - defined as ’the risk of direct or indirect loss resulting from inad-
equate or failed internal processes, people and system or from external events’.
This risk relates to improper verification of the customer and inadequate execu-
tion of customer due diligence. If it is perceived by the public that a financial
institution fails at executing its internal processes accurately, this might present
further disrupt on the institution’s business.

• Legal - is defined as ’the possibility that lawsuits, adverse judgements or con-
tracts that turn out to be unenforceable can disrupt or adversely affect the oper-
ations or condition of a bank’. It can be perceived as a direct consequence of
operational risk due to an improper execution of customer verification and due
diligence. As a consequence, financial institutions can get into lawsuits and face
expensive fines. For instance, in 2019, the Financial Conduct Authority fined
Standard Chartered Bank £102.2 million for AML breaches in areas of its busi-
ness [21]. In global, fines related to poor money laundering controls issued in
2019 accounted for a total of $8.14 billion [25]. Over the past 17 years, AML
fines averaged a sum of $155m and median of $2.8m [41]. According to Wayne
Johnson, the CEO of Encompass - a company providing KYC solutions: ”Since
2015, annual AML penalty figures have been steadily rising each year. Multi-
million dollar fines have been commonplace for a while, but we are now seeing
more penalties of one billion dollars or over, with two in 2019 alone.” While it is
hard to analyse the exact causes of the circumstances that lead to these lawsuits
and fines, KYC process is a significant factor that, when executed thoroughly,
mitigates the aspects that would escalate to scenarios with these legal conse-
quences.

1.3 Financial incentive to optimise KYC process

According to a survey conducted by Thompson Reuters in 2016, a financial firm would
annually spend on average $60 million on KYC and this process would take 24 days.
For larger businesses, the annual costs associated with KYC would represent as much
as $500 million. The length of this process is another problem associated with this
process. Out of the surveyed customers, 89% responded they had negative experience
with this process and 13% decided to change their relationship with the financial in-
stitution [46]. The complexity and costs of this process have been rising. In 2017,
financial institutions with a revenue of $10 billion or more spent annually $150 million
on KYC-related procedures, which represents an increase of $8 million in comparison
to the previous year. Average execution time of this process also rose to 26 days from
24 days in 2016 [47]. According to equity research by Goldman Sachs, designing a
solution with a single proof of KYC that is compliant with Anti-Money Laundering
regulations could annually save across the industry $3−$5 billion [30].
In addition to the potential negative consequences a financial institution would face if
it did not execute the KYC process adequately, it also faces a direct incentive to min-
imise the operational costs associated with this process. We propose a new solution
that could decrease financial costs incurred from executing this process and speed up
the process to increase customers’ satisfaction rate.



1. Introduction 11

1.4 Current KYC

KYC process begins when a customer wants to work with a financial institution. The
customer and the financial institution define and agree on a set of rules that specify
their relationship. The customer consequently sends personal documents to the finan-
cial institution that verifies them. As per the Customer Identification Program (CIP)
part, this could be either a passport, an ID card, or some other official state document.
This uniquely identifies the customer and provides information about the customer,
such as their name, date of birth, nationality, address etc. In order to execute Customer
Due Diligence (CDD), additional information about the customer, such as previous
bank statements, references etc. could be required from the customer. This would
naturally depend on the type of customer and the level of risk this customer could
potentially represent. After reviewing the relevant documents from the customer, the
financial institution then decides to either accept or decline the customer. If accepted,
the customer and the financial institution may start conducting business.

It is important to note here that one of the challenges is that the KYC process might
be executed differently by distinct financial institutions. The process is also dependent
on the regulatory framework which varies across countries with different legislation.
However, certain aspects of the KYC process, both in CIP and CDD part, are executed
the same way. Parra-moyano et al. [42] introduces the core KYC process. This rep-
resents the minimal KYC verification, as required by the regulatory framework, that
all financial institutions conforming to this legislative framework need to execute. We
can split the KYC process into its core part and additional checks and controls of a
customer, that are specific to a financial firm executing the verification process.

KYC process (as a whole) is currently executed for a customer individually by each
financial institution this customer would like to operate with. If we define the average
cost of this process for a customer to be c, and the number of financial institutions
the customer is operating with to be n, the overall cost these multiple KYC processes
would represent is c∗n.
The basic DLT-KYC process, introduced in 4.1, proposes that the core KYC is exe-
cuted only once and its result is shared across all FIs that operate with the customer.
The process is only executed by the first FI to operate with the customer and is equally
shared by all FIs that operate with the customer over time. This solution provides for
an overall cost capped at c, independent of how many financial institutions operate
with the customer. For a single FI, the KYC operational costs would decrease from c
to c/n, where n is the number of all financial institutions operating with the customer.
While this scenario provides for minimising the cost associated with KYC, it puts trust
of all financial institutions in the first financial institution that executes this process.
We analyse this in more detail in our Robust DLT-KYC (4.3) and in 5.1.

1.5 Benefits of using DLT-based KYC

We have outlined the financial incentive to optimize the KYC process and how this
could be achieved by DLT - the main impetus for implementing this technology. There
are additional advantages that DLT presents for the core KYC process, summarized in
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the following list:

• Increased security. When FIs execute the KYC for a customer independently,
and share the results using DLT, the overall scheme is more secure. The proba-
bility that a FI overlooked certain aspect of the process, and was notified about
this later, is mitigated by having another institution do this process indepen-
dently. This is thoroughly described in 5.1.

• Improved screening. [45] identifies that ’.. a unique ID created for a client as
part of the identification and verification process could reduce false positives by
accurately identifying the entity or individual. It could also connect a greater
number of sources of information relating to an individual client to build a richer
picture of their behavior and relationship network, potentially uncovering hidden
risks.’ This criterion is important because we would be able to tell more about a
customer’s behavior due to using shared information between the institutions op-
erating with the customer, while maintaining private identity of each institution.
In section 4.3, we introduce the idea of a customer rating to achieve this benefit.
It provides a way to gather anonymous feedback on a customer from financial
institutions operating with the customer. This feedback is shared between the
financial institutions. The customer does not have access to this feedback. This
can help identify what level of risk a customer presents and track it over time in
case the customer’s behavior unexpectedly changes.

• Increased prevention against money laundering and financing of terrorism. If a
customer is revealed to have used his/her account for illicit activities, such as
money laundering or financing terrorism, the distributed system enables the reg-
ulator to quickly report this to other institutions operating with that customer.
Financial institutions can promptly react to this by freezing account of the cus-
tomer. It enhances collaboration between the regulator and FIs which helps com-
bat money laundering and financing of terrorist activities.

• Increased customer satisfaction. The results of the core KYC process are shared
between the FIs operating with the customer, which is likely to lead to a decrease
in the average waiting time on this verification process.

Parra-Moyano et al.[42], Valkanov et al. [55] and a study conducted by Refinitiv [45]
identify a possible improvement in reporting and monitoring. Creating a single pro-
file for each customer on the blockchain can help the regulator or financial institutions
better track the customer’s behavior. The record of customer’s activities would be
immutable and ordered, which can effectively help in resolving any potential issues.
The increased prevention against money laundering and financing of terrorism can be
perceived as one aspect of improved monitoring and reporting. Additional benefits of
reporting and monitoring of the customer would be brought if the DLT were also used
for tracking future transactions between customers and financial institutions. Whilst
blockchain can be leveraged by financial institutions to improve tracking of customers’
transactions [10, 34], each institution would use this internally and would not share
the blockchain with other financial institutions. Delivering a DLT-based solution that
would achieve this across financial institutions would rise many privacy challenges.
We have not found a study that would specify how the technology could be used for



2. Related work 13

this purpose. We acknowledge the benefits it could bring may be significant, but it is
beyond the scope of this study - which is to use DLT only for the KYC process - and
is not included in the list.

A natural question that might arise is whether these benefits could not be brought us-
ing some other technology and what makes the DLT so suitable for this use-case. The
DLT enables financial institutions to agree on a set of given rules, the legal framework
specified by the regulator, and conform to these rules while maintaining anonymity.
Anonymity of financial institutions is a necessary condition. Revealing any informa-
tion about an institution operating with a customer are highly undesirable for both
parties. By conforming to the same regulatory framework, all institutions leverag-
ing the DLT follow specific rules they agreed on without having to explicitly trust
each other. The DLT also achieves equality in the institutions’ view of the blockchain
which provides good grounds for ensuring that no financial institution would be put in
an advantageous position in comparison to other institutions.

2 Related work

The DLT, due to its immutability of records and distributed nature, could ”deliver to
the digital world a new level of objectivity and trust that even known reputable trustees
will not be able to match” [8]. It is debatable to what extent this claim applies to the
financial sector, where the level of trust financial institutions require from their cus-
tomers is very high, but it accurately recognizes that immutable records is one of the
core aspects in finance and for KYC.

Britton et al. [11] outline that an efficient solution for KYC would allow each financial
institution access to customer data that would be stored in a distributed database - a
solution based on the distributed ledger technology. It identifies that the advantage of
using blockchain is the digital identity it would enable for each customer. The digi-
tal identity would be assigned to each transaction associated with this customer and
would store all relevant information about the customer which could be used during
AML/transaction monitoring and increase efficiency of AML checks. More specifi-
cally, it could decrease the false positive rate of AML checks, which is currently ¿99%
and brings a lot of inefficiency to the regulator. It further outlines that a DLT-based so-
lutioon would enhance customer experience, reduce operational costs for the financial
institutions, increase security and transparency for regulators.

The Hong Kong Monetary Authority4 researched the use case of KYC for the dis-
tributed ledger technology and identified that it could improve customer experience
and cut down operational costs incurred by the process for financial institutions due
to avoiding repetitive tasks. This refers to the KYC checks that currently have to be
executed by each financial institution separately and represent a lot of repetitive work.
Their whitepaper [5] further outlines the following challenges of such a solution: cy-
ber security, legal and regulatory requirements. The DLT-based solution would have

4https://www.hkma.gov.hk/eng/
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to be executed in cooperation with regulators to comply with a legal framework and
ensure customer privacy. The solution has to ensure that ”cyber attacks will not result
in network damage and data loss.”
While there is a general consensus on the direct benefits of using the DLT for the KYC
process for customers, financial institutions and even the regulator, there is a lack of
work done that would outline specific steps how this could be achieved.

Pachaiyappan et al. [40] introduce a smart-contract implementation of the KYC pro-
cess on Ethereum blockchain. It very well describes what the KYC process consists
of and outlines the possible use of Corda blockchain by R35 instead. However, the
contract length is rather short, it lacks sufficient analysis of how the contract ensures
customer privacy, distribution of the cost, how it prevents possible contract manipula-
tion by financial institutions or third parties, how the institutions should operate with
it etc.

Sinha et al. [51] propose a system architecture with a sample smart contract utliz-
ing IPFS 6 on Ethereum blockchain. It suggests a fully decentralized KYC system on
public Ethereum network and provides a gas cost analysis of executing and operat-
ing with the smart contract. While this implementation can be used a base for further
work, it lacks sufficient argumentation on the same issues outlined for [40]. The prob-
lem with the public Ethereum network is that it is accessible by anyone on the internet
and simply cannot be used for this use case due to the sensitivity of information. It
would breach customer privacy which is one of the core aspects of financial world.

Parra-Moyano et al. [42] offer the most complex study on this topic. Their work was
executed in close collaboration with financial experts from Nordea Bank7 and when
presented at the hackathon organized at the IT University of Copenhagen won the first
prize. It proposes a design for how the KYC process can be executed using the DLT
and outlines a more centralised, as well as a fully decentralized solution. It provides
an architecture of the system, but does not provide a specific implementation.
The paper outlines the following conditions that are equally important and apply to our
implementation too:

• Proportionality - it is necessary to distribute the costs between all financial in-
stitutions equally. The cost of executing KYC process should not bring any
financial institution an advantage or a disadvantage.

• Irrelevance - it should not be relevant which institution executes the core KYC
process. A financial institution should not have incentive to either execute core
KYC, or not execute KYC and let another institution do so.

• Privacy - a financial institution operating with a customer should not be aware of
which other institutions are operating with this customer. Financial institutions
often compete for customer’s monetary funds. It is important to respect privacy
of the financial institutions operating with a customer, as revealing this informa-

5https://www.r3.com/
6https://ipfs.io/
7https://www.nordea.com/en/
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tion could negatively impact both the institutions whose identity was revealed,
as well as the customer who was affected by this.

• No-minting - this condition ensures that a financial institution cannot simulate
having executed the core KYC verification without actually doing so. This is
essential as it could jeopardise the trust other institutions have not only in the
customer and between each other, but also in the whole solution.

Parra-Moyano et al. [43] introduce a research paper based on the previous version by
Parra-Moyano and Ross [42]. The new research paper outlines several aspects that
can be improved in the original paper and proposes an smart-contract implementation
in Solidity programming language on Ethereum blockchain. The first aspect outlines
the need of a trusted third party (TTP) that has to periodically check that the financial
institutions have paid their proportion for executing the core KYC to keep the system
fair. The second aspect identifies the possible need to change status of the customer in a
decentralized manner. The third aspect identifies the need to update the KYC process
over time due to possible changes in the legal and regulatory framework. The last
aspect concerns the storage of customers’ documents as their original paper proposed
a complex database that would need to be maintained by the regulator and introduce a
high cost.

3 Distributed Ledger Technology Background

DLT is ”a type of database that is spread across multiple sites, countries or institutions.
Records are stored one after the other in a continuous ledger, rather than sorted into
blocks, but they can only be added when the participants reach a quorum” [56]. DLT
is stored across several locations, also called nodes. The nodes can both act as clients,
operating with the DLT, and be responsible for maintaining the state of the database.
The records refer to transactions that take place in the network and are stored on this
ledger. The transactions are grouped into blocks which form a continuous chain. This
describes the notion of blockchain.

The definition of DLT further states that the participants need to reach a quorum. This
is a communal consensus specifying the state of the ledger. It ensures the ledger has a
unique state and all participants operate with the same ledger.

The terms blockchain and distributed ledger (technology) are often used interchange-
ably. Distributed ledger and blockchain are both a subset and a particular example of
the DLT [7]. The main distinction is that unlike blockchain, the records stored on the
distributed ledger do not need to be structured in blocks [9]. The underlying prop-
erty shared between the distributed ledger technology and blockchain is that they both
are a type of distributed database spread across multiple participants. All operational
benefits 1.5 and technological qualities of the distributed ledger technology 3 equally
apply to blockchain and thus our implementation. From now on, we will use the terms
DLT, blockchain and distributed ledger interchangeably unless explicitly said other-
wise. They all will refer to an instance of the DLT where transactions are stored in
blocks that form a chain.
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The DLT is based on a peer-to-peer (P2P) [6, 49] architecture which makes it rather
different from a standard centralised client-server [39] architecture. We illustrate the
key difference by the following analogy. Please note that this analogy does not try to
propose a different solution for this existing system, it only uses this famous example
to outline the fundamental difference between the two architectures.

If we execute a simple google search, our browser needs to send a request to a server
controlled by Google. This request is processed by the Google’s server that eventually
sends a response to our browser that renders it. Google acts as the central authority
that is in charge of its servers. As a client, we can only access the Google’s servers
in a limited way - for instance, we can query them and retrieve the results. We are
not responsible for a functional Google service. For instance, we are not expected to
and cannot participate in giving responses to other clients’ requests. There is a clear
distinction between us, the clients, and Google, the (central) service provider.

In the case of a distributed ledger, we can use the distributed database as a client,
who wants to retrieve some information or perform a transaction, but also as a service
provider, who is responsible for maintaining the state of the database. In our analogy,
this is as if we were able to use Google both as a client for ordinary searches, and
to operate on the server side and take responsibility for adequate functioning of the
system. The notion of a central authority would diminish and it would be responsibility
of the participants on the network (the distributed ledger) to provide the service and
maintain its functional and correct state.

Paraphrasing [36], ”users can use the distributed ledger (blockchain) for online trans-
actions that are rendered immutable and transparent, yet resistant to censorship and
manipulation due to the technology’s cryptographic and distributed foundations.” The
transactions are used for exchange of goods and services, or simply to store money on
the ledger in a currency it offers. These technological qualities are the key to meet our
KYC conditions outlined in 2 and operational benefits of the DLT outlined in 1.5. Let
us have a closer look at each of these:

• Transparency - ensures that once a transaction is on the ledger, any entity that
has access to the ledger can view meta-data of this transaction. This is the build-
ing stone for improved monitoring, screening and reporting of transactions and
clients on the network. The meta-data includes information such as the source,
target and timestamp of each transaction.

• Resistancy to censorship - ensures that each party that should have an access to
information about transactions has that access in reality. This means that the
ledger is transparent to each party on the network and two parties with the same
role on the ledger, such as two clients, have equal views and possibilities to
operate with it.

• Immutability/Resistancy to manipulation - ensure that once a transaction is on
the ledger, it cannot be tampered with or manipulated in any way.
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3.1 Public and private blockchain

Blockchain systems introduce a trade-off between decentralization, security, and scal-
ability. The trilemma problem identifies that a blockchain can only have two out of
the three [1]. Blockchain has two fundamental categories - it can either be public or
private.

Public blockchain enables anyone from the internet become a participant and read the
blockchain’s content, use it to carry out transactions and also participate in the process
of creating the consensus. It assumes that a participant can do so at any time without
providing any form of identification or asking for permission [32]. This accounts for
a high-level of anonymity on the ledger. Based on the meta-data of a transaction, it is
possible to identify the public key of a person executing the transaction, but the real
identity behind this public key is not revealed and practically almost impossible to
unravel. A public ledger is a fully decentralised system.

Due to the fact that a participant is not verified in any way to join the blockchain,
it might have malicious intentions and could try to manipulate the blockchain. The
security of a public blockchain is ensured due to the cryptographic foundations and
distributed consensus based on incentive mechanism. This incentive mechanism gives
a reward to parties on the blockchain that participate in creating the consensus while
conforming to the rules and acting fairly. These parties have to solve a cryptographic
puzzle that requires a lot of computational effort. Hence, they are also referred to as
miners [38].

Private (or permissoned) distributed ledgers are not accessible by a third party from the
internet unless they are given a permission. A private ledger ”assumes that all actors on
the network are known and trusted; belonging to a controlled membership” [32]. This
permission can be given by a central authority or consortium of parties that already op-
erate on the ledger. There are requirements that a party needs to fulfil before becoming
a client or service provider on the ledger. There might be additional roles, depen-
dent on the specific implementation of the ledger, each serving a different purpose and
with various responsibilities and permissions. Security of the private blockchain is en-
hanced, as only a party that is identified can be given a permission to join the ledger.
It comes at the cost of lacking the fully decentralised nature and anonymity the paries
have on the ledger. The ledger still operates in a distrbuted manner, but it is no longer
fully decentralised due to the need of central authority or consortium. The anonymity
can be accomplished between the clients operating on the ledger, but the client is no
longer anonymous to the central authority.

The consensus process may only need to be achieved by a limited, predefined number
of participants, instead of being achieved by each party on the ledger, as in a pub-
lic blockchain. This means a private ledger might not require mining, proof of work
and remuneration for adding blocks to the chain [26]. This improves the blockchain’s
scalability and the rate of transactions that can be executed on the ledger. The private
blockchain can also be configured with specific parameters, such as the time passing
between two consecutive blocks, the size of blocks, the hardware of the nodes run-
ning the blockchain software, or simply the size of the network [48]. Altering these
parameters for a specific use-case further makes the private blockchain more efficient.
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3.2 Ethereum blockchain

Ethereum [13, 58] is a public blockchain with a built-in Turing-complete programming
language that allows anyone to write smart contracts and decentralized applications
that can be built on top of this blockchain. The smart contracts and decentralized
applications can define their own arbitrary rules for ownership, transaction formats
and state transition functions. Similar to bitcoin blockchain, Ethereum is based on a
public-key infrastructure and remains secure due to the cryptographic standards and
consensus protocol [24].

A decentralized app (dapp) is a mobile or web application that has access to a blockchain
through a single node that is on the blockchain. The node has a copy of the blockchain
and when the dapp makes a request, such as to execute a transaction, it is propagated
through this node on the blockchain where the transaction is stored. The application it-
self is running on a single device and is not distributed, giving the user same experience
as in case of a standard centralized application [4].

A smart contract can be envisioned as a real contract that is deployed on the blockchain
in form of code that describes this contract’s functionality. It is an ”automatable and
enforceable agreement” [17]. Automatable by computer, as it is digitally deployed on
the blockchain, and enforceable by code that defines the contract.

Stark et al. [52] give two abstractions of how we can perceive a smart contract:

• Smart contract code - code of the contract can be viewed as a verified program
that is deployed on the blockchain. Its functionality and capability is dependent
on the programming language this contract code was made in [2].

• Smart legal contract - defines the contract from a legal, political and business
perspective.

Ethereum is a public blockchain that anyone can join without having to obtain any per-
mission. Each node on the ledger only reveals its public key, maintaining anonymity
to any other node on the ledger. A functional DLT-based KYC system has to be imple-
mented on a permissioned blockchain to keep customers’ details safe. There are sev-
eral tutorials that outline how the main Ethereum network can be forked into a private
permissioned blockchain [28, 18]. This was done by JPMorgan Chase when creating
Quorum, a private blockchain that leverages the existing codebase and support of the
public Ethereum blockchain and introduces additional enhancements to make it usable
for enterprise purposes [16].

3.3 Hyperledger Fabric blockchain

Hyperledger Fabric [3], further referred to as fabric, is a permissioned blockchain that
can be tailored to fit various use cases. In contrast to Ethereum, it runs without depen-
dency on a native cryptocurrency and applications. Smart contracts can be written in
standard programming languages which can be used by an institution that can leverage
its existing code base and know-how when implementing the DLT-based core KYC.
Fabric introduces modular consensus protocols that come with a concept that enables
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a consensus protocol to be chosen based on a use case, in contrast to using a single uni-
formed consensus protocol. A consensus protocol used in a public blockchain, such as
Ethereum or Bitcoin, falls into category referred to as byzantine fault tolerant (BFT)
[33] protocol. A BFT consensus protocol provides the decentralised nature of a public
blockchain, but requires a lot of computing effort. It is operationally less efficient. It
requires consensus across the whole network, which limits the rate of transactions that
can be executed on the blockchain. There is no ”one size fits all” BFT protocol that
could be applied to any use-case of blockchain [50]. The modular consensus protocols
enable a consensus protocol to be chosen based on a particular use case, which makes
it appealing to our implementation.

In the context of financial services, such as for executing the KYC process, transaction
finality is an essential requirement. Transaction finality means that once a transaction
is successully executed, it will inevitably appear on the distributed ledger. This does
not immediately hold true for a public blockchain and is one of the obstacles for their
usage by enterprises [53].
Fabric proposes the following types of nodes in the blockchain: clients, peers and
orderers. Clients represent the end-users and submit transactions. Peers commit trans-
actions and maintain the state and a copy of the ledger. They receive ordered update
messages from orderers for committing new transactions to the ledger. A peer can take
up a special role called endorser. An endorser can endorse a transaction before it is
committed to the chain. The last role, orderer, provides a communication channel with
a delivery guarantee. The communication channel is shared between clients and peers
and can be used for broadcasting messages containing transaction information.
Clients only see the messages and associated transaction on channels they are con-
nected to. Restricting access to transactions to only involved parties means that con-
sensus needs to be reached only at the transaction level, instead of the ledger level. This
means that the consensus is reached by only parties associated with the transaction, in
contrast to consensus that would have to be reached by all parties on the blockchain. It
increases transaction flow and makes Fabric more scalable [54, 19].

3.4 Corda blockchain

Corda [12] is a permissioned distributed ledger platform designed for financial services
industry. A node on the ledger does not see contents of the entire ledger, but has only
access to transactions it is a part of. The fundamental buidling block is a state object,
represting a specific instance of a an agreement, which may be thought of as represent-
ing a real-world contract or section of a contract. State object is a digital document
which records the existence, content and current state of an agreement between two or
more parties. It is shared only between those who have a legitimate reason too see it.

3.5 Our blockchain pick

We decided to select Ethereum blockchain for implementing the core KYC process
using distributed ledger technology for the following reasons:

• It is an open source project with strong support and a lot of available resources.
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While Fabric and Corda are also open-source projects, Ethereum has a longer
history and the strongest developers’ community. There are several frameworks
(e.g. Remix, Truffle) that can be used for easy implementation, deployment and
testing of the smart contracts. This gives it an advantage over Hyperledger Fabric
and Corda that seem promising, but currently cannot compete with the level of
existing infrastructure for Ethereum.

• It is usable for enterprise environment. We acknowledge that the main Ethereum
network is a public ledger and cannot be simply used in an enterprise environ-
ment, but it is possible to fork it and create a private Ethereum blockchain based
on the public main network, leveraging the already existing code-base. There
are several tutorials that outline how this can be achieved [28, 18]. JPMorgan
Chase did this when creating Quorum, a private blockchain that combines the
public Ethereum and introduces additional enhancements to make it usable for
their internal purposes [16].
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4 A Robust DLT-KYC system

This section starts with a basic DLT-KYC system inspired by [42]. We modified archi-
tecture of the solution and provide a smart-contract implementation that was missing
in the research paper. We outline a security flaw, called the brittleness, in this scheme
and introduce our improved solution that effectively tackles this flaw. A smart-contract
implementation and architecture of the solution is again provided. We define minimal
requirements that the central authority needs to meet in our solution and explain how
our solution fulfills conditions outlined in 2. Finally, we give a little insight into our
smart contract implementation of the improved DTL-KYC system.

4.1 Basic DLT-KYC

When a customer approaches the first financial institution, he/she needs to provide the
institution with necessary documents that the institution needs for executing the core
KYC process. The institution stores these documents in its local database and exe-
cutes the core KYC. The institution now needs to register on the blockchain, using an
interface provided by the central authority (CA). When doing so, the CA stores the
identity of the institution in its private database. The institution needs an account to
operate with the customer on the blockchain. The number of accounts an institution
can open is not limited, and it is recommended that the institution opens a new account
for each customer it is interacting with. The CA’s private database stores the institu-
tion’s real identity behind each account it opens on the blockchain. This information is
only available to the CA and each account appears anonymous to other parties on the
blockchain.
When the institution decides to on-board the customer, it creates a simple customer
profile on the blockchain. This profile serves as a digital identity of the customer and
is specified by a unique ID. This profile is only created after the core KYC process was
executed, complying to the regulatory framework. The institution gives the customer
his/her ID and the two entities can start conducting business together.
Note that the institution only had to execute the core KYC process. We mentioned
in 1.4 that each institution might want to execute the KYC process differently, with
a various level of complexity. The core process that this solution simulates is the ba-
sic legal requirement on the customer verification and due diligence. The institution
might want to require additional documents and background checks on the customer
and store these in its local database. This is decided by the institution and is executable
without any interaction with the blockchain.
The digital identity of the customer does not reveal any personal details about the cus-
tomer. The blockchain only stores the number of institutions the customer is operating
with and hash of the customer’s documents that were used during the core KYC. These
documents are also referred to as document package. The described process is shown
in the figure below.
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Figure 1: Customer approaches the first financial institution. The central database and
blockchain are in control of a trusted third party, such as the regulator.

When the customer wants to operate with another financial institution (Bank X), the
core KYC process does not need to be repeated because it was executed by Bank
A. The customer provides Bank X with his/her customer ID. In case the customer
forgets their ID, they can always retrieve it from any financial institution they have
been conducting business with. Bank X can retrieve from the blockchain how many
institutions are already operating with this customer. This assumes that Bank X already
operates on the blockchain. If it does not, the institution would firstly need to be
verified by the CA and obtain a permission to access the blockchain. The institution
pays an appropriate fee that keeps the system fair and is added to the list of institutions
the customer is operating with.
The regulatory framework could develop and change over time. When a new legislative
requirement is introduced into the process, the core KYC process for the customer has
to be updated. Bank X then needs to obtain required customer documents, update this
process and store the updated version on the blockchain. Naturally, this update incurs
additional cost. To keep the system fair, this cost is also equally distributed by all
financial institutions operating with the customer. This procedure is explained in more
detail in section 4.5.1.
Bank X can now start operating with the customer. Bank X may similarly want to
execute additional checks of the customer before starting to operate with them. These
checks and information required from the customer would be stored in the bank’s local
database. We call this implementation the basic DLT-KYC scheme. It requires only
a single execution of the core KYC process whose result is shared by all financial
institutions. The figure below outlines this process.
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Figure 2: Basic DLT-KYC. Customer approaches a new financial institution. The dashed
lines and roman numerals indicate a process that might have to be executed only when
a legislative change was introduced in the core KYC.

4.2 The brittleness of the Basic DLT-KYC

In this section we illustrate a significant shortcoming in the basic DLT KYC scheme
that, to the best of our knowledge, has so far remained unaddressed. Consider a cus-
tomer who uses their account for malicious activities that are in breach of the regu-
latory framework. The customer may be operating with several financial institutions,
having an account with each of them. Let us call the institution where the customer
was using their account for these activities Bank Z. Bank Z is now exposed to the
negative financial and reputational consequences that are implied by operating with
this customer. The core KYC process was executed by the first financial institution
this customer started operating with. Let us call this institution Bank A. The problem
arises when Bank A and Bank Z are not the same institution. In addition, the customer
can use their account at Bank A, and at any other institution he/she operates with, for
completely legal activities. The question is whether the financial and reputational con-
sequences should be faced by Bank A, that executed the core KYC process, or Bank
Z, where the customer used their account for illicit activities.
Further steps in this direction would have be taken in close cooperation with both fi-
nancial institutions and the regulator before this system could be put in practice. We
outline the following possible causes for this problem:

1. A problem occurred in executing the core KYC process. The regulator knows the
real identity of all institutions operating on the blockchain and can identify Bank
A. Bank A is likely to face further financial and reputational impacts consequent
to this issue.

2. A problem did not occur in the core KYC process and each institution operating
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with this customer should have done additional controls of this customer before
starting to operate with him/her. These controls should have prevented malicious
activities executed by the client and the controls would not be included within
the core KYC process. These controls should have been executed outside the
distributed ledger. In this scenario, Bank X is likely to face most financial and
reputational consequences.

3. The customer’s illicit activities could not be prevented by the KYC procedure.
This scenario is not relevant for our implementation as it does not matter whether
the current KYC scheme or the proposed DLT-based would be used to on-board
the customer.

Although the regulator’s approach is dependent on the specifics of the situation, it is
certain that mitigating this problem at the basic DLT-KYC is hihgly desirable. In fact,
as it can be easily seen, it is enough for a single institution to fail in performing the
KYC process diligently for the whole system to collapse! Indeed, if it becomes known
that Bank A is not diligent enough in conducting the KYC process, it will become the
single point of entry for all individuals wishing to engage in criminal activity. This
points to the fact that the basic DLT-KYC system is brittle. We present how we rectify
this problem in the following section.

4.3 Our Solution

We introduce a modified DLT-based KYC scheme which mitigates the probability of
operating with a malicious customer and enhances security of the KYC process. Our
modified system uses a probability with which the execution of the core KYC process
needs to be repeated. When a customer wants to start operating with a new institution,
Bank X, this institution pays the appropriate fee to on-board the customer and the fee is
again redistributed to keep the system fair. In case Bank X does not have to repeat the
core KYC, no additional action has to be taken. Otherwise, Bank X has to obtain the
customer’s documents required for the core KYC process and independently repeats
the process.
When repeating the process, it is possible that Bank X would get to a different result
based on the customer verification. It could decide not to operate with the customer,
even though the customer can be already operating with several other institutions. For
instance, Bank X could have found some transaction details that would make the cus-
tomer too risky to operate with and were overlooked by Bank A that initially executed
the process. Bank X can raise an alert that would inform the regulator and/or other
financial institutions operating with the customer about this situation. The relevant
parties would be alarmed immediately, opening up space for a more in-depth investi-
gation if it is required. Further actions would depend on the seriousness of the situation
and the reason why the two independent core KYC controls lead to different results. If
necessary, these actions would be taken in cooperation with the regulator.
Note that Bank X might have to both repeat and update the core KYC. In this case,
Bank X would re-execute the core KYC process according to the newest regulatory
framework and update hash of the document package on the distributed ledger accord-
ingly.
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Figure 3: Customer approaches a new financial institution. This institution might have
to repeat the core KYC, indicated by roman numerals.

The key aspect of this modification is that any financial institution operating with a
customer might be asked to execute the core KYC process and does so independently.
It does not represent an additional burden to the institutions, as they already have op-
erating teams that currently always need to execute the process for a new customer.
We provide a mathematical analysis of the impact this modification has on the secu-
rity of the system in 5.1. It is important to note that in comparison to the current KYC
scheme, this modification accounts for both increased security and reduced operational
costs incurred by the process.

A study published by Refinitiv [45] identifies that a unique ID created for a client
as part of the identification and verification process could connect a greater number of
sources of information relating to an individual client to build a richer picture of their
behavior and potentially uncover hidden risks. The customer’s ID uniquely specifies
the customer’s profile. The profile provides information about the number of financial
institutions the customer is operating with, but does not include further details on cus-
tomer transactions or other information about the customer. Building a richer picture
of a customer’s behavior and assessing hidden risks the customer could possess is not
an explicit step that can be currently achieved from the customer profile. This would
require a DLT-based platform for recording all customers’ transactions, not only trans-
actions related to the KYC process.
Our implementation models a customer’s behavior and potential risks the customer
represents by introducing a customer rating scheme. Using the smart contract, each
financial institution is able to rate each customer it is operating with as a form of feed-
back on cooperation with this customer. This rating is not available to the customer, but
it is available to each financial institution operating on the blockchain. If a customer
approaches a new financial institution, this institution can view the average rating of
this customer as determined by other institutions operating with him/her. A very low
rating value could be a reason for the institution to reject the customer. A moderately
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low rating would indicate that the institution should consider additional KYC controls,
outside the core process, to ensure proper customer diligence was executed before on-
boarding the customer. A high average rating would indicate easy cooperation and low
level of risk present from the customer. The rating can be only assigned by an institu-
tion that operates with the customer. Naturally, institutions can decide to change the
rating they assigned to a customer over time.

Figure 4 outlines how the new institution, Bank X, can view a customer profile before
it decides to start operating with the customer. The customer profile includes additional
fields, but the most relevant ones for determining the potential risk of operating with
the customer are presented.

Figure 4: Customer approaches a new financial institution (Bank X). The institution
views the customer’s profile in order to see associated risk of operating with the cus-
tomer. This provides grounds for further controls the institution may decide to execute.

We outlined the general benefits of using DLT-based KYC solution in section 1.5.
Here, we present the unique benefits of our implementation:

• Increased security. Due to introducing the probability of repeating the core KYC
process, the security of this scheme is enhanced. The obtained level of security
is on average higher than the current or the basic DLT-based KYC scheme pro-
poses. We quantify this in section 5.1.

• Improved cooperation between the financial institutions and the regulator. When
a financial institution repeats or updates the core KYC for a customer, it may
come across illicit past transactions or other activities of the customer. In such a
case, the institution can immediately raise an alert that would notify the regula-
tor. This brings a benefit to both the institutions and the regulator. The regulator
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would be informed of a potential issue directly by an institution and could fur-
ther investigate it immediately. The institutions, in case it is confirmed they were
operating with a malicious customer that used their account for illicit activities,
would obtain valuable time and could cancel operation with this customer imme-
diately. The advantage is that having an additional institution independently con-
trol the customer, as is the case in our improved scheme, increases the chances
of observing any potential risk the customer presents.

• Improved cooperation in between the financial institutions. There are two main
indicators of a risk that customer presents: price of a single core KYC execution
and the customer’s rating. If a financial institution finds that a customer presents
a higher level of risk than the two indicators imply, but has not found any com-
promising information about the customer, it can raise an alert that would notify
other institutions operating with this customer of a potential hidden risk he/she
presents.

4.4 Role of the Central Authority

Our solution outlined the necessity of a central authority (CA). This CA could be the
regulator, but it could also be a verified outsourced external company or a consortium
of the financial institutions that decide to use the proposed solution. Introducing a
CA can increase initial costs of a DLT-based KYC solution and can represent a main
hindrance in putting it to practice. In order to have an estimate of these initial costs,
we need to define the scope of the central authority’s privileges and responsibilities.
We try to minimize the responsibilities of the CA to minimize the incurred cost by this
and identify the following requirements from the CA:

• Entrance controls of an entity that would want to join the blockchain. Our so-
lution is based on a permissioned private blockchain which only a verified in-
stitution could enter. As the institutions appear anonymous to each other on the
blockchain, it is important that each institution present on the blockchain has
been thoroughly verified.

• A database that would maintain a mapping between accounts on the blockchain
and real identities of the institutions behind those accounts. This requirement
ensures that the identity of any entity on the blockchain can always be obtained
by the regulator when the regulator needs to proceed to any legal actions.

4.5 Meeting KYC conditions

In order for our improved smart contract to be usable, it is important that it meets KYC
conditions outlined in 2.

4.5.1 Proportionality

The proportionality condition ensures equal cost distribution between all institutions
operating with a customer. It does so as follows: when the first financial institution
executes the core KYC process for a new customer, it has an associated cost with
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this process. Let us call c the average cost of executing the core KYC process for
a customer. In our repeated scheme, when a customer would like to operate with
a new financial institution, Bank X, this institution has to repeat the core KYC with
probability prep. As the process might need to be repeated, updated, or both, we create
a new variable cagg which is the aggregate cost incurred by executing possibly several
core KYC processes for this customer. If there are k institutions operating with a
customer, in order for the proportionality condition to hold, each must have had a cost
of cagg/k. There are four possible scenarios Bank X could be facing before operating
with the customer.

1. Neither KYC update, nor repetition of the process is required.

2. Update the core KYC without repeating the process.

3. Repeat the core KYC without any update.

4. Repeat the core KYC and execute an update.

Let us start with the first scenario. Assume there is only one institution operating with
the customer, Bank A, which executed the core KYC. This costed c and so the aggre-
gate cost is the same, cagg = c. In order to on-board the customer, Bank X has to pay a
fee of cagg/k, where k is the number of financial institutions already operating with the
customer plus this new institution, Bank X. In this case, k = 2. After Bank X pays this
fee, it is equally distributed between all of the k−1 institutions that were already op-
erating with the customer. In our scenario, this means only Bank A. Both institutions
have paid cagg/2 and Bank X can now on-board the customer with no additional costs.
The system is fair.

Assume now there are already k− 1 institutions operating with the customer and that
all these k− 1 institutions have equally shared the cost of executing the core KYC.
This means that each institution has paid cagg/(k− 1). Note that aggregate cost may
no longer be equal to the cost of a single core KYC. In order for Bank X to on-board
the customer, the institution needs to pay cagg/k. This new contribution of value cagg/k
is then equally distributed between the k−1 institutions that are already operating with
the customer. The cost that a financial institution already operating with the customer
will face after this new institution joins in is the following:

cagg

k−1
−

cagg

k
1

k−1
=

cagg ∗ k− c
k(k−1)

=
cagg(k−1)

k(k−1)

=
cagg

k

(1)

We can see that Bank X pays cagg/k and the system remains fair for each institution
also after Bank X joins in.

The second scenario from the list requires Bank X to update the core KYC process
without repeating the part that was already executed. This update incurs an additional
cost cupd for Bank X. For brevity, let us assume there are already k− 1 institutions
operating with the customer that have so far equally shared the price, by having paid
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cagg/(k− 1). In order to on-board the customer, Bank X first pays cagg/k which is
distributed equally between the k− 1 institutions. After it executes the update of the
core KYC, it uploads hash of the updated document package on the distributed ledger.
Putting the hash on the ledger does not represent any cost, but executing the process
itself incurred cost cupd that was entirely covered by Bank X. When the hash of the
document package gets updated on the ledger, the contract automatically creates a debt
of value cupd/k for all k−1 institutions that were already operating with the customer,
not including Bank X. The overall cost for Bank X then is:

cagg

k
+ cupd−

cupd(k−1)
k

=
cagg

k
+

cupd ∗ k− cupd ∗ k+ cupd

k

=
cagg + cupd

k

(2)

All other institutions had paid cagg/k before the update was executed and cupd/k af-
terwards. This shows that the proportionality condition is met. In order to meet the
proportionality condition in the future, it is necessary to update the aggregate cost and
the cost of executing a single core KYC for the customer. Written as an expression,
cagg← cagg + cupd and c← c+ cupd .

The third scenario is mathematically identical to the second one. The difference is
that instead of the cost of update, cupd , Bank X has to cover the cost of executing the
core KYC c. Proof of meeting this condition follows equation , with the update cost
cupd replaced by c. One difference is that Bank X does not need to update hash of
the document package, only compare the result it obtains with the result stored on the
distributed ledger. The aggregate cost is increased by c.However, c - the cost of a single
core KYC execution - remains the same.

The last scenario requires both an update of the core KYC and re-execution of the
process in its previous form. This is equivalent to re-execution of the core KYC from
the scratch with respect to the newest legislative framework.

Assume that the customer is currently only operating with one financial institution,
Bank A, when it approaches Bank X. Bank A executed the core KYC which incurred
price c. The aggregate cost is currently also c. In order to on-board the customer, Bank
X has to pay c/2 that is received by Bank A. It then needs to repeat the core KYC up
to the updated legislative framework. This covers the cost c of repeating the core KYC
up to the previous standards plus the cost of the update cupd . When Bank X updates
hash of the document package, the contract creates a debt of value equal to the cost
incurred by Bank X for re-executing the updated core KYC, which is (c+ cupd)/2.
Bank A owes this debt to Bank X. After these transactions take place and Bank A pays
to Bank X the debt, the total cost incurred for Bank A is:

c+
c+ cupd

2
− c

2
= c+

cupd

2
(3)

The incurred cost for Bank X is:

c+ cupd +
c
2
−

c+ cupd

2
= c+

cupd

2
(4)
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We can see the two costs are equivalent and the proportionality condition holds true.
The aggregate cost and the cost of executing a single core KYC would need to be
updated again accordingly: cagg← cagg + c+ cupd , c← c+ cupd .

To prove this condition in general, let us now assume the customer is already operating
with k−1 institutions and that each institution has so far equally distributed this cost.
When the customer wants to operate with a new institution, Bank X, this institution has
to pay cagg/k to on-board the customer. It obtains access to the customer’s documents
and requests additional documents required for the updated part of the core KYC. Bank
X re-executes the core KYC up to the newest legislative framework which incurs cost
(c+ cupd). It updates hash of the document package for the customer, by which it
creates a debt of value (c+cupd)/k to each of the (k−1) institutions already operating
with the customer. When all institutions pay this debt back, the total cost for Bank X
is the following:

cagg

k
+ c+ cupd−

(c+ cupd)(k−1)
k

=
cagg + k(c+ cupd)− (c+ cupd)(k−1)

k

=
cagg + c+ cupd

k

(5)

The cost for an institution that was already operating with the customer after Bank X
joined in is:
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We can see the two costs are equal and the proportionality condition is met.

4.5.2 Privacy

The privacy condition has two aspects: privacy of the financial institutions and privacy
of the customers. The privacy of financial institutions requires the following: First,
each institution on the distributed ledger is anonymous to other institutions operating
on the ledger and only known to the regulator. Second, an institution cannot know
what customer ID’s another institution is operating with.

The first criterion is accomplished by not storing the identity of an institution on the
distributed ledger, but in a private database only accessible by the regulator.

The second criterion is fulfilled by requiring that each institution uses a unique blockchain
account to operate with each customer. The following situation outlines why the sec-
ond criterion is important. Let us assume Bank A and Bank B are two financial institu-
tion operating on the blockchain with multiple customers. If Bank B could identify the
blockchain accounts Bank A uses to operate with its customers, there would be a large
overlap in the customers Bank A and Bank B are operating with, it could reveal a pat-
tern that would enable the institutions to identify each other. By ensuring that Bank B
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cannot identify the blockchain accounts Bank A uses for operating with its customers,
this scenario is avoided.

The privacy of customers ensures that the customer’s identity and personal details and
documents the customer submitted for the core KYC process cannot be compromised.
In addition, it needs to be ensured that a financial institution cannot identify a cus-
tomer based on their customer profile. The distributed ledger only stores a hash of the
document package of the customer. This is accessible to entities on the blockchain -
financial institutions and the regulator. It does not store any documents about the cus-
tomer, which guarantees there cannot be a leak of the customer’s personal information.
The customer holds their ID and when they want to start operating with a new insti-
tution, they give the institution this ID. Only institution that was given this ID knows
the real customer’s identity behind a digital profile. Otherwise, an institution can find
out how many institutions operate with a customer based on the digital profile, but
the identity is not revealed. The regulator is the only party that has access to the real
identity of each account on the blockchain. This fulfills the privacy condition.

4.5.3 Irrelevance

The irrelevance condition is about establishing there is no extra incentive for any insti-
tution to either execute the core KYC or let another institution do so. When a customer
approaches the first financial institution, this institution needs to execute the core KYC
unconditionally to comply with the regulatory framework. When the customer ap-
proaches another financial institution, there is no certainty on whether the institution
has to re-execute the process or not. There is only an existing probability that the
institution has to repeat the process, but the outcome depends on a random number
generator. A financial institution cannot be certain about a single customer, but when
operating with multiple customers, it can estimate the number of core KYC processes
it needs to execute according to the law of large numbers8. Similarly, a financial insti-
tution has no impact on whether another institution needs to do the core KYC process
for a customer. If a financial institution refuses to do the process when required, it is
unable to operate with the customer. This fulfills the irrelevance condition.

4.5.4 No-minting

The no-minting ensures that a financial institution cannot simulate having executed the
core KYC verification process without actually doing so. This condition is partially
fulfilled by requiring an institution to pay appropriate fee before it can on-board a
customer. Any time an institution has to update, repeat the core KYC, or do both,
there is a digital footprint left on the distributed ledger signifying this occurred. This
can only occur when there was a previous request for this from the smart contract.
Otherwise, the smart contract does not allow an institution to simulate it executed or
updated the core KYC.

The challenge is to assure that when the core KYC has to be repeated, updated, or
both, this is adequately executed. Controlling the adequacy of the process can not be

8https://en.wikipedia.org/wiki/Law_of_large_numbers

https://en.wikipedia.org/wiki/Law_of_large_numbers


32 TABLE OF CONTENTS

directly done using the distributed ledger, because the ledger only stores the hash of
the customer’s document package. This hash does not reveal any information about
the process.

This condition is fulfilled implicitly by an incentive mechanism. A financial institution
has a clear incentive to execute the core KYC adequately in compliance with the reg-
ulatory framework. It could otherwise later face serious legal and reputational costs.
After all, this is the mechanism that is used in the current, non-DLT KYC process.

We propose that the regulator could do controls of the institutions that had to execute
or update the core KYC. These controls can become more efficient due to the lower
number of cases where they would be required. The number of cases would decrease
because the DLT-KYC scheme does not require the core KYC to be executed by each
institution a customer operates with, but allows for mutual cooperation and sharing of
the result of the process between the institutions.

4.6 Implementation details

We propose a single smart contract, with full code publicly available9, that implements
the DLT-based core KYC process. The contract needs to be deployed only once, by
the regulator, and can be used by numerous financial institutions and serve for multiple
customers. In order to operate with the deployed contract, an institution needs an
account on the ledger. It needs to be initially verified by the regulator to obtain a
permission to create an account on the blockchain. After it is verified, the institution
would be able to create multiple accounts as it is expected to use a unique account for
each of its customers.

The following list summarizes the main fields included within the customer’s profile:

• document package hash - hash of the customer’s document package

• require update - identifies that an update in the core KYC is required

• update in progress - specifies whether an institution is currently working on
an update of the core KYC for a customer

• single kyc price - price of executing a single core KYC process for the cus-
tomer with respect to the current legislative framework

• cumulative kyc cost - the cumulative cost incurred by the core KYC process
for the customer

• repeat probability - probability with which the core KYC has to be repeated

• institution count - the count of institutions the customer is operating with

• kyc count - the count of the core KYC processes that have been executed for
the customer

• rating average - average rating as assigned by institutions operating with the
customer

9https://github.com/Matus23/KYC-Ethereum-smart-contracts
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Our smart contract allows the core KYC process to be updated - an important aspect the
basic DLT-KYC did not provide. When a change that requires this update is introduced
in the legislative framework, the regulator can simply set the flag require update to
true for every customer it applies to. The advantage is that this process is automated
and executed directly by the regulator that introduces the change in the legislative
framework. Each institution is alerted and knows that an action needs to be taken
within a certain time period.

When the core KYC for a customer needs to be updated, two or more financial institu-
tions might want to simultaneously execute this. This might not always be required and
would hinder the proportionality condition. Hence, we introduce an additional field,
update in progress that can be set by any institution operating with the customer to
incorporate this update. It indicates that an institution is working on this update for the
customer and can be only set to true when the require update is true.

The combination of these two fields ensures that all institutions are notified when an
update in the core KYC is required and that only one institution executes this process
at a time. Of course, if an institution would like to do this update outside the ledger,
it can always do so. When the update for a customer is executed, both flags are set to
false.

The repeat probability specifies the probability with which the core KYC has to
be repeated. A higher value increases security of the system, but reduces the saved
costs introduced by using the DLT. A lower value would be recommended to use for
customers that possess a low level of risk, while a higher probability can be used for
customers with a relatively high level of risk. Currently, it is up to the first institution
that operates with the customer to set this probability. This could be later changed
based on a proposal that would be reached in cooperation with financial professionals.

A customer with a high level of risk, such as a politically exposed person, would almost
certainly require additional controls outside the DLT-based core solution. However, the
details of the core KYC would still be dependent on the individual customer and the
process would not incur equal cost for all customers. This cost is therefore individual
for each customer and is currently specified by the first institution executing it. Note
that in order for this solution to be put in practice, a more sophisticated approach
would have to be taken, otherwise the institution could artificially increase the cost so
that it would receive a higher financial compensation in the future. On the other hand,
when the customer is not operating with any other institution yet, it is more difficult to
identify the relevant parties that should determine the cost of the core KYC.

The cumulative kyc cost specifies the overall cost incurred by possibly multiple
core KYC processes and updates for the customer.

The institution count field specifies how many financial institutions a customer is
operating with. kyc count is a similar field specifying how many of these institutions
had to execute the core KYC process for the customer. The higher the kyc count,
the more secure it is to operate with this customer and the institution might decide to
execute less additional checks, further reducing the compliance costs.
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5 Security Analysis: DLT-KYC Robustness

5.1 Mathematical background

This section provides mathematical analysis of the security of our improved DLT-KYC
system where the core KYC has to be repeated with a certain probability. We give
probabilistic models to answer the following question:

What is the probability that the whole system, for a given customer, is working
correctly with respect to the regulatory framework? In other words, what is the
probability that the system, for a given customer, implies no risk to any of the
financial institutions?

We need to introduce a few variables we will be operating with. Let us call the average
probability that a financial institution executes the core KYC adequately with respect
to a regulatory framework pok. The probability that a future financial institution will
have to repeat the core KYC process is prep. Finally, let list size, also abbreviated as
LS, be the number of institutions operating with a customer.

This model is based on the following two assumptions.

1. For a given customer, every financial institution that wants to operate with the
customer and has to execute the core KYC process would do so independently
of the other financial institutions.

2. All financial institutions would adequately execute the core KYC process, with
respect to a regulatory framework, with the same probability. We call this proba-
bility pok. While this scenario is quite unlikely, pok can be chosen as the average
probability of all institutions executing the process adequately.

After the core KYC for a customer is executed by the first financial institution, we
know that each financial institution that would like to start operating with the customer
in the future will either have to repeat the core KYC process with probability prep,
or just enter the list without repeating it with probability 1− prep. Given that the
list size has size n+ 1, we know that the probability that the core KYC process was
repeated a certain number of times behaves according to the Bernoulli distribution10.
We introduce R as a random variable expressing how many times the process was
repeated. LS is a random variable expressing the number of institutions operating with
the customer, also called the size of the institution list of the customer.

The relation expressing probability of how many times the process was repeated as
a function of the size of the customer’s institution list is described by the following
equation:

P(R = k | LS = n+1) = pk
rep(1− prep)

n−k
(

n
k

)
(7)

The reasoning is the following: the first financial institution has to execute the core
KYC. Hence, there are n additional financial institutions that need to re-execute the
core KYC with probability prep. The first term of the product, pk

rep, expresses the

10https://en.wikipedia.org/wiki/Bernoulli_distribution
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probability that the process was repeated k times. This would mean that the remain-
ing n− k times, the process was not repeated. This is expressed by the second term
of the product (1− prep)

n−k. The extra term
(n

k

)
expresses the number of possible

combinations when k core KYC processes would be repeated out of n trials.

Let us introduce a new random variable, OK, that expresses how many times the core
KYC was adequately repeated with respect to the regulatory framework. We need to
consider this as there is always a small possibility that a financial institution either
intentionally, or unintentionally, does not do the customer verification in a way that
would comply with the regulatory framework. The probability that the core KYC
process was executed adequately i number of times, given that it was repeated k number
of times, is given by the following equation:

P(OK = i | R = k) = pi
ok(1− pok)

k−i
(

k
i

)
(8)

In order to find out if the first institution executed the core KYC adequately, there needs
to be at least one financial institution repeating the core KYC that does so adequately.
This institution would either obtain the same result, or it would spot the difference
between the two processes. Given that there are k institutions repeating the core KYC,
this probability can be written as:

P(OK >= 1 | R = k) = 1−P(OK = 0 | R = k)

= 1− (1− pok)
k (9)

We need to obtain the probability that the core KYC was adequately repeated i times as
a function of the size of the institution list (LS), not as just as a function of the number
of core KYC repetitions (R). We need this expression because random variable R
depends on prep, which is a hyper-paremeter that would be set by the institutions. On
the other hand, the number of institutions operating with a customer is only dependent
on the customer’s incentive to operate with other institutions and cannot be tuned by
the system.

The probability that the core KYC was adequately repeated i times out of k repeated
attempts, where i <= k, when the customer operate with n+1 institutions is:

P(OK = i | LS = n+1) =
n

∑
k=0

P(OK = i,R = k | LS = n+1)

=
n

∑
k=0

P(OK = i | R = k,LS = n+1)P(R = k | LS = n+1)

=
n

∑
k=0

P(OK = i | R = k)P(R = k | LS = n+1)

=
n

∑
k=0

pi
ok(1− pok)

k−i
(

k
i

)
pk

rep(1− prep)
n−k

(
n
k

)
(10)

The above equation used the sum and product rule in probability theory [29]. An
important observation is that P(OK = i | R = k, list size = n+ 1) = P(OK = i | R =
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k), as when we know how many times the core KYC was repeated, the size of the
institution list is no longer relevant.

We can simplify the above relation, as we need to find out the probability of repeating
the core KYC successfully at least once, instead of exactly i times. Putting equation 9
and 10 together, we obtain:

P(OK >= 1 | LS = n+1) =
n

∑
k=1

[1− (1− pok)
k]pk

rep(1− prep)
n−k

(
n
k

)
(11)

Note that the sum here goes from k = 1 instead of k = 0, as was the case in equation
10. In order to have at least one adequately repeated core KYC process, the process
itself has to be repeated at least once in the first place. Thus, for the case k = 0, the
probability P(OK >= 1 | R = 0) = 0 by definition.

In order to answer question outlined in the beginning of this section, we need to find
a formula describing how secure the scheme is overall. If the first institution executed
the core KYC inadequately, our scheme is only secure if there is at least one of the
following institutions that adequately re-executed the core KYC. If the first institution
executed the core KYC adequately, then the following institutions that repeated the
process could make a mistake in the process and the system would still be secure. It
would be secure as it would continue to rely on the the first execution of the process
and the consequent ones would be recognised as incorrect. Using equation 11, the
probability that the system is safe (s), given than the customer operates with n+ 1
institutions, is mathematically written as:

P(s | LS = n+1) = P(OK ≥ 0 | LS = n+1)pok +P(OK ≥ 1 | LS = n+1)(1− pok)

= pok +(1− pok)
n

∑
k=1

[1− (1− pok)
k]pk

rep(1− prep)
n−k

(
n
k

)
(12)

This holds true as P(OK >= 0 | list size = n+1) = 1 by definition.

5.2 Results of the analysis

We present some model situations coming from our mathematical analysis to demon-
strate that our system is more cost-efficient and secure than the KYC scheme that is
currently put in practice. The security is also enhanced in comparison to the basic DLT-
KYC scheme, but there is a compromise between the cost-reduction and enhanced se-
curity our solution offers offers.

The first diagram simulates a situation in which a financial institution is assumed to
adequately execute the core KYC process in 90% of the cases and inadequately in the
remaining 10%. By inadequately, we mean that the institution could either intention-
ally or unintentionally underestimate a certain aspect of the core KYC process and start
operating with the customer without proper verification as required by the legislative
framework. The core KYC process has to be repeated with a 50% probability. This
applies to each financial institution operating with the customer, except for the first
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institution that has to execute the core KYC unconditionally. The y axis on the left
shows the probability that the core KYC for a given customer was executed adequately
and the system is secure. This is achieved when at least one of the institutions has
executed the core KYC for the customer adequately. The y axis on the right shows the
price of the core KYC for a single financial institution as a multiple of an average cost
of executing the core KYC for the customer.

Note that the average probability of executing the core KYC adequately in 90% is
only an estimate and is most likely well below the real value. However, this value well
illustrates how the security of the system increases.

Figure 5: Security of the system for a customer. An institution executed on average
core KYC adequately in 90% cases. The Core KYC needs to be repeated with 50%
probability.

We can see that as the number of institutions a customer is operating with increases,
the average cost of executing the core KYC for an institution decreases and the secu-
rity of the system increases. This is really desirable, as it proves that our system is
both more financially efficient and more secure than the current scheme. The current
scheme, where the core KYC is executed by each financial institution individually, is
independent of the number of institutions a customer is operating with. This means the
diagram would show the same results as figure 5 shows for the case where the number
of institutions is 1. This means that the security of the system would remain 0.90 and
the cost per institution would be the average cost of executing the core KYC.

The probability of repeating the core KYC process is a hyper-parameter that would
be selected based on opinions of professionals representing the financial institutions.
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It could be different for each customer and be dependent on how much risk the cus-
tomer represents. The second diagram illustrates a situation where the customer is
operating with 5 financial institutions. As before, a financial institution executes the
core KYC process adequately in 90% cases. The x axis now represents the different
probabilities of repeating the core KYC process. The y axis on the left and on the right
remain unchanged and represent the security of the system and the cost associated with
the core KYC per institution respectively.

Figure 6: Security of the system for a customer. Institution on average executed core
KYC adequately in 90% cases. Customer operates with 5 institutions.

We can see that the security of the system as well as the cost incurred for the core
KYC per institution increases as the probability of repeating the core KYC increases.
This is due to the fixed number of institutions the customer is operating with. Figure 6
clearly shows the compromise between increased security of the system and decreased
cost reduction. Note that the cost per financial institution is in all cases lower and the
security of the system is higher than if each institution were to execute the core KYC
individually. If each institution executed the core KYC individually, the cost would be
1, which means it would be the average cost of executing the process. The security
would be 0.9.
However, the extent to which the cost can be reduced depends on the probability of
repeating the core KYC that has a negative effect on the security of the system. A
compromise between the two needs to be made. For instance, for a customer with a
higher level of risk, the core KYC could be repeated with probability 50%, where the
cost per financial institution would be 0.6 of the average core KYC cost, but the secu-
rity of the system would be 99.18%. If a customer represents a lower level of risk, the
probability of repeating the core KYC could be set to a lower value, such as 10%. The
cost per institution would be 0.26 of the average cost associated with the core KYC
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and the security of the system would be 93.76%.

The final figure compares the security of the system for various probabilities of repeat-
ing the core KYC process. We observe this as a function of the number of institutions
the customer is operating with. The x axis thus shows the number of institutions and
the y axis the security of the system.

Figure 7: Security of the system for a customer. An institution executed on average
core KYC adequately in 90% cases.
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6 One-Tier problem

In section 4.2, we mentioned a key shortcoming of the Basic DLT-KYC system - the
non-repeating nature of the core KYC process - and showed that it can be effectively
tackled by our Robust DLT-KYC that introduced a probability of repeating the core
KYC.
Another pitfall that, to the best of our knowledge, has not been addressed in any DLT-
based KYC solution is that each financial institution is assumed to have equal capabil-
ity of executing the core KYC process. The core KYC is a unified process specified by
the regulator and each institution that would like to use our system needs to be verified
by the central authority. However, this is not enough evidence for this assumption to
hold true. We operate with this assumption in our mathematical analysis in 5.1 where
we work with the average case of institutions’ capability of executing the core KYC
adequately. Although our analysis provides a good model on average, this might not
suffice for a real implementation. We call this a one-tier problem, as it assumes that
each institution is equally good at executing the core KYC process and all institutions
belong to a single tier.

Some financial institutions might conduct business with more clients, be in charge of
a larger capital, and have a long history on the market and strong reputation to uphold.
Let us call such an institution Bank X. Imagine Bank X would like to start operating
with a new customer using our proposed Robust DLT-KYC system. Assume that the
customer was already operating with a financial institution, Bank A, that executed the
core KYC and was the only institution to do so. It can happen that before Bank X
starts operating with this customer, the institution neither needs to repeat, nor needs to
update the core KYC process - it only has to pay a required fee to onboard the cus-
tomer. In such a case, Bank X solely relies on the core KYC process as executed by
Bank A. The problem is that the financial institutions are anonymous to each other -
Bank X does not know anything about Bank A, except for the fact that it passed regula-
tor controls before it joined the blockchain. However, these initial controls performed
by the regulator may not provide reliable grounds for assuring that an institution will
be infallible in executing KYC controls in the future. Potential financial or reputa-
tional consequences coming from operating with a possibly malicious customer may
outweigh the benefits of our solution. This situation naturally presents a strong disin-
centive for Bank X to use a DLT-based KYC system.
In fact, our Robust DLT-KYC system partially solves this by introducing the proba-
bility of repeating the core KYC by a random institution. If a customer operates with
many financial institutions, there is a good chance that institutions of different tiers
(with different capability of executing the core KYC) executed the core KYC. This
provides good operational grounds for our mathematical analysis of the Robust DLT-
KYC model. The shortcoming is that in reality, many customers may not operate with
sufficiently many financial institutions and we need a different way to work around the
one-tier problem.

We introduce a financial institutions rating system. The rating represents an institu-
tion’s quality of adequately executing the core KYC process with respect to a regula-
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tory framework. Our last smart contract gives an implementation for this. When Bank
X wants to now operate with a new customer, it can view the list of institutions that
executed or updated the core KYC process for this customer, together with the ratings
of these institutions. Based on this information, Bank X knows the level of trust it can
have in the work of these institutions. If the institutions have a high rating, Bank X
knows that this result is more reliable and can decide to execute less additional cus-
tomer checks outside the core KYC process. On the contrary, if Bank X sees that the
core KYC was executed only by a single FI, and this institution has a low rating, it can
decide to repeat the core KYC process or execute additional controls before it starts
operating with this customer. An example is illustrated in figure 8.

Figure 8: Customer approaches a new financial institution Bank X. Bank X can view
which institutions executed or updated the core KYC for this customer and ratings of
these institutions. Based on this information, it can forecast a level of trust it puts into
the work of these institutions and decide on additional customer checks outside the
blockchain solution.

The rating of a financial institution is the average of ratings that were assigned to this
institution by other institutions operating on the blockchain. A financial institution
(Bank A) can rate another financial institution (Bank B) under the following condi-
tions:

• Bank A and Bank B must be operating with at least one mutual customer. Let
us call the set of customers that operate with both institutions S. If the set S is
an empty set, the rating cannot be assigned. The rating presents how satisfied
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Bank A is with Bank B’s execution of the core KYC for its customers - when S
is empty, Bank A cannot assess this ability of Bank B.

• Bank B must have executed or updated the core KYC for at least a single member
of set S. Set S represents customers that operate with both institutions, but does
not specify whether Bank B executed or updated the core KYC process for any
members of this set. Hence, it is required that for at least one of the members of
S, Bank B executed or updated the core KYC.

• Bank A can only give Bank B a single rating, no matter what is the size of S.
Bank A always has a possibility to change this rating if something unexpected
happens. For example, a customer may turn out to be malicious after a longer
period of time in which case it may be revealed only later that Bank B was
fallible in executing or updating the KYC process.

In order to fulfill these conditions, we need to create a profile for each financial institu-
tion on the blockchain. This profile does not reveal real identity of an institution, a key
concept which would breach our privacy condition outlined in section 2, but it provides
a list of customer profiles the institution operates with. This list has to be provided in
order to ensure appropriate checks the smart contract includes to avoid its misuse. The
list is stored on the blockchain and is accessible to parties operating on the blockchain
- the regulator and all financial institutions.

The remaining security challenge is the following: imagine a new FI, that does not
yet operate with any customers, enters the blockchain. This institution is able to view
the mappings between other FIs and their customers, but cannot deduce any further
information based on this. However, any institution knows a customer’s real identity
behind their customer profile when it starts operating with them - an institution needs
to know real identities of customers it operates with. Eventually, there will be two or
more institutions operating with multiple mutual customers. These institutions will be
able to use information retrieved from the blockchain, and thus our solution, to know
of each other. This will not be sufficient to identify each other, but it must be con-
sidered that each institution, after some time of conducting business with a customer,
would have additional information about its customers. The combination of internal
information (e.g. the type of customer’s transactions, investment portfolio etc.), infor-
mation retrieved from the blockchain (identity of customers that mutually operate with
this and other FIs), and external information about other FIs gained from being in the
market (e.g. Bank X focuses on middle net-worth clients with mainly retail investment
portfolio), could be sufficient for institutions to identify each other. This is illustred in
figure 9.
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Figure 9: This figure illustrates how Bank B may try to unravel the real identity of Bank
A based on its blockchain profile. It can try to unravel the identity of any other institution
on the blockchain - the more customers, and the more unique the customers are, the
higher the probability of success. Bank A, and any other institution on the blockchain,
can try to unravel the identity of Bank B or another institution.

Whether this scenario would be real or just hypothetical has to be consulted with pro-
fessionals from financial sector. Due to the potential of this risk, this solution is not
included with our Robust DLT-KYC, but is outlined in this separate section and given
its own smart-contract implementation.

7 Future Work

Several studies [37, 44, 45] outlined that using DLT could bring additional benefits
in reporting and monitoring by tracking customers’ transactions. Recording all cus-
tomers’ transactions on the distributed ledger is currently out of scope of this paper.
Our DLT-KYC system stores transactions a financial institution needs to execute to
start operating with a customer and to keep the system fair. It does not intend to store
transactions between a customer and a financial institution, as these require an en-
hanced level of privacy and hence, if stored on the blockchain, they have to be suitably
protected. Further research and work could be done to investigate an integrated system
that would offer onchain transaction tracking and tracing.

We outlined a user profile that can be used to estimate a risk level the customer presents
and does not require the customers’ transactions to be stored on the distributed ledger.
A financial institution that would like to start operating with the customer can use this
risk level to determine the extent of additional checks it would execute. The institution
might decide to lessen these controls when the customer presents a low level of risk,
and dwell on these controls when the customer presents a high level of risk. However,
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we did not specify how this level of risk would be calculated.
One simple way to offer this is to set the risk level as a numerical value on a scale of
1 to 10. A value of 10 would represent the maximal possible risk and the value 1 the
lowest risk. This value would be dependent on the following factors: average rating
of the customer, the probability of repeating the core KYC for the customer, cost of
executing a single core KYC for the customer, and the number of times the core KYC
was executed for the customer. The risk should increase with an increase in single
core KYC cost and the probability of repeating this process. It should decrease with
an increase of the average customer rating and the number of times the core KYC was
executed. A precise mathematical expression would have to be formulated in cooper-
ation with financial institutions that would be able to identify relevance of each factor
and this topic remains open for future work.

In section 6, we used a bank rating scheme to deal with the false assumption of each
institution having equal capability of executing the core KYC process. Our model of-
fers a simple rating scheme where a FI’s rating is the average of ratings it was assigned
by other FIs. Additional factors, such as the real institution’s reputation, number of
customers and capital it is operating with, could contribute to this rating. Designing
a more sophisticated rating scheme could be done in cooperation with professionals
from a financial sector. However, one desirable improvement would be to keep the
mapping between a financial institution profile and profiles of customers the institu-
tion operates with not visible to all parties on the blockchain. This could be either
achieved by storing this off the chain, in a database maintained by the central author-
ity, or by using a blockchain that would not reveal this information. A good potential
candidate is Corda11 and future work can be to re-implement our contracts using this
blockchain.

Finally, our future work can be dedicated to designing and implementing a web ap-
plication that would simulate how financial institutions and the regulator would oper-
ate with our solution. The web application needs to provide a graphical interface for
seamless interaction with the smart contract deployed on the blockchain. Professionals
responsible for the KYC process need to be able to easily pay onboarding fees, retrieve
customer information and data, rate customers and other financial institutions, and re-
trieve some operational statistics. A non-exhaustive list includes the total cost incurred
by using this solution in contrast to the current KYC scheme, change in customer sat-
isfaction etc. FIs would get notifications when a change in the legislative framework
would be made by the regulator and could monitor the potential risk of their customers.
If a customer’s rating would suddenly drop, for instance due to using their account at
some other financial institution for illicit activities, all FIs the customer operates with
would be swiftly notified of this. On the other hand, the central authority needs to
have a clear overview of transactions executed on the blockchain, maintain a database
identifying each entity on the blockchain and notify about changes in the legislative
framework and what type of customers these changes would apply to.
Implementing a web application for the second part of my MInf report is a viable op-
tion as it is very scalable - the complexity would depend on the objectives we would

11https://www.r3.com/corda-platform/
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specify. These could be either specified by us, based on the needs outlined in the
previous paragraph and inspired by future research, or could be consulted with a pro-
fessional in financial sector if there was a possibility for it.

8 Conclusion

The KYC process is one of emerging use-cases in the financial services setting that is
being addressed via the use of DLT. When put to use, our solution can reduce com-
pliance costs and increase security of the system at the same time. Naturally, there
is a trade-off between reduction in the compliance costs and improvement in secu-
rity. Our solution would benefit all parties - regulators could accomplish more efficient
due diligence controls and customers’ satisfaction with the service would increase due
to shorter average waiting time for this service. These benefits are brought by the dis-
tributed nature of this technology and the way our system can leverage this. Institutions
can share the result of their work and pay an appropriate fee instead of repeating the
entire process, saving time and monetary funds. The customer profile in the distributed
system enables the regulator to easily identify customers that possess a higher level of
risk which can make future regulatory controls of the customers, that currently face a
high false positive rate, more efficient.

Due to the complexity of this topic, we identified several research objectives and an-
swered them in a chronological order. We started off with a legal background, putting
our research in a broader perspective. We described the current KYC process and
contrasted it with the benefits DLT can bring in this field. Building on top of re-
viewed literature, we provided a smart-contract implementation of work that was only
researched on a conceptual level - the Basic DLT-KYC, as well as an implementation
of our improved Robust DLT-KYC system. We gave a mathematical model to quantify
benefits unique to our model and described its impact on a few illustrative examples.
Finally, we identified the one-tier problem and outlined how it can be mitigated, pro-
viding a smart-contract implementation with the opportunity cost of decreased privacy
it introduced.

There are several alternatives for our future exploration in this field. These include:
(1) providing a deeper insight into fundamental aspects of the distributed ledger tech-
nology, how it can be applied for this use-case and what type of blockchain would be
most suitable, (2) identifying additional conditions of the KYC process and how to ef-
fectively fulfill these, (3) what additional benefits can be brought by a DLT-based KYC
solution, and (4) building an web application that would illustrate how the regulators
and financial institutions would operate with our proposed smart-contract solution and
could give further answers for the previous points.

The emergence of financial technology (FinTech) and regulatory technology (RegTech)
companies brings a strong competition on the financial services market. Traditional fi-
nancial institutions attempt to quickly adapt to new technological changes in order
to provide the best services for their customers. The business impact the distributed
ledger technology can deliver in this sector is significant and investing in its research
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has been one of the objectives of financial firms for several years [27, 14]. A DLT-based
KYC system is an exemplary use-case that has potential to significantly benefit the fi-
nancial sector, targeting financial firms, their customers and the regulator, but requires
a lot of future work and cooperation between the world of academia and industry. Our
work builds on top of existing foundations in this field and uniquely presents, gives
implementations for, and solutions to the brittleness and one-tier problems of the pre-
vious existing DLT-based KYC solutions. For the second part of this project, we intend
to delve deeper into this topic and focus on researching the most interesting aspects of
this field.
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