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Abstract
Conversation privacy is not one of the primary concerns in the development of chat-
bots, which require the use of powerful Natural Language Processing engines to func-
tion. Applications of the technology in healthcare require confidentiality of patient
information. We propose the first decentralised chatbot protocol, designed to protect
message contents and user identities from a powerful global adversary that controls
the NLP server. Our design moves the central data processing to the chatbot client and
hides the message sender through anonymous routing and the removal of linguistic
features. A variety of attacks and their mitigations are discussed. Initial benchmark
results are reported on language transformations.
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Chapter 1

Introduction

The first phase of the Chatting about data project [108] involved the development of
chatbot systems for assisting users achieving their health and fitness goal. During the
development of Healthbot, a chatbot for food logging, it became obvious that the data
inserted into the system through conversation would not be adequately secured for a
health-related application. In this second part, we set out to develop a secure chatbot
platform. We now summarise the work carried out in the first part of the project,
followed by an outline of this report.

1.1 Previous work

Our work in the first part of the project resulted in the creation of Healthbot, a nutri-
tional assistant that uses a chat interface to collect a food diary, using the conversational
and multimedia features of modern chat applications to augment the collection process.
In particular, our implementation was the first prototype to allow image capturing and
textual input in a nutritional chatbot setting, and further facilitated data entry by asking
users to estimate their portion sizes across predefined categories. By hosting the chat-
bot on the Facebook Messenger platform, Healthbot was given a privileged placement,
as one of the contacts in a user’s address book. This allowed the bot to be easily retriev-
able for quick inputs, and the display of timely notification in the form of reminders to
log more food, or tips for healthy eating. The rest of the chatbot infrastructure relied
on the use of various cloud computing services, such as Google Dialogflow to power
Natural Language Processing tasks.

The initial version of Healthbot implemented just a few simple handcrafted nutritional
rules, and was hindered by various bugs in the NLP ruleset. However, despite some
usability issues, we conducted an experimental study showing that the chat interface
showed promise in sustaining engagement in users, a big problem for existing food
logging applications.

Despite this positive result, another more worrying discovery emerged from the study:
there is little to no expectation of privacy for chatbot users. As many modern web
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8 Chapter 1. Introduction

applications, a typical chatbot will have a complex architecture, relying on various
externally controlled services to get some domain specific information or store and
manage a database. But while these services typically disclose a small amount of
information, a chatbot can leak an incredible quantity of facts about a user. Medical
chatbot users have been known [219] to confide more information to a chatbot than
what they would to a human therapist. As a consequence, both the chatbot platform
provider and the NLP server, who will be sent the entirety of the conversation between
patient and chatbot, will be able to read the patient’s most private thoughts. This is
not only invasive, given that these service providers often (like in Healthbot’s case)
correspond to major ad tech companies; it is also possibly illegal, unless appropriate
precautions are taken, since medical data is protected by many legislative bodies.

1.2 Summary of Part 2

Confidentiality in cloud computing application is an active area of research. Solutions
like differential privacy have been adopted by industry, and others like Fully Homo-
morphic Encryption or Secure Multiparty Computations are being the growing focus
of cryptographers. But despite much progress in the security of instant messaging, the
privacy of chatbots has received little attention. In this work we propose and analyse
a theoretical private chat protocol for a Healthbot-like chatbot, while offering sug-
gestions for a concrete implementation. Additionally, we conduct some benchmark
experiments on the efficacy of some components in our design.

We propose two variations of a generalisable decentralised design, where processing
of user data is shifted from the cloud chatbot provider to a locally hosted chatbot ap-
plication. We provide either the option of storing data and conducting aggregated
computation on a trusted server, using state of the art medical data handling protocols;
or an alternative, more speculative, offline-first model, where all users of the chatbot
cooperate to improve the efficacy of each other’s solution, through federated machine
learning. In both instances, users’ diets are analysed both on their individually col-
lected data, and on wider population trends. To decrease the complexity of the chatbot
implementation, Natural Language handling is offloaded to a remote server. Since we
can not encrypt the contents of the message for the server to give us useful information,
in order to preserve confidentiality, each conversation is anonymised using a protocol
built on top of the Tor and Crowds anonymity networks, replicating a message from
different users with artificial time delays. We perform natural language transforma-
tions, like word substitutions, to obfuscate potentially sensitive information, such as
the actual contents of the user’s diet. Through our design, we eliminate many of the
potential sources of information leakage discovered in Healthbot’s architecture, pro-
vide the user with more control of their own data, and reduce the capabilities of a
malicious Natural Language service provider, at the cost of design complexity and ef-
ficiency. Having outlined our theoretical design and discussed possible attacks from an
adversary and mitigations, we conduct some experiments to establish how feasible our
protocol is, using current state-of-the-art language models and available data sources.

The report is structured as follows: in the next chapter, we discuss previous works
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on the issues of privacy and how it relates to medical privacy, as well as additional
background information for concepts and tool we will use in later chapters. Chapter
3 begins with a threat analysis of the Healthbot infrastructure, and follows with a de-
tailed description of our proposed architecture and how it fixes the flaws of the previous
model. Chapter 4 describes the routing protocol and its formal analysis, and Chapter
5 describes potential attacks at the language level to defeat anonymity, and linguistic
transformations needed to counteract them. Chapter 6 outlines our attempts in validat-
ing some of our protocol components experimentally, and closing remarks are offered
in the final Chapter 7.





Chapter 2

Background

We discuss background information on our core problem, increasing privacy in medical
chatbots, as well as previous literature retaining to concepts we use for our proposed
solution.

2.1 A quick cryptography primer

Classically, cryptography has been known as the science of hiding information: classic
cryptosystems, most of which were based on principles of symmetric cryptography
(both the sender and the receiver of the message share the same key) were primarily
concerned on ensuring the property of confidentiality through encryption. With the
development of modern cryptography, parallel to that of digital computers and internet
communications, many further uses have emerged, from integrity (making sure that
data is not modified in transit or at rest), to authentication (getting assurances on whom
it is that you are communicating with), from secret sharing (breaking up a secret into
different shares such that it requires multiple share holders to unlock the secret), to the
recently increasing in popularity electronic cash and online voting.

Many recent advances derive from the concept of public key cryptography, first formu-
lated in 1883 as Kerckhoffs’s principle [92], but with the first practical formulation in
the 1970s [47, 162]. The difference between symmetric and public-key cryptosystems
consists in the capabilities of each key. In symmetric cryptography, the two participants
in a protocol need to share a single secret key. This causes a fundamental problem in
how keys can be distributed securely, which public-key cryptography addresses by de-
coupling the keys into a public and private key. In the domain of encryption, the public
key, which can only encrypt a message, is published widely. This allows anyone to
encrypt a message using the public key, and send it to the entity that published the key.
The encrypted message can then only be decrypted using the private key, which should
always be kept secure. Similarly, for a digital signing algorithm, the private key is only
allowed to sign a document, and the public key can only verify the authenticity of the
signature. By combining encryption and signing, the message satisfies both properties
of confidentiality and authentication.

11



12 Chapter 2. Background

Public key infrastructure is crucial to the functioning of the modern web, driving fun-
damental protocols such as SSL/TLS for establishing secure internet connection (by
authenticating the server), or DKIM in email authentication. While in most cases users
are not exposed to the mechanisms of these cryptographic protocols, some tools exist
for users to interact with them, the most popular being Pretty Good Privacy (PGP), and
its implementation GNU Privacy Guard (GPG) [11]. Notoriously difficult to use [211],
PGP allows user to sign and encrypt email messages to other PGP users. Because
signed email clients attach the public key with the message, everyone can verify that
emails are signed by the owner of the key; but only PGP users can successfully sign an
email. Similarly, while everyone can encrypt an email to someone’s public key, only
PGP users can receive a PGP-encrypted email. If signing an email attests to the sender
possessing a private key, it does nothing to verify the user’s actual identity. For this
purpose, a complex public key infrastructure (PKI) has been set up, involving decen-
tralised key servers that user can submit their keys to, and a Web of Trust built upon
the premise of PGP users signing the public keys of people they have verified actually
control their matching private key. Additionally, PGP allows users to manage multiple
identities, and revoke old keys they lose access to or stop trusting, by generating sub-
keys from the original master key. These subkeys are associated to a primary master
key, which can revoke them from the Web of Trust by issuing a revocation certificate.
Users are encouraged to keep the master key securely on an offline medium, and only
use the subkeys on actively used devices for a short period of time.

Much of today’s cryptography relies on the Computational hardness assumption. Many
cryptographic algorithms in use today are designed to reduce to a hard computationally
complex problem, such as integer factorisation. These algorithms are deemed secure
because they reduce to a problem for which there are no known efficient (polynomial
time) solutions. Such an algorithm can break when faced with a theoretical adversary
with unlimited or nearly unlimited computing power - or, more realistically, by a future
adversary with a significant increase in computation from what was thought possible
when the algorithm was designed [168]. While today’s cryptographic algorithms are
considered to be safe from any currently existing adversary, the threat of powerful
quantum computers that could break them looms close, and has required cryptogra-
phers to come up with quantum-safe algorithms [24], which fall in the category of
Information-theoretical cryptography. These are ciphers that can only be broken if the
adversary has enough information about them [176]. The most notable, and perhaps
simplest encryption scheme, the One time pad, was invented in the 1800s by banker
Frank Miller [20]. To encrypt a message, a logical XOR between the message’s text
and a randomly generated key of the same length for encryption is performed, and a
second XOR between the produced ciphertext and the same key is used for decryption.
The security of this system relies on the random number generated being truly random,
and the key only being used to encrypt a single message. While the security of the one
time pad is mathematically perfect, it is practically unusable, both for the difficulty of
actually generating a random key (cryptographically secure random number generator
require high sources of entropy [56]), and because of the need to distribute a key of the
same length of the message, which needs to be discarded after the first message.

A special case of information theoretical security is perfect secrecy. This is achieved
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by encryption schemes such that, given a ciphertext, no information can be extracted
about the original plaintext. A weaker assumption, relying on computational hardness,
is semantic security, for which the probability of extracting any information from the
plaintext is negligible for any polynomial time attackers. Cryptographic proofs some-
times employ random oracles. Oracles are theoretical black box functions that respond
to any query with a unique string drawn from a uniform probability distribution. They
can be controlled by either the attacker or the challenger (an algorithm trying to verify
that the attack has been successful), as an upper bound in cryptographic proofs: if a
protocol is secure against a random oracle, it will also be secure in a setting where this
theoretical device does not exist.

To protect computationally secure algorithms from future adversaries compromising a
long term encryption key, some cryptographic algorithms are designed such that any
message sent before the key was broken can not be decrypted. This is achieved through
the non-deterministic creation of individual session keys for each single session. Cap-
turing a single session key will also not give any information about any other session
keys, or the master key [3].

Attackers of cryptographic protocols can be broadly described in two categories: pas-
sive and active [66]. A passive adversary can listen into all traffic in the system (in
which case, it is also a global adversary) or only to messages going in and out of one
participant (a local adversary), but is unable or unwilling to modify it. This attacker
aims to break confidentiality by obtaining some secret information. An active adver-
sary is more powerful, as they can change the behaviour of the protocol by acting as a
man-in-the-middle who can intercept and modify communications, block connections
from reaching one party, deleting data and edit packet headers. These attackers can
impact confidentiality, integrity, and authentication.

2.1.1 Cryptographically secure computation

More recent applications of cryptography have enabled the development of algorithms
that allow conducting computation on encrypted data. Fully Homomorphic Encryp-
tion is a semantically secure, asymmetric encryption scheme, with the added capacity
of running any arbitrary circuit (and thus any computable function) on the encrypted
ciphertext without the need to decrypt it and producing a result that is also encrypted
with the senders’ public key. Its first practical formulation was created by [68], and
it has since been followed by different techniques [109]. Despite the many recent at-
tempts to improve efficiency over the original, the performance costs of FHE are still
significant compared to running circuits on plain text data. [203] proved that a fully
homomorphic scheme is only feasible for single-client computation, where data travels
uni-directionally from client to server, and a simple response is sent from the server to
the client; it does not generalise to the case of multi-client server applications where
the encryption scheme incorporates access control on what input data each party has
access to.

This problem was addressed, before the advent of homomorphic encryption, by the
more general concept of Secure Multiparty computation (or Secure Function Evalua-
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tion), first formulated by [216] in terms of computing a function with multiple inputs,
where different parties know one input and can communicate between each other with-
out directly revealing their input to other participants, or for the results to leak to ex-
ternal observers. In the two-party setting this is achieved by a garbled circuit protocol,
where an encrypted circuit is computed by one party and sent alongside its encrypted
input so that the other party can feed in his own input and produce an encrypted out-
put that can then be collaboratively decrypted. Alternative schemes to garbled circuits
also use secret sharing, where each party possesses a share of a larger secret, and
no information can be revealed until multiple shares are combined. Through mutual
communications, intermediate operations can be run so that different parties can ob-
tain various intermediate results, until the final solution is computed collaboratively.
Like operating on Fully Homomorphic ciphertexts, leading software implementations
of MPC incur in significant performance penalties [15], and there are still several open
problems in the field [165].

2.2 Anonymity protocols

The concept of anonymity can be defined as the property of a message (a communica-
tion between several human parties) not to be associated with its author. Pseudonymity
is when the author of a message hides behind a fake name, often fixed [139]. Starting
in the 1970s, a vast literature on making computer usage anonymous has been devel-
oping [193]. Since early in the history of the internet, social practices of anonymity or
pseudonymity were common, and are still used across vast areas of the internet [49],
although that is mostly not true for social media [207]. Most users however are usually
traceable through the internet, from logging of IP addresses to tracing email headers
and placing unique identifiers in cookies. Although adoption of the TLS / SSL protocol
and serving pages encrypted over HTTPS has reached 79% of webpages this year [99],
before that an Internet Service Provider and anyone connected to a wireless network
could read all information being sent by a user (for some websites still a risk, due to
downgrade attacks [138]).

The solution of routing all traffic through a proxy, a third-party server, will make traffic
appear to originate from the proxy server and is useful for avoidance of simple traffic
tracing (most people today use Virtual private networks as a proxy [78]). However, a
malicious proxy server can conduct both passive and active attacks, as they are fully in
control of all traffic received.

[44] first addressed the issue of traffic analysis (understanding who communicates with
whom in a network) by establishing the concept of Chaum Mixes, based on public key
cryptography. A mix is mediated by a server, which people can send messages to (like
email). Messages are encrypted to the receiver’s public key, to which the address of
the receiver is appended, and then encrypted with the mix’s public key. A mix can thus
receive a batch of emails, which they will hold onto for a period of time. After that,
they will remove the first layer of encryption using their private key, and forward the
message to the destination server, so that they might decrypt it using their own private
key. The sender might also include a return address, along with a new public key, and
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Figure 2.1: A Chaum Mix cascade. The last layer of encryption (to the final server) is
not explicitly displayed. Source Primepq at English Wikipedia, “Red de mezcla” a

Figure 2.2: The route of a document request through the Tor network. Each layer in the
connection correspond to a layer of encryption. Source Bits of Freedom a

https://commons.wikimedia.org/wiki/File:Red_de_mezcla.png
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encrypt it to the mix’s public key, so that the receiver might send a response encrypted
under the new key, but only the mix will know where to deliver it. To force anonymity
on a malicious mix, a cascade (a series of mixes) might be used, requiring only one
honest mix to be present. The sender would have to encrypt the message multiple
times, using the public key of each mix in the sequence. When passing each batch of
messages along, mixes would sign their delivery to the next mix in the cascade, so that
if a message was dropped from its history the culprit would be identifiable. A cascade
of Mixes is illustrated in Figure 2.1.

While mixes delay the distribution of messages through batching, Onion Routing [69]
(illustrated in Figure 2.2) adapts the concept to work in real time. By eschewing the
mixing process, Onion Routing speeds up the message passing process, at the cost of
becoming vulnerable to global attackers [189].

The most popular Onion Routing network is Tor [54], with more than 7000 nodes
and 2 million daily active users today [195]. Tor has been widely used by dissidents,
journalists and whistleblowers to avoid detection from hostile governments, as well as
criminals [140]. By hosting untraceable hidden services on the network rather than
on the regular internet, a parallel community of websites peddling illicit goods has
developed (commonly known as The Dark Web). Besides web browsing, a whole range
of applications rely on Tor for their backend, from secure whistleblowing tools to file
sharing solutions, as well as censorship circumvention services, and deep integration
in browsers, operating systems and messaging services [196].

An alternative to mixes and onion routing is the Crowds protocol [160]. Crowds does
not try to preserve absolute anonymity, but rather envisions anonymity to be a contin-
uum where a party can hide behind plausible deniability. On this scale, a party could
be beyond suspicion if they have the same probability of anyone else of sending the
message; probably innocent, if the likelihood of a specific agent sending the message is
the same as that of not sending it; and possibly innocent, if there is a non-trivial proba-
bility of the sender being someone else. To protect sender and receiver anonymity, the
Crowd protocol distributes a message randomly through a chain of Crowd peers (which
might include the sender itself), such that for each node in the chain the message is for-
warded to another peer with probability p f , and sent to the destination otherwise. This
guarantees beyond suspicious sender anonymity to the destination server, and probable
innocence to a number of colluding peers. The protocol is however limited in its de-
fence against a local attacker, which can observe that a request originating from a peer
does not correspond to an incoming request from another source. Additionally, there is
no defence against active attackers: all traffic is encrypted through pairwise symmetric
keys between each peer, making it possible for a malicious one to modify the contents
of the message, or to selectively put up a denial of service attack.

It is uncertain how resilient anonymity protocols can be. [214] and [180] formally set
limit to the length of time by which a node can remain anonymous. Predecessor attacks
are used to deanonymise over time a message sender by counting how often messages
arrive from their destination; Sybil attacks can be performed by an adversary adding
a large number of nodes to a protocol, to increase the probability of a message being
routed through one they control.
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2.3 Privacy

The Cambridge Dictionary [53] defines privacy as both “Someone’s right to keep their
personal matters and relationships secret” and “The state of being alone”. While the
first definition might be considered more relevant when talking about digital privacy,
the second is too. The two definitions represent two aspects of modern digital privacy:
the kind of information we give about ourselves to the rest of the world, and what
information from the rest of the world we let into our awareness.

Accordingly, privacy is not a binary choice between broadcasting all information pub-
licly or locking everything up in a secret vault no one can access, which corresponds
to many formulations of the legal rights in privacy legislation [42], with choice usu-
ally modelled as providing an opt-out option. [133] models privacy choices in terms
of information flows. People have expectations of how data moves (in terms of what
actors and information are involved in a transaction, and the constraints of how data
is moved). Expectations of how this information is handled offline in different con-
textual situations correspond to expectations on how it should be handled online as
well. These often diverge from reality. Users of online services are often not aware
of these flows of information due to the obscurity of privacy policies. Attempts to
create machine-readable standards for privacy preferences have either failed to gain
sufficiently widespread adoption [172], or are oversimplistic [91]: there appears to be
a trade-off (the transparency paradox [25]) in how much information is given about
data usage, and how well laypeople are able and willing to put the time in to under-
stand [115], making true informed consent impossible. [134] argues that information
flow must be regulated to match between offline and online contexts, rather than being
guided by economic principles.

2.3.1 Privacy legislation

Since [210], privacy has been set up to be a trade-off between public good, as it per-
tains to the spread of information of public interest and free speech, and individual
rights, as an evolution from the basic right of physical protection into that of prevent-
ing harm from anguish that might be caused by the intrusion into one’s private life, the
disclosure of embarrassing information, unwanted publicity or the misappropriation of
one’s name and likeness. [185] further differentiates privacy into 16 kinds of privacy
problems, subdivided under the categories of Information Collection, Information Pro-
cessing, Information Dissemination, and Invasion. These can create harms in society
not just by hurting an individual directly, but by causing wider effects on society, such
as chilling effects over free speech and association, loss of trust in public entities and
businesses, power imbalances on the side of who has access to information, and loss
of sovereignty to the individual. Thus, the harm to an individual’s privacy can not be
considered as a 0-sum game, as they affect society as a whole. The argument against
the common rebuttal to privacy, “I have got nothing to hide”, is that privacy is not
just about hiding things, and merely framing in that context disenfranchises portion
of the populations that benefit from other aspects of privacy. There is also a discrep-
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ancy between what might be considered as public interest (matters that affect a large
number of individuals, or a single person but with the potential of affecting a large
portion of the public), and the interests of the public (things that affect some propor-
tions of the public). Invasion of privacy into situations that fall into the latter (such
as tabloid coverage of a celebrity) are often incorrectly justified as the former [125].
Furthermore, [107] argues that it is necessary, for society to progress and evolve, that
law enforcement not be perfect, so that citizens might skirt the law and open the door
to its reformation through accepted social practices.

Despite the lack of precision in the definition of the term privacy, the last century has
seen some version of the concept being ratified in law. From the Universal Declaration
of Human rights [2], which states that

No one shall be subjected to arbitrary interference with his privacy, family,
home or correspondence, nor to attacks upon his honour and reputation.
Everyone has the right to the protection of the law against such interfer-
ence or attacks.

Many countries around the world have adopted legislation that protects the privacy of
subjects, from medical patients to information communication [95]. Among the most
comprehensive laws is the recent European Union General Data Protection Regulation
(GDPR), which provides [159] individuals the rights of

• being informed of data collection

• accessing the information collected from them

• rectifying any incorrect information

• requesting the erasure of any information collected

• restricting the processing of information for any specific purpose

• accessing their data in a machine-readable format (data portability)

• objecting to the processing of their data

• requesting information about how their data was used in regard to automatic
information decision and profiling

Even though all these legislations now protect user privacy, governments across the
world still maintain a vast amount of power in how much information they can gather
about individuals. In 2013, whistleblower Edward Snowden published [98] classified
documents from the National Security Agency in the USA. For the first time, some of
the immense surveillance capabilities of the agency were revealed to the public, along
with its cooperation with foreign national security bodies, such as the UK’s GCHQ,
to illegitimately conduct covert surveillance on its own citizens. Furthermore, large
US tech companies, whose services are provided to billions of users across the world,
were shown to have been part of a data sharing program with the US government [71].

Besides collaborating in government lead surveillance, many companies on the inter-
net rely on profiling web surfers to sell them better ads and services. In a process
dubbed as Dataveillance, profiles are built on users’ demographics and interests, based
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on their online activity. These involve not only information that is directly submit-
ted to an online service (and not necessarily the one that stores the data afterwards),
but also what other behaviour implicitly signals to a finely tuned Machine Learning
model [101]. This kind of collection falls within the logics of Dataism, the belief that
it is possible to extract hidden insights from the mass collection of data and metadata
through “data mining”, a principle espoused by big tech, government organisation and
academia. This idea relies on an underlying assumption that tech platforms collect
“real data”, as it exists, despite the fact that each collected data point does not corre-
spond to any “true fact”, but it is mediated by the interaction with the collection tools,
as a mean to achieve some predetermined purpose [202].

Currently at the centre of attention for its predatory behaviour on user privacy is Face-
book , who sold access to its data to a UK based data analytics firm whose goals where
manipulating elections through targeted advertisement campaigns [39]. This is only
one of the many companies that collect hundreds of data points on web users during
their daily activities [46], albeit perhaps some of the most personal. While users might
not object to a little information about themselves being recorded by various entities,
or in an anonymised form, very small datasets can be combined with other sources to
reveal specific information that had not been intended for disclosure, or deanonymise
an individual from the database (data triangulation) [188, 130].

2.3.2 Mathematical formulations of privacy

To prevent data triangulation and guarantee the anonymity of data subjects, it becomes
necessary to apply some modifications to a database. One property used to ensure this
is k-anonymity [187]. Given a set of attributes that might lead to the identification
of a single user in the database, quasi-identifiers, k-anonymity requires the number of
database entries that share equal value for these to be k. k-anonymity can be enforced
either through generalisation (changing the field of a database to include values that are
less specific e.g changing a Date of birth field into Year of birth), or suppression (re-
moval of specific fields), which are combined to minimise the number of modifications.
This approach is not perfect, however, since data in other sensitive columns might
reveal through correlation the value of some of the removed quasi-identifiers (back-
ground knowledge attack), or if all sensitive fields within the k-anonymous set have the
same value, being present in the k group discloses the sensitive characteristic (homo-
geneity attack). To address this, the property of `-diversity [104] states that every block
of quasi-identifiers contained in a table must count exclusively ` well-represented val-
ues for each sensitive attribute. Several definitions of “well-represented” are formu-
lated, including each value being unique, having a small enough entropy of all values
across the group, and by minimising the number of times the most frequent sensitive
value appears when compared to less frequent values (recursive (c, `)-diversity).

Another standard privacy protection technique is Differential Privacy [58], which guar-
antees a data subject that the use of their data will not affect them adversely. Differ-
ential Privacy achieves this by not responding to all queries truthfully: the addition of
Laplacian noise gives participants an element of plausible deniability, because some
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Figure 2.3: Architecture of a typical modern chatbot application

proportion of data will not be authentic. Differential Privacy algorithms are carefully
parametrised so that it is known what proportion of information is being given. In-
evitably, the trade-off between how much accurate information is being provided and
the privacy budget means that, from an information theoretical perspective, we can not
use differential privacy to establish completely accurate data analytics while guaran-
teeing strong privacy, just like generalisation and suppression in k-anonymity coarse
grains and removes some amount of information from any model of the data.

While the described techniques can be used as to defend privacy, they are also met-
rics to objectively quantify how private one individual is. For a more comprehensive
taxonomy on privacy metric, we refer to [206].

2.3.3 Privacy in chatbots

While the first prototypes of chatbots originate in the 1960s, widespread commercial
solutions are a more recent invention. As such, the ecosystem has not yet reached the
sufficient maturity where security and privacy are not considered but an afterthought.
We discussed a typical chatbot implementation in [108], as illustrated in figure 2.3.

Between the different components, the chatbot provider can often be the more dan-
gerous actor, as it has a full views on all activities of the user and chatbot devel-
oper, as well as potentially having gathered additional background information on the
user, as described in [16], which lists what kind of information some popular Chatbot
providers hold on the users of their platforms. Because the challenges in developing a
custom-built chatbot stack are much greater than for traditional apps or websites, these
providers are poised to obtain dominant market positions and hence obtain more data.
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While massive data collection will accelerate the capabilities of these platforms, the
fact that most of these chatbot providers are controlled by the same commercial enti-
ties in charge of large advertising companies is concerning from a privacy perspective,
as their business interest are directly aligned with the maximisation of user data collec-
tion [76]. [10] argues that user perceive chatbots as not being private, similarly to how
when calling a customer service hotline they are notified that they are called will be
monitored and recorded for improving quality. However, our previous findings [108]
are that users have mixed expectations on privacy based on their understanding of the
technology, and assumptions on how chatbots actually work are varied. Additionally,
participants in [219] confided in their chatbot agents because they felt they weren’t be-
ing judged in their conversations. Similarly, [131] identifies how a computer program
that seems to reveal sensitive information about itself (or its made-up persona) can trig-
ger a process of reciprocal self-disclosure, making it easy for a well-designed bot to
learn more about its user. The design of platforms surrounding the chatbot ecosystems
will also influence how much information the users will be (unwittingly) led to reveal:
as [10] points out, similarly to how mobile operating system opaquely request lifelong
access to different kind of sensors and data, in the future as chatbots become to add
more features, they might also require more access to user data; and while this could
well be integrated into the conversation flow [77], it seems likely that chatbot provider
would not make the process extremely clear, because they benefit from more sensor
data. In a period where social media is plagued by political bots pushing for extreme
political agendas, another concern is that users can clearly identify when they are en-
gaged in conversation with a chatbot as opposed to a real human being; thus informed
consent on whether users can be contacted by a bot and clear signals on when it is hap-
pening need to be a priority. Facebook is leading the pack with lack of transparency
in when a user can be contacted by bots, by trialling a Customer matching programme
where business can use phone numbers to automatically put in touch clients with their
bots [64]; however, they are susceptible to popular outrage on the topic, and following
the Cambridge Analytica media scandals, the entire chatbot platform was momentar-
ily suspended due to security concerns [110]. More recently, from the experiences of
the Babylon Hands on GP app (a virtual platform that combines a symptom recogniser
chatbot with video chats with a clinician) it has become evident that uncontrolled adop-
tion of chatbots can cause unintended effects in the physical word as well. Adopted
by an NHS England clinic in Fulham, London, and now approved for deployment in
Birmingham, usage of this app required patients to transfer their GP practice to the
Fulham clinic. Over just two years this caused a massive migration of patients across
the city, with the size of registrations increasing tenfold, redirecting funding from adja-
cent clinics, amid the concerns that sign-ups were closed to patients with more serious
clinical conditions [94], and that the advice given by the bot are often wrong [136, 36].

[75] highlights what the tech industry has seen as unreconcilable differences in chat:
privacy and intelligence. The history of secure instant messaging starts from the de-
velopment of Off-the-record messaging (OTR), a perfect forward secrecy and repu-
diability add-on to other chat protocols, in 2004 [30], presented as an improvement
over PGP, but still limited to one-to-one communications. In 2014, [61] presented a
call to action by highlighting the security of different chat applications. Since then,
most major centralised chat applications now advertise the capability of End-to-End
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encryption, having reportedly adopted the Signal protocol developed by Open Whis-
per Systems for their open source Signal messaging application, or homebrew solution
(like the Telegram and Wire applications). Implementations vary widely, from What-
sapp turning encryption on by default for its more than a billion users, to other large
players like Telegram, Facebook Messenger, Google Allo and Microsoft Skype pro-
viding end-to-end encrypted channels as a private conversation feature when selected
by the user. In this private conversation mode, use of chatbots is disabled; the only
commercial chatbot platforms that provide end-to-end encrypted chatbots are Wire,
and federated messaging protocol Matrix, but there has not been a large-scale, fully
implemented bot platform built for either protocol yet. Apple iMessage provides by
default end-to-end encrypted messages, but their Apps platform Business chat (not a
traditional conversational interface but more of a small application embedded in a chat
window) is stored in clear text on Apple servers, and even adds a customer service
platform to the number of agents who receive the content of the message; the chatbot
users are however pseudonymous to the chatbot developer and the customer service
platform, being served a unique identifier from Apple.

Several chat services have been run on the Tor anonymity protocol (see section 2.2),
but none have incorporated the use of chatbots. But while the original Tor Messenger
[183] and the Ricochet protocol [34] have been discontinued, development for other
messaging systems such as Cwtch [100] and Briar [164] are still active. Briar, in par-
ticular, is promising, as a decentralised and censorship resistant peer to peer protocol,
which synchronises over Wi-Fi using Tor and Bluetooth. Briar already includes capa-
bilities beyond messaging, such as forums, blogs and RSS feeds, and the project goals
are to eventually become a platform for secure, distributed applications (which could
include chatbots).

2.3.4 Privacy in medical data

For millennia, confidentiality of patient’s information has been part and parcel of the
medical profession. Even the Hippocratic Oath, a guideline for fifth century BC doc-
tors that is still adopted by many countries today, enshrines the obligation of medical
professionals to keep as holy secret whatever information they might gain about their
patients.

[181] explains how, since it is necessary for a healthcare provider to collect as much
Personal Health Information as possible to provide the patient with high quality of
care, privacy is a fundamental economic asset for them. The establishment of fair
and transparent privacy practices is fundamental in building trust with patients, which
facilitates the flow of information. This entails a number of fundamental requirements
a medical institution needs to ensure patient privacy: an appropriate infrastructure to
keep patient information private, knowledge of law and practices, know how within
the staff to take appropriate actions, and leadership, which are all enabled by training,
policies and communication, and require periodic assessment of hospital operations on
privacy.

Medical history is a particularly sensitive topic. A patient medical history leaking
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might have concrete negative impact on their life (discrimination in hiring or within
one’s social circles) and cause distress and embarrassment when made aware of, but
there are also more deontological harms caused by the mere loss of control that comes
with leakage of information, even if it ends up not being used in other harmful ways
[150].

The treatment of medical data, in some legislation like the USA, is regulated more
strictly than other personal data. The Health Insurance Portability and Accountability
Act (HIPAA) is a strict regulation that protects all Patient Health Information (PHI)
through anonymisation and limiting data usage to be approved by Institutional Review
Boards. Similarly, many laws exist [63, 65] to address discrimination based on health
or genomic data. The effects of these laws are, however, limited, as they do not protect
patients from data triangulation, are not consistently enforced [208]. Most regulations
such as HIPAA only cover data collected from a specific set of institutions, thus ex-
cluding other relevant medical-adjacent information, such as internet search results for
medication, or data tracked by a smart wearable device, but also credit history, apps
used and location information (a shadow health record [151]).

Reducing the amount of data collection or sharing also has its harmful effect, by lim-
iting the effectiveness of longitudinal studies, or public access to existing data from
researchers in unrelated areas of the medical sciences [150]. Excessive freedom to
self-censor medical history can cause harm to the patient and those around them [70].
The harsh penalty provisioned by these regulations are also another cause, beyond the
current technical limitations, in the difficulty of transferring Electronic Health Records
between providers of care [218], or even in matching individual health records with
the correct patient [37], issues that cause an alarmingly high number of deaths every
year.

Various options have been proposed for enabling wider portability in the United States
[106]. A widely deployed solution adopted by many vendors internationally [147] to
enable facility of data sharing is the Fast Healthcare Interoperability Resources (FHIR)
standard [21], which includes a REST API for data sharing and interface elements for
visualisation. The SMART open specifications [105] integrate with FHIR to enable de-
velopers of apps who need to use medical data, using open standard for authentication
(OpenID connect [166]) and access control (OAuth2 [74]).





Chapter 3

Architecture

The Healthbot chatbot system [108] was one of the first multimedia chat-based nu-
tritional interface, incorporating textual input with image recognition. To achieve the
goals of the chatbot, numerous moving pieces were involved, and the prototype pro-
duced as outcome to the project did not take all security measure which are neces-
sary when dealing with this kind of complexity. Healthbot is hosted on the Facebook
Messenger platform, which provides a client application, forwards its messages to a
webhook, and collects the responses from this cloud function to provide a reply to the
user.
The webhook was a Google Dialogflow function, a natural language processing agent
that takes user input, categorises it into intents, and handles each case with purpose-
built code to generate a reply. Some intents that deal with more complex functionality
are associated with another webhook, running on a free Heroku server instance from
a Node.js application. Most of these will process some kind of data, either saving or
retrieving information from a free MongoDB cloud instance, or querying image recog-
nition or nutritional information APIs.

3.1 Threat Modelling of Healthbot

We conduct an assessment of potential threats to the Healthbot architecture through
the use of Data Flow Diagrams (DFD) [6]. A DFD provides a visual representation of
what data resources a system possesses, and where the data can be sent, along with an
indication of the level of trust that can be attributed to it, on a simplified scale of High
(green, or the +), medium (orange, or #), and low (red, or -). The taxonomy of DFDs
includes:

• Processes, system code that performs a task or handles some data (represented
as circles). These are the core components of the system, thus inherently trusted

• Data stores, a repository of data used for storage and retrieval (represented as
text sandwiched by horizontal lines)

25
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user (#)

Facebook Messenger (-) Facebook servers (-)

Dialogflow (-)

Intent Handler (+) Heroku cloud function (-)

MongoDB (mlab.com) (#) APIs (Clarifai, Nutritionix) (-)

Message contents (#)

Send message (-)

Forward message (-)

Trigger intent (#)

Store data (#)

Send images, nutritional data (-)

Figure 3.1: DFD diagram for Healthbot

• External Interactors, which act on data produced by the system (either as a sender
or a receiver) while not being part of its codebase (rectangles in the diagram)

• Data flows between the various objects (represented as arrows pointing towards
the data’s destination).

Figure 3.1 shows the DFD for the Healthbot architecture. For each element of the
graph, potential risks can be evaluated using the STRIDE methodology, to detect
Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and
Elevation of Privilege. In a semi-closed system such as an off-the-shelf chatbot built
using commercial tools such as ours, most of these threats have been addressed by the
vendor. However, the addition of external tools requires a further evaluation.

Information flowing between these several parties violates users’ privacy (Information
Disclosure) expectations in several ways. While there are no threats of a local attacker
sniffing the content of communication, as all Facebook clients enforce transport-layer
encryption, conversations with the chatbot are not end-to-end encrypted, making the
entire plain-text of the chat available to Facebook. Similarly, all transcripts are also up-
loaded to Google servers for NLP. Since both companies’ business models are based
off personalised marketing, it is quite likely that this information will be associated
with each users’ dossier and used to improve their ad targeting. While it might be in-
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nocuous and even beneficial to receive advertisement about food the users like, larger
trends in the users’ nutritional history could be analysed and sold to third parties, like
insurance companies.
Also privy to the users’ conversation history is the bot developer; while this might
seem rather obvious, it might not be for the user, who expects conversation with an
automated agent to remain confidential.
Other elements in the infrastructure also provide further weak points. The entire pa-
tient history is stored, unencrypted, in a cloud database (provided by mlab.com). Any
access to this would reveal the entire nutritional history of every patient. Similarly,
unauthorised access to the Heroku instance running our webhook could result in a
malicious attacker siphoning off information as it arrives, or provide fake, harmful re-
sults. The danger of hosting such critical infrastructure on cloud platforms is double:
not only can developer credentials be compromised, but the safety of the information
is reliant on the security practices and honesty of the provider company. On the other
hand, if the cloud providers are trusted, offloading infrastructure management to an
experienced company will actually help reduce the developers’ workload and actually
improve overall security by limiting individual security tasks to a minimum.
Private information can also leak from the data provided to third-party APIs for nutri-
tional values and image recognition. The risk factor here is definitely smaller than for
the other components described, because all information is sent with the developer’s
API key, rather than per-user identifiers, so the providers cannot trace whose conver-
sation requested information about which food item; however, images sent where not
stripped of their metadata, which, by including information like location and camera
manufacturer, tend to be quite crucial in identifying the provenance of an image.

At all steps of this process, information is stored unencrypted at rest, leaving it vul-
nerable to tampering. While malicious modification in the user information might be
extremely damaging to the chatbot user, when receiving a recommendation, the incen-
tives for any of the service providers to purposefully modify the data seem quite small
compared to the reputation risks in the face of discovery, thus this class of attack seems
less likely.

Denial of service attacks could cause to be quite damaging for this service, with po-
tential loss of logged meals resulting in extreme distrust of the system, and thus inusi-
tation. While the larger service provider will have appropriate defensive capabilities to
fend off this kind of attack, a benefit of designing for scalability, the smaller API and
storage services hosted on smaller providers are potentially at risk.

3.2 A distributed chatbot architecture

Despite the discussed threats by an adversarial component in the infrastructure de-
scribed above, the use of cloud-based infrastructure gives us some distinct non-security
advantages, by allowing to offload much of the computation to a server and its inde-
pendently curated models. A local version of some of the tools used, such as the NLP
and image recognition services, would provide less accuracy for increased computa-
tional and maintenance costs. The advantage of modern chatbot frameworks is that the
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developer does not need to be an expert in Natural Language Processing to develop
one (although expertise can help in making sure it is good).

We therefore propose a novel chatbot architecture, designed to maximise user privacy.
The architecture removes the need for a separate cloud chatbot provider in favour of a
client-centric model. The client, which is the program a user interacts with, will not
be just a thin terminal like the Facebook messenger app, but will do some processing
on the data. Queries will then be sent to a Natural Language Processor for intent
recognition, entity extraction, any further parsing. The NLP server will send the intent
and additional information extracted from parsing the sentence to the client, which
will contain handler functions to trigger any further necessary behaviour. This might
entail contacting other cloud services, or doing some local processing. We propose
two alternative models, one centralised and one distributed, to handle data analysis
functions.

3.2.1 Client

Having dispensed of our chatbot service provider, we need to adopt a new chatbot
client. Our main requirement is that we are able to perform operations, such as encryp-
tion and input message filtering, on the text or images entered by the user. Additional
features that are beneficial to chatbot adoptions are usability on mobile, and integration
with other Instant Messaging services used. While there are several Desktop applica-
tions [174, 4] that satisfy the requirements, nothing fulfils that role on mobile. How-
ever, short of rewriting a new chat application (or modifying the internal of an existing
one), we can take advantage of the chatbot features of the Matrix protocol.

Matrix [5] is a decentralised federated communication protocol introduced in 2014,
which has been used for instant messaging, VoIP calling and Internet of Things au-
tomation. It aims to become an all-inclusive chat solution, by providing a bridge to
many other chat protocols, and has seen widespread adoption across various commu-
nities, most recently having been forked by the French Government [111]. The Ma-
trix architecture involves a federated group of homeservers, which communicate with
clients through events, and can host rooms. Rooms hosted on one server can be joined
by clients who are registered on different servers, and allow any number of users to
communicate (a one-to-one communication between two users takes place in a private
room where they are the only participants).

There exist several implementations of the Matrix specification for both servers and
clients. Chatbots can be modelled as clients through existing APIs. They can join any
room and be programmed to respond to incoming messages. We propose to model
our private chatbot using this framework, by establishing a private room for each user
participating in the protocol.

While the message data is not strictly being processed by the client itself, it can be
made equivalent by running the chatbot process locally, through a separate service
on the computer or phone, or in a trusted remote environment. The communication
will still be handled on a Matrix homeserver, but since Matrix implements end-to-end
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encryption, only the sender client and the chatbot application will be able to process
content. While the end-to-end encryption capabilities of Matrix do not allow the home-
server to read the content of our chatbot messages, it will have access to metadata about
the communication, such as the time we sent a message or received a reply. Once the
chatbot program receives a message, they will conduct some simple preprocessing to
filter it out of sensitive content. This might involve stripping some metadata from an
image, which can reveal a lot of information about the user [72, 217], before sending
it to an online version, or perform some linguistic substitutions before the message is
sent to the NLP server.

3.2.2 NLP server

Since we are modelling the NLP server as adversarial, our goal is making sure that it
is not able to reconstruct the message we are sending. To achieve this, we both try
to anonymise the identity of the sender, and remove semantically significant content
from the messages. This can be handled by expert-specific systems (which we describe
later in the chapter). For the purposes of the NLP server, we are mostly interested in
intent recognition and question answering, which do not require the server to have any
domain-specific knowledge. Thus, we use the client to replace significant words with
plausible substitutions that will not alter the meaning of the sentence significantly,
but remove details specific to the sender. As a concrete example, going back to the
purpose of Healthbot, as a diet tracking chatbot a user might send a message stating
they ate some carrot soup. For the purposes of the NLP server, if the words “carrot
soup” are replaced with the word “broccoli”, there will be no difference for the intent
matching task, since both terms refer to food. The client can thus select words that are
considered sensitive, replace them before the message is sent, and keep trace of each
substitution locally; when they receive a response from the server, they will be able to
substitute back in the original words based on the substitutions. We describe linguistic
transformation in more detail in Chapter 5.

For the complete functionality of our chatbot, we will not be able to use an off-the-shelf
NLP server. If we were to implement the protocol, we would need to negotiate with
an existing provider to integrate our additions. Unlike most current solutions, we will
not expect to receive a complete textual response. Rather, intent handling rules will be
defined between the client and server, so that once there is a match, the server can send
a control message back to the client, which will prompt it to send back a message to
the user. These control information might be parametrised, as appropriate, to take into
account the contents of the user message. Additionally, if the server requires further
response for clarification, they will send an appropriate control message to the client,
which might either prompt the user to respond, or send the information itself if it had
already been collected.

Our partner server will also need to support decryption of incoming messages. While
an ideal defence against the server disclosing information would be using technolo-
gies such as Fully Homomorphic Encryption or Secure Multiparty computation, to
allow the server to process messages without being given the plaintext, these crypto-
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graphic schemes are still very slow, and thus unsuitable for a real-time problem such
as chat. Thus, we will need the server to decrypt our messages on reception. We de-
signed a transport protocol, based on Onion Routing and Crowds, to anonymously send
our messages through replication between several users’ chatbot clients (described in
Chapter 4). Messages coming into the protocol will be concatenated with ephemeral
public keys, generated by the client, and padding to make the message reach a standard
size. This packet will be encrypted using the server’s public key, and sent off through
the routing protocol. Ephemeral keys are normally maintained for a single message;
however, if the server tries to receive a response to the original query, this will also be
attached to the same key. Since the malicious server would try to indefinitely extend
the survival of a key for better profiling, it is the client that is in charge of determining
how long to maintain a conversation using the same key, based on the matching intent.
Once a new key is used, the identity of the client to the server is renewed. If a server
requires some background information on the user once the key is reset, they will be
able to request it through control messages, to which the client might reply with real
or by substituting with equivalent information. We now describe the two options the
chatbot might use for backend data holding and its “intelligence”.

3.2.3 Backend server

The easiest option for a backend is having a centralised chatbot application server, just
like in Healthbot. This application server would be contacted by the chatbot client and
send encrypted information, based on the parsing and entity extraction conducted by
the NLP server. The purposes of the backend server, besides long term information
storage, are the analysis of the collected data on a single individual, and large scale
analytics conducted on the collective dataset from all users through a central aggregator
service.

Because the chatbot needs to track and analyse historical data entry for an individual
user, it would not be possible to adopt the mitigations discussed for the NLP server.
Therefore, it is necessary to model the server as a trusted, or at least partially trusted
entity. For chatbots dealing with medical data, analysis of other aspects of a patient’s
medical history might also offer some advantages for better inferences. It seems worth
taking advantage of an existing Electronic Health Record. As discussed, one of the
more popular EHR standards is FHIR, and its extension SMART. FHIR allows the col-
lection of a variety of information about patients from different sources. The FHIR
standard is not opinionated about security in itself, but encourages implementation to
safeguard patient data. It provides resource labels at different granularities to enable
fine-grained access control and determine the importance of integrity, to be imple-
mented by the developer. SMART build on this functionality to allow access to data
hosted on the EHR to external applications. It manages users authentication using
the OpenID federated identity standard, and authorisation through the OAuth2 pub-
lic standard. Based on the OAuth2 classification, apps running on mobile phones are
considered public rather than confidential (as they can not be provisioned with a se-
cret at installation time that will be secure against attackers on the same platform),
and standalone (access to resources start from a separate app from outside the EHR
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interface).

Our chatbot provides some data to the EHR under the assumption of trustworthiness,
in that the FHIR server will not leak or tamper with provided health data, and will only
share it with authorised applications. The OpenID Heart working group [161] has set to
develop a standard that will give greater control to the user on what services are able to
access their data, across different institutions and applications. However, if we choose
to trust the EHR, that does not mean the EHR trusts us. OAuth2 defines the need for a
separate authorisation server, which mediates access requests to any FHIR resources.
When launching a standalone application on SMART, it will include a request for
what context - the resources the application is trying to access - are needed by the
app. Authorisation might require user interaction, which could be integrated in the
chatbot by displaying a webview as part of the conversation. This will be recorded by
the authorisation server, so that future requests to resources limited by access control
might be fulfilled.

Despite these assurances, a chatbot developer might choose to model the EHR as ad-
versarial. Rather than sending patient data as collected for storage, they will obfuscate
the data using Differential Privacy. While this will reduce the quality of predictions,
because some level of specificity of the data is lost, it will prevent leakage from be-
ing particularly dangerous, because the distribution of each user data will be altered
to be statistically similar (within the parameters set for differential privacy). Alterna-
tively, the full data might be uploaded for individual user statistics, and scope-limited
for user-only access, and a modified differential-private version made accessible to the
aggregator service to compute on large scale data analytics for all users.

3.2.4 Federated backend

The previously described backend model, while convenient to implement, puts a sig-
nificant amount of trust in the centralised FHIR server. Although users will probably
trust their medical institution to take care of their data and respect their privacy (an
expectation that is not always reasonable [73]), the combined health records of many
different users will provide a valuable target for hackers [41]. To limit the attack sur-
face and remain in control of where their health data is stored, the chatbot client should
be able to keep the data collected locally. In recent years, with mobile device speci-
fications becoming increasingly powerful and techniques like transfer learning [198]
and model distillation [80] increasing in prominence, it has become possible to quickly
run advanced machine learning models on device in relatively short times [83]. But if
this allows the client to compute data on the users’ own information, we now lack the
centralised server’s ability to draw upon other users’ data to compute population scale
statistics.

A first step in this direction has been achieved through Federated Learning. First pro-
posed in [119], Federated Learning proposes a Gradient Descent based model in which
training data is kept on edge devices, such as mobile phones. While each device trains
and maintains a local model, to which it applies local weight batch updates, a cen-
tral model still collects all user weight updates, performs a weighted sum to apply to a
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global model, and redistributes it to all users. Various optimisations on the learning up-
dates can be applied to handle efficiency, crucial when the quantities of data analysed
are large or the training algorithms are computationally intensive [96].

Federated learning would address the weakness in our previous model of relying on
a trusted EHR service. By having a centralised server which never receives any user
data, the risk of a malicious health provider or authorisation errors would be min-
imised. There are however still privacy concerns about the use of these technologies,
as it is still possible to reconstruct some of the input data from the weight changes to
the model [120]. It would be possible for a malicious EHR to intercept the weight
update to each user and “reverse engineer” the training data that must have generated
them. Furthermore, it has been demonstrated that federated learning is much more vul-
nerable to model poisoning (the insertion of malicious training data to force the model
to produce incorrect results) by a single [26] or multiple colluding agents [14], since
the server can not validate that the training data is not malicious. The addition of dif-
ferential privacy to the model [118] still leaves the model vulnerable to such an attack,
although the threshold of compromised nodes necessary to permanently backdoor a
model increases from 1% to 5% .

[19] proposes an alternative solution in a fully decentralised, peer to peer learning
model for classification. Each peer in the protocol broadcasts their local model, scram-
bled using differential privacy, to a few neighbours, and train a randomised block coor-
dinate descent algorithm to converge linearly with the number of broadcasted updates
[215]. Further efficiency improvements can be achieved by switching to a leader /
follower pattern where a set leader nodes, who have better performance, guide the
remaining follower nodes to accelerate convergence [45]. Because of differential pri-
vacy, communications are hidden from any attacker, preventing information leak even
in the face of all peers in the network colluding. This solution slots in well within our
architecture, as we already make use of peer chatbot clients to send information to the
NLP server. Since the field of peer to peer federated learning is still quite novel, it
is uncertain whether it might be possible to scale this technique up to more complex
machine learning tasks. However, considering that deep learning models suffer when
it comes to explainability [167], a quality highly prised in data analysis of healthcare
data [8], it might not be a necessary requirement for a successful healthcare chatbots.

Further analysis will also be needed on how decentralisation affects model poisoning,
since each peer will directly communicate with a fraction of total participants. A po-
tential solution to verify peer’s honesty would be randomly requesting, every so often,
a Zero-knowledge proofs [29] that a weight update sent as part of the learning process
is actually based on honest training results. Removal of a centralised server also shifts
the duty of backing up to the user. For our purposes, each chatbot client need to keep a
full backup of the conversation, per-user data model, and encryption keys. This might
be automated by storing data within the Matrix room, but the user will still have to deal
with key management.
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3.3 Updated Threat model

Our novel architecture iterates on the Healthbot design to prevent much of its Infor-
mation disclosure risks. As in the previous model, the user is not fully trusted because
of the risk of naively revealing too much information. After the client receives the
message or image, it is possible to properly cleanup sensitive information through the
linguistic transformation and metadata removal processes, making the final encrypted
message trusted.

Having limited the capabilities of the server to identify users or the contents of their
communications, the most likely threat of information disclosure is the backend. Spe-
cific care needs to be taken in hosting the service on an EHR provider which has
been audited to properly implement the FHIR standard, and take appropriate security
measures to defend their data, for instance from Elevation of Privilege by other apps’
users. Likewise, the OAuth server needs to be properly secured to adequately han-
dle malicious requests from other applications hosted on the EHR, and the chatbot
app developer needs to set up sufficiently strict access control labels depending on the
sensitivity of the data.

As we stop relying on the infrastructure provided by large tech companies, our system
becomes more brittle to Denial of Service. Our architecture relies on the availability
of the Matrix Homeserver, the EHR and authentication servers, the NLP provider, and
having enough Tor nodes and other chatbot users open to communication. While all
of these actors have reputational incentives in maintaining good up-time, an attacker
compromising any of them could stop the protocol in its track. Additionally, the na-
ture of our routing protocol (described in more detail in Chapter 4) entails increasing
the traffic through the Tor network and the NLP server by several times the number
of messages sent. If the chatbot protocol ended up being adapted at large enough
scale, perhaps through a Sybil attack, it could disrupt communications severely, slow-
ing down responsiveness of the application. Both of these issues would be problematic,
and potentially cause users to stop using the service, since responsiveness is a highly
valued quality in chatbots [135]. On the other hand, the decentralised nature of the
protocol ensures that our application can not be suspended on a whim by a service
provider we rely on.

The chatbot architecture also addresses, to some extent, risks of tampering. Although
communication in Healthbot was encrypted and authenticated during transport, we
have to trust that the Facebook Messenger cryptographic schemes are secure, with
no way of verifying it [171], and after the message leaves our server, we have no
control on how the other providers handle our data, and whether they are able to modify
it. By encrypting and signing all communications we control from the client itself,
even through several layers when employing onion routing, we can ensure that any
information we send will not be modified before it can reach its destination. We should
again be concerned about application running on the FHIR server, as they might serve
the centralised learning model, or update the client, with adversarial machine learning
inputs, as discussed in section 3.2.4.

In our threat analysis we assume that the chatbot developer is acting in the users’ inter-
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Metadata removal (+) Cryptography (+) EHR application (-)

Matrix homeserver (#) Linguisitc transformations (+) OAuth server (#)

user (#) Client (+) FHIR Server (#)

Peer (#) Malicious Peer (#)

NLP server (-)

Encrypted Messages (+)

Encrypted Messages (+)

Message contents (#)

Parametrised message (+)

Image (#)

Message / response (+) Message / response (+)

Message / response (+)

Message / response (+)

Authorisation information (#)

EHR data (-)Authorisation information (#)

Model updates (#)

Figure 3.2: DFD diagram for the anonymous chatbot protocol. While this version shows
a centralised backend, the fully decentralised protocol has a similar structure, but with
the removal of EHR application, OAuth Server and FHIR server entities, and model
parameters being sent to the peers
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est. This does of course not have to be true, but our requirement of the client software
running on a user controlled device allows any malicious activity to be detected by
auditing the running software. To favour this, the chatbot architecture should force
conversation scripts to be available to the user in a plain text format.





Chapter 4

Routing Protocol

This chapter discusses the routing algorithm for the anonymous chatbot protocol de-
scribed in the previous chapter, and its properties, including a threat analysis in terms
of user anonymity. Anonymity is the best way to guarantee that the message is private
from the Natural Language Processing server, because messages need to be necessarily
sent unencrypted, so the content being legible can only harm the sender if the adver-
sary can tell who they are. Since the content of the anonymous messages could still
disclose the identity of the sender, either through explicit information contained in the
text, or implicitly through signalling, we discuss in the next chapter some mitigations
our architecture might employ.

4.1 Formalising Anonymity

[145] outlines informal definitions for various concepts in anonymous networks. For
our purposes we are interested in Sender Anonymity, and Sender Unlinkability. Other
properties, such as relationship unlinkability or receiver anonymity do not apply to
our protocol, since we have a unique well-known receiver which all clients will be
talking to. These properties were formalised by [12] in their AnoA framework for
anonymous communication. In AnoA, inputs to the protocol are modelled as a table,
each row representing a list of successive messages sent from a Sender to a Receiver,
along with some auxiliary information. For a probabilistic adversary bound in polyno-
mial time (PTT) who can choose input tables that only differ in one row whose only
distinguishing feature is a different sender (the challenge row), a protocol achieves
indistinguishability-based Computational Differential Privacy if the adversary fails to
distinguish the two tables. This is a stronger assumption than in [124], where there
are no restrictions on the Challenge Row, because if the message is distinct for the two
senders, it might already provide some identifying information. Given a challenger
oracle CH(P ,α,b) for protocol P , adjacency function α and that adversary A can call
on to select a response 0 or 1 to choose between two input tables, (ε,δ)−α-IND-CDP
is defined as

Pr[b = 0 : b← AP ,α,0]≤ eε ·Pr[b = 0 : b← AP ,α,1]+δ

37
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The adjacency function takes two tables and returns either a error token or a modi-
fied version of the tables, and varies based on the anonymity property analysed. The
challenger oracle, upon receiving the message tables D0,D1, will run (D′0,D

′
1) ←

α(D0,D1) and execute P on Db, forwarding all the messages it outputs to A .

In this model, the adjacency function for sender anonymity returns an error for all
cases where the sender of the challenge rows are not the same, and the original tables
otherwise. For sender unlinkability, the adjacency function will randomly select one of
two senders for either challenge row. In Tor, a partially global passive adversary is able
to break the two properties only for the distinguishing event Dα where they control
the Tor circuit’s entry node, for the sender’s message and for both messages in the
challenge row respectively [190]. For a network of n nodes where k are compromised
by the adversary, if the probability of any node being selected as the start of a circuit
is uniform, the probability of the distinguishing event for sender anonymity of the

entry node being compromised is Pr[DSA] = 1− (n−1
k )
(n

k)
= k

n . For sender unlinkability

the distinguishing event involves two Tor nodes being broken, so Pr[DSU ] = Pr[DSA] ·
Pr[DSA] = ( k

n)
2.

Our strong adversary can issue the same message multiple times, changing circuit for
each message until the entry node is one of the k corrupted ones. To prevent this family
of attack, Tor circuits use entry guards, a set of nodes chosen for their bandwidth
availability to serve as entry points for all circuits a user establishes [59]. A list of
entry guards is kept by the client for a long duration of time, so that in that period, if
no malicious node is chosen as a guard, there will be no risk of being compromised.
However, if a node chosen as entry node is corrupted, there will be a high probability
to pick a circuit with a corrupted entry point for the duration of that entry guard cycle.
If the set of entry guard nodes has size m, the probability of the distinguishing event for

sender anonymity becomes 1− (n−m
k )
(n

k)
. If entry guards are replaced after a maximum of

l sessions, and the user initiates d session, the probability gets bounded by 1− (n−d d
l em

k )
(n

k)
.

4.2 A more anonymous chat routing protocol

Unlike the AnoA adversary as modelled in the previous section, chatbot users in our
protocol do not have the benefit of undecipherability when going against the Natural
Processing server as an adversary. It is possible than that a message may contain
identifying information about whom the sender is. While some more egregious data
could be scrubbed on the client-side using automated filters, over time the server might
build up enough information about what kind of messages it receives to identify who
a user is from contextual information.

Our proposed solution adapts the Crowds anonymity protocol [160], replicating each
message from several nodes and sending its copies in a shuffled order. Unlike Crowds,
messages will not be just forwarded to a different peer, but will duplicated as well, so
that the adversary will receive multiple copies of the same message. We also improve
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over Crowds by transporting each peer to peer communication through Onion Routing,
which prevents, in most cases, local peers from knowing who they talked to, and active
attacks through the integrity properties of Onion Routing. The addition of artificial
delays to transport times protects the protocol against timing attacks. We consider a
scenario of a powerful global adversary. In reality the Natural Language Processing
server would most likely be a local, passive adversary, but we consider the case where
it has been compromised by another, more powerful active adversary with a larger view
of the network. We assume that the adversary is merely curious and its responses to the
chatbot will not be malicious; if the server was not trying to fulfil its primary purpose,
a sophisticated client application might detect it, and compromise the reputation of its
service. Additionally, the adversary might be colluding with both c chat clients in the
protocol and k Tor nodes that are not participating in the chat protocol but are merely
part of our transport layer. Later, we will also address the possibility of more powerful
adversaries.

Our solution relies on four parameters, δ, δ′, ρ, ρ′. We illustrate its behaviour with an
example, describing a conversation (an exchange of messages) between a user Alice
and her chatbot.

4.2.1 Description

User Alice wants to send a message to the chatbot. She has a long term master key
she can use to generate ephemeral public-private key pairs; she generates one such
and appends the public key to the message. Alice then encrypts her message+key pair
using the server’s public key. After waiting for some time in the range 0–δ, it sends
the message to the NLP server using a newly established Tor circuit. Concurrently, it
also chooses to send the message to another chat client, an event we call χ (equivalent
to Crowds’ p f ), with probability ρ. The client receives the message, which it won’t be
able to read (since it’s encrypted with the server’s private key), stores it, and forwards
it through a new Tor circuit to the server, after a delay between 0 and δ milliseconds.
It might also choose to forward it to yet another client with probability ρ. Having
received the forwarded message, this different client will also forward it, after a delay
of 0 and δ milliseconds, to a new client, and also send it to the server. The message
will keep getting forwarded between chat clients who also send it to the server, until
event ¬χ happens.

The server, having received all these messages, will run for each one intent parsing,
generate a parametrised response, encrypt it to the attached ephemeral public key, store
the triple (plain text, public key, response object), and send it back through the same
Tor circuit from which it was sent. Any peer who receives the response, other than
Alice with her private key, will not be able to decrypt it. If the server requires a follow-
up response, Alice’s client can send another message using the same public key, if it
deems the request warrants one; otherwise, her next message will use a new ephemeral
key. Every message Alice sends runs through a new circuit, and the order of peers
each client sends messages to is chosen randomly. For every message received by a
peer, after waiting an arbitrary amount of time smaller than δ′, which is chosen to be
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much larger than δ, it sends the message to the server a second time, with probability
ρ′, typically smaller than ρ, through a different Tor circuit than the first time. By this
point the server might have already sent a response, so it will retrieve the stored triple
and send it along this new route, since it can’t know if this is in fact the original sender.

4.2.2 Analysis

In the described protocol, the NLP server can only identify the source of an individual
message by breaking sender anonymity, by corrupting both the entry and exit nodes
in a Tor circuitr. Alternatively, in the case where the only traffic sent from the client’s
IP address goes to the chatbot, it might be possible to drop all traffic passing through
their node, to force the establishment of a new circuit (Selective Denial of Service
attack) [9]. Additionally, it must break sender unlinkability, to be able to distinguish
whether the sender had been replicating a message sent from a different peer, or if it
was the original sender, giving the user a degree of plausible deniability (even if the
first node used by Alice is corrupted, she can just lie saying she received the message
from another user). The random probability in distributing the packet to a peer means
that a colluding peer will not know at what stage in the protocol they were to receive
the message, and adding a delay before sending the message to the server ensures
that the originator message is not always the first to be received. Additionally, neither
the server nor any of the peers can be provided with a full list of all clients active at
any one point, because of the decentralised nature of the protocol. Clients will learn
about the location of other participants to forward their message to by using a gossip
protocol [27].

A rational adversary would stop the propagation of a message from being forwarded by
one of the clients they controlled. Assuming that is the case, for a Tor network with n
nodes and g peers, an adversary that corrupts k nodes and c peers will have probability
of a single peer receiving a message from another peer P(χ,¬A) = ρ · (1− c

g), where
A is the event where the sending node is controlled by the adversary and chooses not
to forward the message. Given the independence of χ and A, as a negative binomial
distribution, the probability of a message being forwarded b times is thus

P(χ,¬A)b(P(¬χ)+P(χ,A)) = (ρ · (1− c
g
))b(1−ρ+ρ

c
g
)

This count will additionally grow by i for binomial distribution(
b
i

)
(ρ′ ·1− c

g
)i(1−ρ

′+ρ
′ c
g
)b−i

For an adversary to learn the identity of the original senders, it is necessary that b = 1
and i < 2, and that for all such connections both the entry and exit nodes are corrupt.
Thus, the probability of detection is

((
k
n
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g
))(1−ρ+ρ
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g
)) · (((k

n
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′+ρ
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4.2.3 Issues

Given its odds as described above, the adversary can increase its probability of detec-
tion by initiating a Sybil attack, by adding new nodes to the Tor network or creating
fake chat client programs. Since only centralised systems can perfectly defend from
Sybil attacks [57], Tor and our protocol are both vulnerable. However, a large scale
Sybil attack is expensive, since running a decoy Tor node has severe computational
constraints: all nodes need to be running at full CPU and network utilisation, it takes
several days before they are flagged as stable, and they need to be placed in separate
\16 network ranges to be included within the same circuit. The sybilhunter program
[213] uses features such as network churn, server uptime, fingerprinting on the onion
service relay address, and nearest neighbourhood classification, to detect suspicious
activity that might indicate such an attack. To defend from the addition of attacker-
controlled chatbot clients, it could be possible to add a form of computational con-
straint to our protocol, whereby the addition of a new peer would require some cost,
trivial for one user but expensive at scale. This could be a network or computational
cost, such as solving a cryptographic problem similar to Bitcoin’s proof of work [128],
or a monetary one. We could also attempt to authenticate chatbot users as being hu-
mans, by presenting them with a challenge similar to CAPTCHA [205] at signup. This
should be administered periodically, as to prevent the attack from subverting already
authenticated clients.

Our protocol favours anonymity at the cost of redundancy: each message can be re-
peated multiple times, and for each message replication a new Tor circuit needs to
be established. From a network perspective, the cost could probably be shouldered,
since the latest reports [195] put the current network capacity of the Tor network at
three times its current traffic. Even if the addition of this new chat application became
highly used, causing the amount of traffic of the Tor network to increase significantly
(which would require a very high number of users, since most communication would
be text, small in size compared to images or media), and even if the level of Tor nodes
remained constant (which would go against the current growth trends [9]), there are
many simple measures developed, as part of the many existing network protocol that
we could adopt, to reduce congestion, an issue that the Tor protocol does not prevent
by itself [122].

The bigger bottleneck will then be the NLP server. If the chatbot obtains enough users,
replicating the message several times would make the server busier than it expects. In
this case, it might be necessary for clients to send a small probe to the server to check
if the message queue is too busy, before sending a message that might get dropped.
Modern cloud computing architectures use a server-less model, where they rely on a
large cloud service vendor to provide as much infrastructure as they require to scale the
product; a NLP provider using this kind of architecture should then be able to handle
an increase in network traffic, from a technical perspective. From the economics side
however, it is not certain that there are incentives to provide the service, since the cost
of a higher capacity cloud function would increase and the amount of interesting (for-
profit) data mining is already smaller than in a typical chatbot. As with many existing
privacy-first companies, this might be addressed by providing the service provider of-
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fering a more limited free tier, and more expensive paid options for large vendors, in
the hope of falling in the niche market area. Alternatively, if this protocol or some-
thing similar was standardised by an international standard setting body, there could
be a legislative effort to force vendors to provide their services in compliance with the
protocol, especially when dealing with sensitive medical data.

In addition to adversaries who control Tor relays, a class of attack might be led by
network adversaries, Autonomous Systems (ASes) or Internet eXchange Providers
(IXPs). [179] shows that these adversaries have a significant chance to compromise
a Tor user. While there are some proposals that might limit their impact [84], our pro-
tocol still requires an attacker to also control a significant portion of chat client nodes,
since deanonymising the user still provides plausible deniability that their message was
not the first being sent.

For a global adversary, who considers the Tor network as a black box from which it
observes all inputs and outputs, if the only network traffic going through clients is mes-
sages related to the protocol, it becomes trivial to identify the original message sender,
since they will be the first to send a request to the network, either for sending the mes-
sage to the NLP server or to forward it to another node, without having received an
incoming message in recent times. That kind of behaviour could be attributed to a
delayed message sending, but the probability of that happening is much lower. If the
network is very active, the same client might be selected as a message forwarder by
other users even while producing its own message, therefore hiding its original outgo-
ing traffic between that of another client. As the network scales, it will be necessary for
a certain number of messages per user to be sent near-simultaneously, to appropriately
hide the traffic. As chatbots can suffer from engagement dips due to small attention
spans of users, it might also be necessary to enlist other networked functionalities of
the chatbot to go through the Tor network. For instance, it might be ideal to request
model updates from other clients some point before a message is sent (when the user
opens the client or starts typing a long message). The Peer-to-peer communication cre-
ated through the various nodes, combined with the time delays added to the message,
might be able to hide from a timing analysis the source of the message. This will also
make sender anonymity useless for the partially global adversary we have analysed so
far, since the data coming in from the peer could be addressed to any service and not
necessarily the NLP server; it will thus be necessary to break relationship anonymity
as well.
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Natural language alterations

We have described how our theoretical chatbot protocol would be able to send mes-
sages anonymously to an adversarial Natural Language Processing server, without be-
ing identified on a protocol level. Any measures we have taken would be easily de-
feated if the adversary could guess our identity from the message itself. In this chapter,
after some background on the relevant topics in the Natural Language Processing lit-
erature, we describe both what kind of processing an adversarial server might conduct,
and mitigations we could apply as part of our chatbot.

5.1 Background

The development of chatbots is rooted in the history of Natural Language Processing
(NLP). For a background on the field and recent developments, we refer the reader to
our first report [108].

Many solutions of NLP problems require the use of Language Model, a probability
distribution over all sequences of words in a sentence. Traditional language models
have been based on n-grams, counts of all sequences of n words appearing in the
language corpus [48]. More recently, neural network based models have been trained
as probabilistic classifiers [22]. A particular class of Neural Networks that has proven
particularly apt for the task is Recurrent Neural Networks (RNN), and their Long short-
term memory (LSTM) implementation in particular [89]. These networks efficiently
process sequences by keeping a record of training data they have already processed
and feeding it as an input to successive phases of training, alongside the new words in
the sequence.

Advances in transfer learning in the last year promise to push the boundaries of the
state of the art for language modelling. We begin by describing how recent models can
be used for pretraining, and follow with specific relevant tasks.

43
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5.1.1 Pretraining Language models

Since the development of the Word2vec [123] model and the GloVe algorithm [143],
word embeddings (vector representation of word features) have been used to perform
“shallow” learning on Neural models. Only in 2018, several concurrent developments
came to fruition. ELMo [144] is a bidirectional LSTM language model which was used
contextualise word embeddings based on the sentence they were in. ULMFiT [82]
adopted fine-tuning on a task specific corpus as an intermediate step between pretrain-
ing and the actual task. The OpenAI Transformer (GPT [154] and the infamous [153]
GPT-2 [155]) adapted the decoder from a popular machine translation architecture
[153], which performed better than LSTMs in handling long term dependencies, to
learn language modelling tasks, performed through specific input transformations.

Finally, BERT [52] closed the gap between these models by adding bidirectional en-
coding to the transformer architecture. The BERT pretrained models (the base model
comparable to the OpenAI transformer in size, and the 3 times bigger BERTLARGE) are
trained by artificially replacing 15% of words in the input with a mask or an alternative
word (an adaption of the Cloze task described in section 5.1.3), to avoid training to
be conditioned by the rest of the sentence. It can be optionally fine-tuned to a spe-
cific task. BERT-based models were found to perform well in most language tasks,
breaking the state-of-the-art results for tasks in question understanding and answering,
classification, language inference, sentiment analysis, acceptability, semantic similar-
ity, paraphrasing, and recognising entailment.

5.1.2 Named Entity Recognition

The Named Entity Recognition (NER) task in NLP requires automatically tagging the
components of a sentence in unstructured text as belonging to a certain class.

Classically, NER is seen as a sequential prediction model, and a popular solution has
been the use of Conditional Random Fields (CRFs) [97], a further improvement over
the precedent Hidden Markov Models [152]. CRFs define a set of feature functions,
based on linguistic properties of the sentence, and assign a score to each word by taking
the weighted sum of each function. Feature functions take into account the position
within a sequence and the current label of the current and previous word. Gradient
descent can be used to learn the optimal weights for each function, and from there an
optimal labelling of the sentence. [158] improve over the classic algorithms by refining
the sentence tagging to include multi-token chunks, and integrating contextual features
aggregation (large windows of tokens surrounding a word). Their initial prediction on
the corpus was then fed back into the system for another pass, which took into account
the history of predictions up to that point.

More recently, a variety of Neural architectures, mostly based on LSTMs, have pushed
the performance on this task [103]. But even the best results, using ELMO, are outper-
formed by a simple model trained on BERT [88].
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5.1.3 Word replacement

The task of lexical substitution is that of selecting a word that can act as a replacement
for another one, without altering the meaning of the sentence, originally defined as an
intermediate step for Word Sense disambiguation [112]. A simple lexical substitution
method might involve the use of a thesaurus, such as WordNet, to substitute the target
word with a synonym or a hypernym. However, this might not always result in a suc-
cessful substitution, and likewise specific sentences might justify the use of a word that
is not normally associated with the target, based on the construction of the thesaurus
[191]. Participants of the SemEval 2007 challenge [113] all used systems based on n-
gram distribution counts from large corpora [114], which achieved best performances
of no better than 20%. Later, [121] used skip-grams (an extension of n-gram models
for non-consecutive words) to create a contextual embedding for word2vec, which was
used as a substitutability metric to assess replacements.

A parallel task is the Cloze test, (first described in [192]), an exercise for replacing a
blank space in a sentence with a fitting word or expression, as a measure of readability
of a sentence in humans. It has been suggested human solve the Cloze task by applying
something akin to an n-gram probability model [177]. The Cloze test is not a common
task for NLP researchers to attempt, although Cloze-style datasets are often used as the
basis for metrics of sentence or story comprehension [173]. While the task might be
solved by applying a language model, there is an additional subtlety in that the word
that needs to be guessed is not at the end, but in the middle of a sentence, making the
use of bi-directional language model appropriate [175].

Usage of the Cloze test was adopted in BERT, under the name of masked language
model, to prevent the bidirectional language transformer from overfitting on the words
of the training sequences. In this setting, 12% of all training inputs were replaced with
the [MASKED] token, while 3% were substituted with a simple word. The original
BERT training was run over 10 million epochs and achieved an accuracy of 84%.
Although evaluations of BERT as a language model are sparse, it is found to score
well under diversity as a Markov Random Field model, if not in quality [209].

5.2 Attacker model

The NLP server is a very powerful adversary, in that it stores numerous messages
from many users, potentially across many applications. The more the service is used,
the more information it can gather. Having available state-of-the-art natural language
tools, it will be able to conduct large scale data analysis on the collected data.

Modelling attacks from an adversary depend on what its goals are. While our protocol
is trying to defend the sender’s anonymity, our ultimate goal is not revealing infor-
mation about them to preserve privacy. If the adversary wants to build a complete
history of all data a user sent to the model, they will try to use author identification
to determine the provenance of each message. A first step in doing that might be au-
thor attribution to limit the pool of possible senders. This task might also constitute
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the attack for an active adversary, who wants to send personalised ads to the chatbot
user, and is willing to modify its responses to include marketing messages, explicitly
or subliminally, based on the user’s demographics and personality attributes.

Identifying users from chatbot messages is not an easy task. Online documents are
generally short and poorly written [32] there is no agreement among researchers re-
garding which features yield the best results; in fact, more features might be a waste of
resources because they provide little useful information.

One obvious way for the attacker to gain information is the user explicitly stating it.
Since the NLP server is trying to learn intents, it will be able to recognise whether a
slot contains deanonymising information, or it can be used to reconstruct some. Users
sending sensitive information under the impression that they will be anonymous are
not guaranteed to stay so, considering how the server might have access to another
resource to correlate the information entered. For instance, a server seeking to identify
the dietary records of users might fingerprint them by linking their anonymous food
logging messages with their credit card activity or their supermarket loyalty cards.

5.2.1 Stylometry

Another risk facing anonymous chatbot users is stylometry, the practice of quantita-
tively analysing the style of a text by describing its linguistic properties. While no
single scholar can be attributed with the development of stylometry [81], the first no-
table case was Wincenty Lutosławski’s chronology of Plato’s dialogues [141]. Later,
computer stylometry can be traced to [126]’s work on the Federalist Papers. The main
tasks within stylometry are authorship attribution, authorship verification, authorship
profiling, stylochronometry (the study of changes in style over time), and adversarial
stylometry [132]

While stylometric techniques mentioned can be used to improve security, such as [33]’s
proposal to use authorship verification as a continuous authentication method, there
are valid concerns that they might lead to the deanonymisation of private messages, or
automatic profiling. The FBI even suggests [50] classifying writing style as a biometric
characteristic, and stylometry has been used in US and UK courts as evidence [43, 23]

Recent attention has been given to the application of stylometry to the study of online
content for authorship verification [163], attribution and characterisation [90], and in-
stant messaging in particular. [137] use “ syntactic and structural layout traits, patterns
of vocabulary usage, unusual language usage, and stylistic features” to uniquely iden-
tify (with over 60% accuracy) the sender of a message. Later, [156] used unigrams
for authorship detections, and achieved almost 90% accuracy by stacking multiple
SMS together, effectively increasing the document size. However, they also noted
how increasing the number of authors in the corpus lowers the percentage of correctly
identifying a message. This is a plausible result, considering that the probability of a
determined unigram count being high increases with the number of authors, and will
apply to most kind of stylometric features [132], unless the classifiers is specifically
designed to handle larger datasets [129]. Within the task of authorship characterisation
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in SMS, [201] achieved best performances (85% for gender, 64% for age, and 53%
on the joint distribution) using a combination of word unigrams and character bigram,
trigram and 4-grams to detect age and gender. Taking into account word n-grams of
greater length actually reduced performance.

5.3 Mitigations

As a defence from fingerprinting based on sensitive information, the chatbot client will
need to detect the information and replace it with a syntactically equivalent sentence,
as to preserve the functionality on the servers’ NLP tasks.

The simplest approach would be detecting the sensitive words through NER, and re-
placing them with a standard “null” word in the same category (or several, which are
periodically cycled through for substitutions). This would not fool our sophisticated
adversary, since even a simple language model could detect words not fitting appro-
priately in the right context. It is difficult to say how well the adversary could retrieve
the original substituted word from context; a technique to assess this is provided in
[67], but it requires a human generated training corpus. It seems plausible that, using
the vast arrays of computational power to it available, the server might be able to ac-
complish this task with reasonable certainty. Therefore, it will be necessary to equip
the chatbot client with its own language model to generate plausible substitutions to
go undetected by the adversary, while keeping within the constraints of running on a
device with limited power. Once all words in a message are detected and a plausible
substitution is generated, the pair of original word to replacement would be added to a
local dictionary data structure. Then, the message would be sent to the server, which
would parse the message and return an appropriate response data object, including the
parsed intent, its parameters, and any additional commands to execute. The parameters
received will include reference to the replaced words; these can then be replaced with
the original word and used to construct a reply for the user.

Preventing the adversary from extracting information from the chatbot can be ad-
dressed at the client level, but also requires careful design decisions from the chatbot
application developer. When writing the script for chatbot intents, some considera-
tions need to be made to not include any conversations thread where the user might
include unpredictable private information. Even if the chatbot client will try to auto-
matically remove domain specific sensitive information, because the processing power
and language modelling tools available to the chatbot will always be inferior to the
adversary’s, it will never be possible to perfectly remove all sensitive information.

The other approach is to protect the sender anonymity through adversarial stylometry.
We are still constrained in terms of what resources are available to the client for this
task. Approaches to author obfuscation have been developed to use manual, computer
assisted and automatic methods. [31] found that human subjects perform successful
authorship obfuscation by “dumbing down” their language (shortening sentences, us-
ing words with fewer syllables etc). While this approach works well for longer texts,
it would not be as effective for instant messaging, because they generally present sim-



48 Chapter 5. Natural language alterations

ilar characteristics already. On the other hand, [79] found that teenagers’ expressivity
when writing is context dependant, and is generally less explicit when using instant
messaging application, suggesting that users could be trained to effectively self-censor
their own stylistic attributes. There are risks, however, that this kind of artificial re-
strictions on the utterances might impact how honestly the user will interact with the
chatbot agent, which could be harmful for some e-health applications. [116] develop
an open source toolchain for research in adversarial stylometric tracking and defence,
Anonymouth, which shows words to remove and words to add while the text is being
composed. Similarly, the Nondescript web app guides user in removing stylometri-
cally significant information from their documents [51]. It is unclear how well such a
system would apply to usage in a chat setting. Even if recommendations were neatly
integrated in the interface to the chat program, users would be to some extent impaired
in their ability to conduct a conversation if sufficiently slowed down. Thus, a seamless
experience would only be a guaranteed by an automated system. [157] first proposed
the usage of two-way machine translation to take advantage of information loss in the
translation models to provide a plausible sentence paraphrase without loss of meaning.
The feature was then added in recent versions of Anonymouth [117]. Automatic phrase
transformations through synonym replacement was also shown to have some success
[93], with further performance increases through Transformer-based style transfer, at
the cost of preserving the sentences’ meanings [62]. However, [60] found that a learned
representation of linguistic tasks would still encode demographic information about
the authors, even when trying to use machine learning techniques such as adversarial
training to limit it.

Measuring the effectiveness of these techniques is challenging, especially since the
adversary might try to hide its capabilities from us. Most Machine Translation methods
rely on a corpus of existing translations to provide an evaluation. If we choose to
model our task as such (translating from text with a particular style to text with lack
of defining style, or using a different style), we can evaluate any proposed solutions
in terms of the Extended-Brennan-Greenstadt adversarial corpus [7], which contains
text samples and an equivalent obfuscated or imitation text. Other evaluation methods
have been proposed, such as [184]’s evaluation of different offensive and defensive
language modelling strategies in terms of how cryptographic protocols are evaluated,
through an adversarial game where one player is trying to generate plausible text, and
the other tries to detect forgeries using linguistic phenomena that will only occur in
the real data. [148] formulates standard metrics for author obfuscation: a produced
text should be safe (hard for an adversary to reconstruct its original style), sound (the
meaning from the original text should be preserved) and sensible (it should be obvious
that the text has not been replaced artificially). A combination of these metrics will be
needed to evaluate the appropriateness of any method employed in our protocol.



Chapter 6

Evaluation

In this section, we attempt to validate the effectiveness of our system by conducting
tests on some of its components.

It should be noted that in order to analyse a complex system, it is not sufficient to test
its parts separately, but their interaction needs to be assessed as well. This is particu-
larly difficult when human interaction is involved, as human agents are unpredictable.
Some behaviour can be captured through experimenting with human participants, but
at a limited scale, so the development of an expert system to simulate the user be-
haviour might be required [212]. Additionally, security applications need to model the
adversary’s capabilities. While adversarial modelling on a network and cryptographic
level is well understood [55], and techniques have been developed to produce auto-
matic tests of security properties [170], the field of modelling adversaries from the
Natural Language perspective is still relatively novel. Because development of secure
protocols is error prone, stronger assurances can be had through formal verification,
for which several formalisations have been developed [28, 35, 40].

6.1 Routing

While we have developed analytically the probability of the adversary breaking the
anonymity of a chatbot user in terms of the network size and variables ρ and δ, the
choice of parameters has not been discussed. In particular, we need to find what is
an acceptable value of ρ such that the probability of breaking anonymity is acceptably
low, while the number of messages received by the server is sustainable. Additionally,
the delay δ, while it does not play directly in the probability of breaking a connection,
needs to be large enough to prevent timing attacks; but it can not be too large, since
to produce an effective chatbot, a system with human-like performance in replying
to messages is necessary, hence total round trip latency can only be limited to a few
seconds [127]. We therefore have to test the performance of our protocol for a variation
of parameters.

There are ethical issues when trying to analyse a live anonymity system such as Tor

49



50 Chapter 6. Evaluation

[102], besides the technical challenge of distributing an instrumented version of the Tor
client to be run by all nodes. Although it is possible to verify design choices using a
theoretical model, these will inevitably be limited in scope [85, 13] and require further
practical experimentation. The Tor project has been developing Chutney, a method to
automatically configure and launch a private test Tor network of arbitrary size [194].
Chutney is relatively easy to set up, requiring only the download of the Tor source
code. We were quickly able to generate and run some test networks, and customise
their topology. However, the API for the tool is still severely limited, and controls
to specify the quantity of network traffic for each node to send are still very coarse
grained.

Multiple research-oriented distributed overlay networks have been used in the past for
Tor research (DETERLab, EmuLab, PlanetLab), but they have severe limitations in
term of applications that can be run and resource availability [178]. To test the pro-
tocol at scale without significant hardware requirements, experiment with different
variables, and obtain reproducible results, it is appropriate to reproduce the behaviour
of the network algorithmically, and observe the results. There are two approaches,
simulation and emulation: simulations simplify the behaviour of a protocol while try-
ing to obtain similar results, and emulation attempts to reproduce all functionality in
real time using virtual nodes, at significant performance costs. Emulation programs
include ExperimenTor [18] and SNEAC [182], while COGS [59] and Tor Path Simu-
lator [87] (limited in scope to modelling path selection in routing) have been used in
previous studies. None of these tools seem to still be in active development, except for
the SNEAC-based NetMirage emulator [200], which is still in beta, and the Shadow
simulation tool.

Shadow [86] is a discrete-event network simulator tool which provides several dynam-
ically loaded plugins to run experiments on various network protocols, and whose Tor
interface (previously named Scallion) runs actual Tor code to accurately simulate its
performance. There are several Shadow distributions available for use. Despite this,
our attempts to successfully run the simulator were severely frustrated. We were unable
to successfully deploy the Docker and AWS images, due to outdated package distribu-
tions. Compiling from sources required the installation of GCC debug systems and an
older CMake version, the combination of which proved to be very hard to obtain on
any systems we had access to. We were only able to deploy the software on a Vagrant
virtual machine, but resources available on the host system were not sufficient to run
any useful simulations. To obtain a good semblance of fidelity, a successful Shadow
simulation would require a far larger amount of resources than what was available to
us.

It is quite concerning that running any interesting experiment on Tor would take the
amount of effort that we went through, and more. Being such a critical service for
a large population which requires anonymity to protect their very lives, it should be
expected for researchers to be able to easily deploy and test networks in a safe envi-
ronment.
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6.2 Natural language alterations

We performed some experiments to evaluate the effectiveness of the Natural Language
obfuscation tools presented in chapter 5.

6.2.1 Word substitution

We first attempted to implement a simple tool to filter food words from a message,
and replace with a chosen standard null word. This required, as a first step, a tool
to detect which words in a sentence are food. Since the problem of modelling food
words has not been extensively explored, our original approach for Healthbot involved
using a hard-coded word list, combined with a catchall approach based on the intent
scripts and sentence syntax. The first solution produced too many false negatives, and
the latter too many false positives. For the word replacement tool, we attempted to
solve the problem using Named Entity Recognition. Initial results were provided by
[204], which uses the CRF plugin for scikit-learn [142], trained on a dataset of restau-
rant reviews from the Yelp website, which have been manually tagged to identify food
words. Training features for the CRF include the word, its ending, part of speech tag,
and neighbouring vocabulary; and the limited-memory BFGS optimisation algorithm
[38] was used for training. To address the fact that Yelp review would only contain
prepared, restaurant food within its dataset, in our first experiment, we retrained the
model to take into account home cooked food, using cookbooks from [1], a collec-
tion of machine-readable historical cookbooks. For our training, we used the naive
assumption that the text within the ingredient tags could be considered as food.

Based on this NER model, we built a simple filtering tool that would run the CRF
model to tag each word in a message sentence as Food or Other. Every occurrence
of a Food-tagged word (or a sequence of them) would then be replaced by a stan-
dard null-word. We tested the effectiveness of this model using randomly chosen food
world broccoli, by filtering the experiment data captured during the testing of Health-
bot [108].

From a dataset of 2895 messages, our model inserted the null word broccoli into 1160
messages, for a total of 2275 substitutions. Since the Healthbot dataset is untagged,
it is difficult to evaluate its effectiveness. As an indicative test, we selected a small
sample of 36 messages containing 392 words overall. For this sample set, the F1 score,
a standard metric in NLP tasks that balances the precision and recall of a system (in
our case, the proportion of replaced words that were actually food in the original, as
opposed to the proportion of actual food words that were successfully replaced) to be

2 · Precision ·Recall
Precision+Recall

= 2 ·0.42 ·0.70.42+0.7 = 0.525

.

Examining the resulting sentences, we can observe that the model has some limited
understanding of words related to food, with most ingredients being correctly replaced,
as well as words that are not directly foods but could be considered as “close” to
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food in a Word2vec model get. However, reading some sentence, it becomes painfully
obvious that they are not natural language (for instance, the model produced sentence
“For lunch, I had broccoli and broccoli with broccoli”). A weakness of this CRF
implementation was the tagging scheme in the training data; rather than using the
classic BIO scheme (Beginning for the first word in an entity, Inside for any further
words, Outside for words that are not), it simplified to a simple Inside/Outside tag.
Thus, composite words, which our cookbook dataset abounded with, were all used
as food words in training, when instead some of them only assumed the meaning of
food when combined with other words. For instance, a frequent word that appeared in
the ingredients tag was cup, as a measurement tool. But since our CRF tagged it as
Inside, sentences like “I had a cup”, which referred to measuring the quantity of some
food previously logged, were incorrectly translated as “I had a broccoli”. Further,
weaknesses in the tagging caused a sentence like “I just ate some Indian food” to be
translated to “I just ate some Indian broccoli”. While here the word food is correctly
detected as a food word, the word Indian, which was not usually tagged as Inside, is
ignored. This doesn’t satisfy our purposes, because the adversary will be easily able to
retrieve what the original assertion was.

Luckily, it is very easy to modify the tagged dataset to include the full BIO training
scheme. Having done so, we produced a second language replacement tool, by train-
ing a NER classifier on top of BERT. We finetuned the BERT large uncased model
to a dataset of 1M entries from Yelp and the cookbooks, using code adapted from
[197]. After 5 epochs, validation accuracy reached 98%, so we stopped training; this
produced an F1 score of 0.90. We then used this model to replace food words in our
Healthbot dataset. Out of our 2831 messages, 1041 had at least a word replaced, for
a total of 2180, a slightly more conservative quantity than the CRF model. Again,
we selected a random sample of 36 messages, which contained 412 total words, and
computed the F1 score to be

2 · 0.4 ·0.63
0.4+0.63

= 0.491

Despite the high accuracy the model achieves on the validation set, the performance of
the model is almost equivalent, if not worse. Of course, we could have just been un-
lucky in picking the 36 messages to evaluate, so further more sophisticated evaluations
will be needed. A cursory pass through a larger quantity of substituted messages seem
to produce better results, so perhaps the F1 score is not a good metric for our task.

We then attempted to produce better word substitutions based on context. In order to
do this, we used the language modelling capabilities of BERT to produce suitable re-
placements on the masked out words we removed through NER. Our first attempt to
do this used the BERT large uncased model, without fine-tuning. We run the classifier
for 1000 epochs, producing a 12% rate of matching the correct word. Because of high
traffic on the GPU cluster at this time, we had to training this model on a CPU machine,
which took more than a week; therefore, we had to limit our next model using fine-
tuning to 100 epochs of training. This resulted in a 5% match rate. Having a low match
is actually good for our hiding protocol, because we don’t want the language replace-
ment to reproduce the original word. However, the produced replacements severely
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altered the syntax of the sentence, with many food words being replaced by punc-
tuation. We attribute these results to our low quality dataset. Further work in food
classification and replacement will need to source better datasets, or to apply more
sophisticated preprocessing techniques.

6.2.2 Stylometric analysis

We also wanted to test how identifiable Healthbot users were. To do so, we per-
formed some experiments on our dataset using a popular stylometry detection tool,
JStylo [115].

JStylo provides a graphical user interface to conduct a variety of experiments on a
multiple author dataset, with many options to choose configurations and features. We
did not expect our small corpus to produce excellent results, but we wanted to get a
lower bound on how easy it would be to identify authorship within our small set of 11
chatbot users.

We conducted multiple experiments based on the techniques described in [201] and
[156], running k-fold validation on our entire dataset using the AdaBoost [169] and
Support Vector Machines (SVM) [186] learning algorithms. As features, we chose
word frequency, top character bi-gram and tri-gram (four-grams not being available in
JStylo). We also attempted using other learning algorithms, such as Neural Networks,
but the JStylo implementation failed to produce a result in a timely manner.

Our best accuracy, 71.49%, was provided by running AdaBoost using both word and
character n-gram frequency on single message documents, and stacking messages in
documents of 10 each resulting in a very close second for word only characteristics
(as in [156]) with 71.32%. SVMs performance was also very close, with values rang-
ing from 71.03% to 68.38%. However, for this learning algorithm, character n-gram
seemed to have no effect, with results between model being very close despite the
addition of that feature.

Our results should not be viewed as comprehensive benchmark, as we only explored
a narrow set of algorithms and their parameters, features and document sizes. The
relatively high results produced with low effort should be enough to argue that users
interacting with a regular chatbot are highly identifiable, and taking the precaution of
using stylometric obfuscation is necessary to ensure anonymity. Further studies should
take advantage of the powerful nature of the Jstylo framework for stylometric studies.
However, further fine-tuning is needed for the study of short documents like instant
messages.

Having verified that JStylo had enough success detecting authorship in our message
corpus, we wanted to see if its companion tool Anonymouth would provide some in-
teresting suggestions onto what kind of modifications to run on the messages. Unfor-
tunately, we were unable to run the program, which was built using an older version of
Java, and it has not been actively maintained in the last few years [17]. That the once
premiere author obfuscation tool is now usable is also a serious issue, although there is
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no indication if users in the wild ever relied on it as a defensive technique, or if it was
only used as a research tool.



Chapter 7

Conclusion

In this work, we provide the first, to our knowledge, attempt at designing a secure
chatbot, where user data is kept confidential from the various actors participating in the
protocol. We assessed, through Data Flow Diagrams, the risk factors in our previous
chatbot design, and developed a distributed architecture that is resilient to several at-
tacks, putting the chatbot client at the centre of data transfer operations. We discussed
the advantages and drawbacks of using centralised or decentralised architectures for
long term data storage and as a platform to run data analysis. The security of our
protocol against a global passive adversary, which can control both the NLP server
and other chatbot clients in our peer-to-peer routing protocol, relies on keeping users
anonymous. Our protocol achieved this by routing messages through various clients, a
technique introduced in the Crowds protocol. Our usage of Tor as a transport layer to
provide confidentiality and integrity addresses the main flaw of Crowds. We also pro-
pose the addition of artificial network delays to counteract timing attacks in Tor. We
compute the probability of a successful attack by this adversary, in terms of the size
of the network, the size of colluding Tor nodes and chatbot clients, and the probability
of propagating a message. Additionally, we discuss the threat posed by adversaries
with various capabilities, and how our protocol addresses them. We describe how the
analysis of natural language text is a risk for protocols using anonymity through the
fingerprinting of sensitive information, and stylometric attack, and review how cur-
rently available language technologies can be used to modify the text for anonymity.
Since the majority of our time was spent on producing a strong theoretical design,
its evaluation was less developed, in part due to technical problems deriving from the
unavailability of tooling. Still, we conducted some experiments in order to find how
recent neural architectures could improve the performance of the tasks we were in-
terested in, and found that there are still limitations to their effectiveness, which we
speculate derives from the low quality of available datasets.

As part of our work, we have provided some suggestions for practical solutions that
could be used today to implement our design. We believe that the suggested technical
solutions are today mature enough to build a prototype as we described, at least using a
centralised backend. We can not guarantee, however, that such a prototype will be safe
for usage. Further analysis of the routing protocol and natural language processing
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capabilities will be needed to guarantee acceptable levels of security. Furthermore,
our design is much more computationally intensive than the current paradigm of thin
clients; efficiency will therefore have to be another primary concern for any attempts
at an implementation. This also involves severe increases in compute power for the
server infrastructure. While we discussed some proposals on how to incentivise the
adoption of our protocol, further work on producing convincing economic motivations
will be needed.

The field of security and privacy is an exciting one to work in, as more people start to
understand what the large scale collection of data allows companies and governments
to infer about individuals, and privacy violations become more reported in the media.
As commercial products try to catch up with changing customer exceptions, the land-
scape of the field is in constant change. After their initial 2014 scorecard [61], the
Electronic Frontier Foundation released an updated version in 2018 [146], outlining
how the field of secure messaging is complicated to navigate, and no solution is per-
fect for everyone’s need. Even if more companies are adopting end-to-end encryption,
there is more to build a secure messaging platform, from backup encryption to allow-
ing anonymous aliases. Their checklist for building a secure messaging application
is a good overview on features that are necessary to protect users, some of which we
adopted in our protocol.

More recently, Facebook, which controls the two largest chat platforms and the biggest
bot marketplace in the West, announced that they will be rolling out end to end encryp-
tion to users across all their apps, which will be unified under a single communication
protocol [220]. If their plan were to carry through, it is uncertain what will happen to
their bot offering. We hope that chatbots will not be removed from the platform, or
become a second class citizen, left with less security assurances compared to regular
chat. While we applaud the effort or tearing down the artificial walls of chat ecosys-
tems, and rolling out encryption to as wide a population as possible, we are sceptical
of the company’s good intentions. We have little hope that Facebook will use this
opportunity to embrace open standards [149], and it seems likely that the aim of this
operation is to increase the already massive collection of metadata the company has
accumulated [199]. As we have discussed, this should be a worrying sign, as metadata
and the combination of different data sources allow accurate inference in the face of
other security guarantees. Therefore, whatever the eventual outcomes of this project,
we recommend the reader to be cautious about what instant messaging platform, as it
relates to chatbot in particular, they choose to entrust their information with.
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