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Abstract
In this report we will discuss the body of research carried out as part of the MInf2
project. The project continues on from previous work, and focuses on the area of
Usable Security. The research is aimed at understanding the relationships of users
and passwords, prioritising old aged users. Included is a preliminary study in which
interviews were conducted with a range of age groups. This was used to formulate
a guideline, which was trialled as part of a pilot study. This final study wished to
evaluate the effect of contextualising security mechanisms on behaviour and usability.
The final results of this study are detailed as individual case studies, with reflection
and discussion also included.
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“Only amateurs attack machines; professionals
target people.”

– Bruce Schneier
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Chapter 1

Introduction

1.1 Motivation

It seems like we encounter stories about cybersecurity on a regular basis through vari-
ous forms of media, be it through anecdotes, large data leaks, or even in political espi-
onage [5, 2]. The coverage in the news portrays the existence of a secretive underbelly
of hackers, just waiting to get access to your banking details or personal information.
To many non-experts this can be a frightening concept, particularly when their only
interactions with this are their email accounts and passwords. With multiple sources
spouting conflicting, confusing and counter-productive information, how do we expect
users to navigate this minefield, when the fear of failing appears to result in terrible
consequences? Younger generations, who have no reference to times before platforms
like the internet, were believed to be ‘digital natives’. Becoming naturally more ac-
customed and engaged with technology and security concepts appear to be ill-founded
[56]. If the generations who have grown in tandem with the internet are not being suc-
cessfully involved and educated, what does that imply for older generations with little
to no context?

In 2009, the Department of Homeland Security released “A Roadmap for Cyberse-
curity Research” [51]. In the report, the eleventh problem was identified as ‘Usable
Security’. Usable Security is a growing field of research which is attempting to break
down the barriers facing users with regards to security in attempt to illicit constructive
behaviours. This approach, coupled with the concept of Inclusive design [35, 14] form
the cornerstone of the research conducted in this dissertation. If we wish to improve
users’ relationships with security mechanisms, first we must understand their interac-
tions and attitudes. Moreover, we must change our current design mentality to one of
‘designing for our future selves’.

1.1.1 Aims

The aim of this project was to build upon the knowledge gained through the work
carried out in the previous half [33]. This would include investigating the experiences
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10 Chapter 1. Introduction

of old aged adults and password creation through log-in systems. This would be done
with close comparison to other age groups also interviewed to identify areas which
would lead the researcher to develop a guide. This guide would then be tested through
a final study to determine whether there was any positive impacts to users’ experiences,
and perceptions of their roles in security systems. In essence the researcher aimed to
evaluate the feasibility of contextualisation for old age adults.

1.2 Structure

This report will document the progress achieved in the final year of the research carried
out as part of the MInf project. It includes:

• Previous Work: Summary of the key findings from the work carried out in the
previous year.

• Background Literature: Summary of literature used to inform the design of the
guide and the final study.

• Informing Design: Detailed description of the preliminary study and its findings,
with additional validation through an expert interview.

• Design: The design of the final guide and the questions which the researcher
wished to answer in the final study.

• Final Study: Description of the methodology, and results obtained from the final
study, which involved participants using the guide.

• Discussion: In depth evaluation and discussion of the methodology, results and
their implications for usable security and privacy research.

• Conclusion: Concluding summary and suggestions for future research which
could build upon the findings detailed in previous sections.

It should be noted that the structure of the report does not represent the structure in
which the research was carried out. This was done through a preliminary study, to
gain observations and hint at areas which needed addressing through the use of the
guide. This was then validated and guidelines were constructed through background
literature. Following this a final design was constructed and a study was conducted.
Finally, the researcher evaluated the findings and related them to research conducted
in the area of Usable Security and Privacy.



Chapter 2

Previous Work

This chapter will detail the work carried out in the previous half of this dissertation
[33]. It will focus on providing the reader with an understanding of how the study was
carried out, the background theory which arose from the observations made, and will
focus on the particular findings and literature which influenced the work detailed in the
rest of this report.

2.1 Methodology

The study which was carried out in the previous assignment consisted of numerous
semi-structured interviews with new learners of technology aged over 55. These learn-
ers were put into contact with the researcher through the East Lothian Council’s Com-
puter Buddy scheme [16]. The council scheme is primarily focused on matching el-
derly learners with voluntary members of the public, who would work through the
desired learning goals of the learner. For example, being able to set up an email ac-
count and purchase items online. The researcher was able to collect a vast amount of
qualitative data from which themes were drawn out and related to relevant psycholog-
ical literature. A total of 8 Buddy scheme beneficiaries participated in the study, with
the findings collated into in-depth case studies.

2.2 Background

The resulting observations collected were then deconstructed and then emerging themes
were related back to the literature. Below is a summary of previous work concerning
the most pertinent themes which emerged in the previous study.

11



12 Chapter 2. Previous Work

2.2.1 Self-efficacy

Bandura’s definition of self-efficacy is the concept of an individuals’ self-belief in their
abilities surrounding a particular task, which can greatly determine the goals the indi-
viduals sets for themselves and the ways in which they attempt related tasks [8]. The
concept was continually noted throughout the study, with many subjects becoming
hesitant regarding how to complete goals. The traits of self-efficacy were alleviated
through work with the researcher and many of the participants appeared to improve as
the lessons progressed. The confidence that was provided through the one-on-one tuto-
rials allowed many to experience facets of technology use that had previously seemed
beyond their capabilities.

The effect of self-efficacy on learning is key theme of the observations made and is
closely linked to the concept of Self-regulated Learning [69]. Self-regulated learning is
the ability of the individual to monitor their own learning process and make decisions,
such as planning and evaluation of progress. The two concepts are heavily interlinked
as lacking belief in ones ability to perform tasks results in a negative evaluation on the
part of struggling learner. There have been numerous studies that show the role that
these concepts play in learning, and how they can effect not only what is achieved, but
how individuals set and achieve their goals [71, 70].

2.2.2 Locus of Control

Locus of Control was another closely related concept which was observed through
interactions with learners. It is described as being the learner’s beliefs regarding how
much impact that they can have on the outcome of a task [68]. Individuals who have
strong beliefs regarding their locus of control in systems will demonstrate a higher
belief that results of their actions are because of themselves rather than external factors.
This concept is highly related to the field of usable security as it embodies many users
beliefs regarding their role in security systems, and determines how many act when
faced with password policies and related behaviours.

A notable example that arose through literature was the work of Mamykina et al.
[42, 41, 40] which detailed the work carried out in the evaluation of a diabetes manage-
ment scheme. Diabetes sufferers have to be continually on guard and wary of all food
items that they consume as they must combat high blood glucose levels. This is done
through limiting the amount of carbohydrates patients can ingest, in addition to general
healthy lifestyle choices. The study resulted in surprising results regarding the partic-
ipants locus of control surrounding their lifestyle choices. Initially, many appeared to
believe that they were unable to make a significant impact on their diagnosis and were
resigned to merely accepting the hand they had been dealt. Over the full 12-weeks of
the study, participants were able to construct their identities and recognise their ability
to influence their chronic condition. This finding is a notable example of the positive
impact that technology can play on the beliefs of users.
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2.2.3 Mental Models

Mental Models are a common feature of many pieces of work regarding HCI, and are
detailed at great length in the book “Deign of Everyday Things”, by Don Norman
[49]. The definition of a mental model is the internal representation of how a system,
or the world, works. These internal representations are often the result of individuals’
observations and beliefs of systems rather than facts.

Errors occur when the models that users have constructed do not align entirely with the
reality of the system in which they interact with [48]. This has resulted in a tradition of
designers attempting to better convey the inner working of their systems to allow users
a better understanding, and therefore result in better standard of user interactions and
experiences [38].

2.2.4 Contextualisation

The final concept which is related to this study is the concept of contextualisation. This
is drawn from the work of Nissenbaum [47], which details the transparency paradox
relating to online privacy. Her work details the apparent lack of understanding of users
around the mechanisms employed to collect mass amounts of data on them during
their daily interactions with technology. The author details how much of the current
information provided to users on the subject is inefficient, long and full of jargon and
concepts which prevent users from obtaining any useful information. She proposes an
alternative to current approaches by reevaluating current goals which are dominated
by technological goals, and instead incorporate democratic and other social values on
privacy and freedom.

2.3 Relationship to Second Half and Goals

The body of work last year resulted in numerous findings for the researcher regard-
ing the behaviours of elderly users and technology. It quickly became apparent to the
researcher that a common struggle of users was maintaining large collections of pass-
word and account information, which their inexperience with, had lead to high levels
of confusion within the user. These observations in conjunction with the literature cov-
ered, in particular that of Nissenbaum, highlighted the growing need to provide context
to users on the security systems they were using. It was therefore decided to focus on
achieving this through similar methods. However, although the goals of the project had
become more defined, there still existed many questions regarding such barriers to cre-
ating secure passwords, and identify what information was in need of contextualisation
for elderly users.





Chapter 3

Background Literature

This chapter provides a review of the literature referred to throughout this project, and
identifies the main findings that have influenced its conduct. It focuses first on provid-
ing a historical summary of Usable Security, and on the papers which motivated the
field and the direction it has taken. Following this, it discusses the results of relevant
studies, which were used to triangulate and validate the observations made in the pre-
liminary study. This research would also be used to formulate the guidelines necessary
to give context to elderly users. Finally, it highlights examples of mnemonic passwords
which were investigated to provide suggestions within our final tool.

3.1 Usable Security

3.1.1 Early Research

The seminal work on Usable Security is widely regarded to be that of Seltzer and
Schroeder in their 1975 paper “The Protection of Information in Computer Systems”
[55]. This paper identified the need for systems to be usable in conjunction with be-
ing secure. This was established through the term ‘psychological acceptability’ being
considered part of the eight design principles for building secure systems. The term
elaborated on the concept of designing the mechanisms in such a way as to facilitate
the actions of users, allowing for the security mechanisms to be applied correctly and
consistently. This was to be done through aligning the users’ mental model of the se-
curity system with their own mental model, which would result in a reduction in errors.
If this was found not to be the case, it would lead to an increase in errors or a misuse
of the system.

The work of Morris and Thompson, “Password Security: A Case History” [46] echoed
this belief. This paper detailed the design history of the password security system
found on the UNIX system at Bell Laboratories, where the goal was identified as
to“provide password security at minimal inconvenience to the users”. The concept
of working with users continued to develop and can be clearly seen in the work on
user mental models by Don. Norman [48]. In this paper, Norman lays out the ground
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16 Chapter 3. Background Literature

work for designing systems based on the errors that users make when interacting with
a system. He highlighted that users make two forms of errors: slips, where the users
identifies the correct decision but unsuccessfully carries the action out, and mistakes
in which the decision identified by the user was itself an error. This identification of
constructing methods to work with a user rather than against them signals the gradual
shift towards the ideas and concepts found in modern usability and Human Computer
Interaction (HCI) research.

This ethos only gained traction in 1996, with the publication of “User-Centred Secu-
rity” [72] by Zurko and Simon. This work highlighted avenues of research that would
allow researchers to build usable systems. These were:

• Applying usability testing and techniques to security systems;

• Developing security models and mechanisms for user-friendly systems; and

• Considering user needs as a primary design goal at the start of secure system
development.

This amounted to a shift from the general consensus in the methods employed by
security designers at the time, where assumptions were made regarding the systems
they built, and highlighted how essential it was to include users in the design process
before deploying to the general public.

3.1.2 Change in Direction

With the security community now fully aware of the role that users could play in the
success of the systems created, research now focused on understanding and expanding
on their role. One of the first usability studies performed on a security application
was described in the paper, “Why Johnny Can’t Encrypt: a usability evaluation of
PGP 5.0” by Whitten and Tygar [64] in 1999. In this study cryptography novices
were tasked with creating an encrypted email using a tool for the Macintosh operating
system within the time limit of 90 minutes. Of the 12 participants, only one-third suc-
cessfully completed the task. Moreover, one- quarter of the participants inadvertently
exposed the secret key by sending it in the email they thought they had encrypted.
This result was one of many errors emphasised the growing need to involve and edu-
cate users to achieve successful interactions with assumed easy-to-use systems.

In the same year, Adams and Sasse published “Users are not the Enemy” [3] which
directly attacked the concept that users were to blame for exposing frailties in security
systems. The study included an online questionnaire and a total of 30 semi-structured
in-depth interviews with a variety of users from two organisations (a technology com-
pany and a company in the construction sector). The researchers aimed to investigate
why users were apparently working against the systems that were in place. They found
that the security mechanisms being employed were challenging to follow and resulted
in the users adapting and shifting behaviours to gain respite from demands perceived
to be at odds with work procedures. Users were routinely asked to manage and keep
track of an ever-expanding number of passwords or change them frequently, result-
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ing in insecure password compositions. Furthermore, users had developed incorrect
beliefs around what constituted a strong or weak password. This underlying lack of
knowledge was identified as the main reason for these ‘insecure behaviours’. The re-
searchers argued that instead of working from the perception that users are the weakest
link, more should be done to better equip them with the knowledge that would allow
them to become the “first line of defence”.

3.2 Passwords

3.2.1 Why investigate Passwords?

Passwords persist despite the growing body of research suggesting that they are inse-
cure and unusable by consumers. This has resulted in many attempts to replace them,
such as Graphical Passwords. The “Draw A Secret” scheme [34] is one such example,
which sought to enable the user to create more memorable passwords. The scheme
was focused for deployment on personal digital assistants (PDAs) in which a stylus
allowed for graphical inputs. The strength of the passwords were based on the posi-
tions of strokes and the order in which they were inputted, and this was believed to
produce a strong enough input space to help maintain security. Furthermore, the use of
graphical inputs focused on the understanding that people are much better at remem-
bering pictures over words. However, the scheme failed to catch on due to a multitude
of reasons, including users preference for creating more simplistic passwords, and the
strain placed on the user to remember both the final positions of drawn lines and the
order in which they were applied [59].

The work of Bonneau et al. [11] set out to evaluate proposed alternatives to passwords
using a set of twenty-five desirable features that an authentication system might have.
The results of this comparison was summarised, and is shown in Figure 3.1. The main
conclusion was that although many of the schemes provided a higher level of security
when compared to passwords, the main barrier to their acceptance was deployability.
The authors noted that the minimal gains provided by the alternatives were far from
sufficient to overcome the transition costs required to alter the face of web security.
This was touched upon in panel discussion with Herley et al. [30]

Herley and van Oorschot, discussed the direction of password research in their pa-
per “A Research Agenda Acknowledging the Persistence of Passwords” [29]. They
stated that community consensus that ‘passwords are dead’ resulted in a disregard for
many important research questions which remained unanswered. Confusion and dis-
agreement remained as to what is the optimal solution that would replace passwords
and the authors formulated an agenda which included attempting to end the research
community’s incorrect conclusion on passwords. One such suggestion was to provide
realistic password guidance, in other words to supply users with better advice, such as
refraining from outdated and ineffective advice like not writing passwords down.
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Figure 3.1: Bonneau et al. Table Comparison [11]

3.2.2 Studies on Passwords

There has been a considerable amount of research conducted into the behaviours of
users surrounding passwords, the most notable being that of Florêncio and Herley in
“A Large-Scale study of Web Passwords Habits”[23]. This study was able to evaluate
the password behaviour of a large population (544,960) over a period of around 3
months. With such a vast amount of data, the researchers were able to provide detailed
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insights into user behaviours surrounding participants’ passwords. The data showed
that on average a user would have seven distinct passwords that would be reused and
reapplied over the sites they would visit. Furthermore, it was found that passwords
were mostly comprised of all lowercase letters or all numbers. The study confirmed
that participants would regularly choose poor passwords, re-use passwords, and would
continually forget them.

The re-use of passwords was found to be very common and results in the“Domino Ef-
fect” [32], in which a compromised system could ultimately lead to the fall of other
systems where users have employed the same password. This is best demonstrated
through the work of Zhang et al [67]. The study aimed to evaluate the success of pass-
word expiration policies that attempt to prevent systems being vulnerable if a user’s
password is discovered. Through prompting the user to change said password it is
hoped to prevent an attacker from using the revealed information to gain access that
account. However, it was found that the policies may provide little respite as it was
found that if an attacker has access to this information they are able to construct the
user’s new password. Around 41% of new passwords could be broken offline easily
and quickly.

This is similar to the findings of Li et al. [39], which focused on evaluating the im-
pact of personal information used in passwords created. This was done by extending
Probabilistic Context-Free Grammars (PCFGs) to propose the Personal-PCFGs, which
used the known personal information on users to crack created passwords. The results
showed that the Personal-PCFGs outperformed PCFGs in both offline attacks and on-
line attacks, highlighting the dangers of the use of personal information in the creation
of passwords.

Research has also been conducted around the role of composition policies in user be-
haviour. Komanduri et al. [37] attempted to understand the influence policies had
over the strength and the usability through a large-scale study in which users were
randomly assigned to one of five conditions following initial password creation. The
initial survey scenario, told participants “To link your survey responses, we will use
a password that you create below; therefore it is important that you remember your
password”. Two days later participants were contacted and asked to imagine that their
main email service provider had been compromised, requiring them to change their
password. However, the composition policy of their service provider had changed
and they would have to follow the rules stipulated. The conditions given to the users
included:

• basic8survey: Password must have at least 8 characters.

• basic8 Password must have at least 8 characters.

• basic16 Password must have at least 16 characters.

• dictionary8 Password must have at least 8 characters and not to contain a dic-
tionary word

• comprehensive8 Password must have at least 8 characters, including an upper-
case letter , a lowercase letter, a symbol, and a digit. It was also not to contain a
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dictionary word.

The results showed that the strength of passwords produced by basic16 was the most
successful, achieving some of the highest entropy scores, while limiting the reduced
usability experienced by users. The paper states that there exists an entropy tradeoff
within composition policies, where there is a balance between “maximising security
and minimizing user frustration”. Furthermore, the results indicated that policies fo-
cused on length alone were not sufficient for creating both recallable and hard to guess
passwords.

This balance was also witnessed in the work of Shay et al. [58], where a large online
study was conducted to explore long passwords in detail. The findings highlighted that
around 1.2% to 4.2% of those created contained the substrings “1234” and “password”,
and resulted in these passwords being more easily cracked. A notable finding was that
policies tested that only stipulated a minimum length rather than more complicated
rules regarding the characters involved, provided a higher level of usability. Moreover,
in some cases it was found that this policy also provided a better level of security for
the user.

This idea of primarily focusing on the length of passwords as an avenue to finding
an optimum between both the security and usability goals was further validated by
Kelly et al [36]. Several password composition policies were evaluated and compared
against one another, with findings again suggesting that less requirements on password
content with a focus on length provided a great deal of resistance to guessing. However,
it should be noted that the entropy calculations were based on Shannon’s Entropy [57],
and as such only provide a lower bound on a passwords resistance to cracking.

The findings of these previous studies highlights an apparent miscommunication sur-
rounding the password advice that is given to users, leading researchers to pose the
question ”Do Strong Web Passwords Accomplish Anything?” [24]. In this paper the
authors discuss the need for updating guidelines to alleviate the burdens created by out-
dated and incorrect guidance. It is suggested that updates should include the principle
threats to a user’s information. These were:

1. Phishing

2. Keylogging

3. A brute-force attack on the user’s account

4. A bulk guessing attack on all accounts at the institution

5. Special knowledge or access attacks:

(a) guessing based on information about the user

(b) shoulder surfing

(c) console access to a machine where password auto-fill is enabled or a pass-
word manager is in use.

After presenting these threats, the authors discuss them in the context of forcing users
to comply to a strong password scheme and identified that in many cases this did not
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help, the main exceptions being Threats 3 and 4. Moreover, the paper goes on to dis-
cuss in depth the alternatives solutions that web-systems can implement that will bal-
ance the odds in the users favour. For example, Threat 3 can be tackled in combination
with a weak password, as long as the system enforces a ‘three strikes policy’.

3.2.3 Mnemonic Passwords and Password Management Schemes

As much of the research discussed so far demonstrates, usability of passwords is still
a concern for many researchers and there have been many attempts to address this,
albeit with mixed success. An example of a poorly designed scheme was proposed
by Topkara et al [60]. The method employed a helper card carried by the user and
a mnemonic sentence which is remembered by the user. Through using the two in
combination, the user is able to create and decode passwords for accounts associated
with the corresponding word in the mnemonic sentence. A use case is highlighted
in Figure 3.2, which is taken from the paper. The system was rigorously evaluated
to remain secure in many situations such as being able to handle lost helper cards,
compromised passwords and password changes. However, the system’s intention to
be usable appear to be misguided for numerous reasons. The scheme was constructed
without any usability tests or feedback from user groups and resulted in an extremely
convoluted and overly complex method to create a single password, let alone multiple
passwords that modern users are accustomed to. In addition, the password fails to
adhere to the lessons learned by the majority of the usable security community, as
illustrated in Whitten and Tygar’s work [64]. This example was used as a reference
point on what researchers should avoid providing for users where the security goals
have taken priority over user’s needs, and also demonstrates that although lessons have
been learned, not all are listening.

A Password Management Scheme which has been proposed with users in mind is
the Shared Cues scheme [9, 10]. The premise of this scheme is to share cues across
logins so as to enforce a natural rehearsal of each cue. The cues can take several
mnemonic forms, but the example is explored through Person-Action-Object (PAO)
Stories. The PAO stories are random combinations of objects found in its title. For
example,“Bill Gates swallowing a bike on the beach”. These stories were to be con-
structed through randomly selecting the PAO elements. User-studies performed on
this method found initial success, with shared PAO users performing better than ran-
dom PAO users. While the scheme showed promise, there remain barriers to it being
fully deployed on the Web. The study enticed users into rehearsing one of the number
of schedule timetables used, indicating that there is no guarantee that users would do
so in everyday practice. In addition, the scheme fails to attain the deployability benefits
stipulated by Bonneau et al. [11] and is therefore not scalable for the world wide web.

The final scheme reviewed was that of Vu et al.[61] which encouraged users to create
a sentence from which a password would be constructed using the first letters of all
the words it contains. The technique was founded on many factors relating to human
memory, with the most important being the generation effect [20]. This effect articu-
lates that allowing users to generate their own passwords would result in better recall
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Figure 3.2: Topkara et al. Use Case [60]

in comparison to passwords generated for them. The technique was tested and it was
found that participants were able to recall the passwords created through the use of the
technique with greater ease over other techniques examined. This technique appeared
to be the most reasonable to explore as it allowed the generation effect to improve
recall, while also remaining fairly simple in the construction method. Another inter-
esting facet was the methodology employed to test the method, as it involved a recall
event five minutes after initial creation and a final recall event a week later. Moreover,
the work highlighted the use of the ‘three-strikes’ policy and evaluated its validity. It
was found that if they limited the number of passwords created to around 3, then the
participants were able to recall within this cut-off point.

3.3 Summary

The literature on passwords and their policies is vast, and at times, conflicting. The
general consensus from the community is that passwords are flawed and are in need of
replacement. This has so far not been achieved and it looks likely that text based pass-
words will remain with us for the near future. Research on passwords have differed in
multiple ways, with one such example being the multiple approaches researchers use
to evaluate the strength of the passwords created. These approaches include Shannon’s
entropy [57], modified Shannon’s entropy [23], and the use of cracking software such
as John the Ripper [53, 37]. There appears to much focus on the length of passwords
as the strongest factor in the strength of passwords, followed closely by the content.
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Frequently the memorability of passwords is a key factor for both researcher and users
[58, 3]. There also appears to be an increasing amount of evidence that explains the
detriments to security for the inclusion of personal information [39] or for the use of ex-
piration policies [67]. This implies that guidance on how to construct random looking,
long, and memorable passwords is needed to help with both the goal of security and
usability. Furthermore, the indication of the need to update policies to include more
relevant information about the forms of attacks that users may face such as phishing or
keylogging are recommended [24].





Chapter 4

Informing Design

This chapter will detail the preliminary work carried out to inform the design of the
password creation guide, and to identify other areas that could cause issues for users.
Having identified an avenue to investigate through the previous work [33] this sec-
tion’s work is used as justification for the design of the guide, and the final study
implemented. The intention was to clarify and build upon the previous findings and
to work towards addressing barriers faced by old age users surrounding their online
security.

This preliminary investigation comprised two components that informed the final de-
sign. The first was a small participant study, which involved a semi-structured in-
terview and mini-tasks centred around users’ security practices and techniques for ac-
count creation. This stage focussed primarily on identifying what password techniques
users employed and to gain a deeper understanding of their beliefs surrounding the con-
cept of online security. These findings were then validated with background literature,
and identification of possible solutions. The second component was an interview with
an HCI and Security expert to further refine the study design.

4.1 Preliminary Study

This study was conducted with the intention of gaining insights into user practices sur-
rounding account creation, with a particular focus on the attitudes and behaviours ex-
hibited. As stated previously, this would form the introductory design of the password
creation guide. It should also be noted that as part of the research, ethics approval was
granted through the School of Informatics procedure [52]. The related consent form
can be found in the Appendix.

4.1.1 Methodology

A total of eleven semi-structured interviews were conducted, with participants split
into three age groups to discover possible differences between behaviour and attitudes.
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Table 4.1: Study Participants

Age Groups Participant ID Gender Occupation

Young Adult

01 Male Employed Full Time
02 Male Employed Full Time
03 Female Student
04 Female Student
05 Male Student

Middle Age
06 Female Employed Full Time
07 Male Employed Part Time

Old Age

08 Female Retired
09 Female Retired
10 Female Retired
11 Female Retired

The three groups consisted of young adults (20-40 years old), middle-aged (41-64
years old), and old aged (65+ years old). Table 4.1 gives an overview of the demo-
graphics of those interviewed. Participants were contacted through various means,
with elderly participants being contacted through the researcher’s work with the Mus-
sellburgh Computing Club [15]. These interviews were conducted at a time or place
that was convenient to the participants, primarily using Mussellburgh library [17].

Interview questions covered user behaviour and perceptions relating to sign-up sys-
tems and accounts, with a particular focus on the creation of passwords and the mech-
anisms users employed to recall and manage them. The semi-structured nature of the
interviews allowed participants to introduce new topics or highlight areas for possible
intervention. The areas of focus were informed by the work of Adams et al [3], which
identified four major factors on influencing effective password usage:

• Password content;

• Multiple Passwords;

• Perceived compatibility with work practices; and

• Users perceptions of security and information sensitivity.

Following the initial interview, participants were then asked to complete three ‘dummy’
sign-up sheets, which had been replicated from three popular websites. These websites
were Google [26], PayPal [54], and Amazon [6] with each representing a particular
scenario, such as a new email account or for making online purchases. The ‘dummy
sites were designed to mimic the information and guidance shown in the respective pro-
cesses to establish where users felt that context was lacking for the particular security
system they were engaging with. In addition, it was believed that the use of ‘dummy’
sites would reduce confusion for elderly participants since in the previous work they
had continually shown confusion regarding accounts [33]. Users were asked to “Think
Aloud” [25] as they filled out the respective sheets, and screen and audio recordings
were taken to gain a more in-depth understanding of the users underlying thought
process when interacting with a sign-up process. These recordings were used in con-
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junction with observations taken by the researcher while the tasks were attempted by
participants. All participants performed the task on a provided laptop and mouse set-
up.

Following completion of the task, each participant was asked to reflect on their experi-
ence and to elaborate on any actions they took which related to password construction.
A final round of questions was employed upon completion of all tasks to, again, allow
participants to elaborate upon perceived points of interest that arose throughout the
whole process. Conclusion of the interview process was followed with transcription of
each audio recording for analysis; this is available in the Appendix while key points
are quoted in the evaluation of the results. The themes exposed would be used to influ-
ence the design of the final guide, which would aim to address gaps in user knowledge
through contextualisation. Moreover, the screen recordings were analysed in conjunc-
tion with observations taken at the time to establish where users found difficulty with
task completion.

4.1.2 Results

4.1.2.1 Initial Questions

Participants were asked to estimate the numbers of accounts they had online, with
the total number never fully defined by all interviewees. A common theme was that
although they appeared to have numerous accounts, there was often a small percentage
of these accounts identified as being more regularly used. Participant 02 answered the
question:

‘Oh, I’d say quite a few, but the majority of them aren’t in use’

This was a common concurrence amongst many participants in the young adult and
middle aged groups, with many of the old age groups apparently more aware of the
numbers of accounts they had. However, it should be noted that many of the old
age participants appeared to be confused when asked, often asking for clarification on
what was meant by an account, highlighting the relatively more limited knowledge of
this particular group surrounding their online presence. Collecting online accounts is
stereotypical of behaviours due to the numerous numbers of accounts present on the
modern web, and greatly influenced the behaviours of users. This would often translate
into manipulation of a ‘go-to’ password, which would have been built upon through
previous experiences.

Another common approach taken by participants was the decisions regarding when to
use their standard password when signing up to accounts. The decision to use this
password related directly to the perceived security risks of the account being created.
If the user perceived the account to have more important information, such as banking
details, they were more likely to create a new password, with participant 01 stating:

‘what kind of information it will store will affect how I act. Like my Github account
has a very strong password and the password to my password manager is very strong,
as obviously that is a key to a lot of keys.’
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An interesting observation made was that users often identified their current practice
as wrong or insecure, but continued to utilise the process due to its perceived usability
benefits over suggested practices, with particpant 02 :

‘I suppose for accounts that have to be memorable and are in frequent use I would use
a password I know and trust which is, I know, the wrong way to do it.’

This was evident when considered along with the difficulty of recalling a password that
had been created for an infrequently used account. All old age participants mentioned
the use of a small booklet in which they would keep a note of all the passwords and
accounts that they had procured. The other age groups appeared to be more knowl-
edgeable of software essentially designed to fulfil this role, such as password man-
agers. Only participant 01 was able to confidently state their regular use of a password
manager and this participant was a software engineer by trade. Their decision to do
so had been based on learning that their current mechanisms were not secure resulting
in a personal password creation policy, which by the time of the interview had been
replaced by the use of a password manager:

‘I mean I used to use the same passwords for a lot of stuff. Then, like, say a few years
ago I learned that wasn’t a good idea. So then I started to create a sort of device, like
a memory device... I have one or two go to passwords but usually I use a password
manager.’

However, their appeared to be little enthusiasm for this utility, and even in some cases
an apparent lack of trust regarding exactly which accounts the tool was allowed collect
passwords for with Participant 07 stating:

‘... well, sometimes I’ll let it remember the password if it is for an account that doesn’t
have any financial information on it.’

Those participants who did have some interactions with password managers admitted
that although they would use it, it was again very dependent on what the intended
account was for. In addition, this was followed by the admission by participant 04, that
they no longer remembered the password that the system had stored for them:

‘Yeah, so there’s a password I don’t know that’s saved on my phone and when I even-
tually have to sign in I’ll just “Forget Password.”’

The perceived level of threat to the interviewees finances or privacy concerns was
a noticeable signifier of how they might behave surrounding certain topics. This is
clearly demonstrated through participant 06’s discussion of security, as they told why
they refrained from online banking:

‘Well, you know if you have WiFi that can be publicly accessed, then it’s quite easy to
draw down on whatever you are doing. So I would never do any online transactions
like that in any public place or in anybody else WiFi. I would only ever do transactions
from home. ’

A particular feature of the interviews which arose related to how the participant had
been informed about online security issues. For many, this would often take the form
of news sources on topics such as breaches and of the damage caused by these attacks.
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This was more obvious within the old age group, as participant 09 explained:

‘... I follow all the warnings you get and I follow the news telling you about what
happens.’

This was again found in another old age participant, 10, who stated with regards to an
example shown on television:

‘That makes me feel very uncomfortable and insecure and that worries me.’

This uncertainty surrounding online privacy and security was further explored through
questioning the participants attitudes towards what they believed to be online security
and privacy in comparison to their home security and privacy. The responses varied
greatly amongst middle aged and young adults, with those who expressed a stronger
understanding of technology being less fearful of the implications. Both participants
in the study with a degree in Computer Science, 01 and 05, showed little to no worry.
Participant 05 explained:

‘Again security is only really a problem if you are doing something stupid.’

This statement in particular, when contrasted with the views of the relatively less in-
formed individuals found within the old age groups, appeared to highlight the differ-
ences in opinion given the level of understanding the participant had. Those with little
to no knowledge fear the unknown element and are, in a way, forced to interact and
trust the systems that they use online. Participant 08 expressed:

‘Well, I sometimes think about whether it’s a good idea and on the other hand I think
well you have to trust somebody, so just trust them and hope for the best’

The contrast in these opinions highlights, to some degree, the concept of Locus of
Control. Those who are relatively more informed about their role in the system are able
to view their actions as part of the system they interact with, while those uninformed
are faced with navigating an unknown area without any real guidance or direction.
Old age and middle age users also exhibited a strong dislike for modern forms of
social media, believing the idea of exposing themselves to the world as alien. This
often led the participants to explain how they would attempt to limit the amount of
personal information that they release online, with participant 10 expressing this with
the admission of seeing the benefits of doing so but they were still unsure:

‘A lot of the times, I should as my brothers and sisters and family are on it. But, I shy
away from it, frightened from it.’

4.1.2.2 Tasks

The findings suggest a lack of clarity by users when it comes to defining what con-
stitutes a secure password, with clear differences observed by age group. Participants
from the young adult and middle-aged categories were found to have constructed their
own systems and principles that they believe resulted in secure passwords. In gen-
eral, these techniques agreed that a password should consist of numbers and letters,
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but no clear indication of length. The majority of participants often composed pass-
words that were composed of full English words in conjunction with numbers. Only
one participant created a password that did not include words found in the dictionary,
the participant 05 explained how they created the password:

‘ the first letters of the books that were on my fathers shelf when I made the password
the first two letters.’

This participant repeated this technique later when creating a password for the final
task, which was representative of a new Google Mail account, stating:

‘I took the first letters of a cereal box that is currently in the room and followed it with
the date today.’

A deviation in behaviour that was observed was the reliance on standard password tech-
niques employed by members of the young-adult group and the middle-aged group in
comparison to old-aged group. Many members of these groups utilised methods to
create memorable passwords through related passwords or a ‘go-to’ password. The
related password techniques often resulted in creating a password from a standard for-
mula, which the participant had learned through continual interaction with different
account creations. Examples often included a set of words and characters, which the
participant would permute to create a password, which fit the requirements of the pro-
cess. This was often done by the participant to increase the recall ability, but often
resulted in the admission of having to write down the password, contradicting the par-
ticipants original goal. Participants noted that they would adapt their technique to fit
the specifications, with participant 02 saying:

‘Well, I make sure it fits that, but I wouldnt say they dictate that.’

This adaptation was often required when their standard technique did not meet the
specifications, such as when a symbol was required, however this again resulted in a
formulaic approach to meeting the requirements, with a participant 07 explaining their
method for when a symbol is required by a procedure:

‘So for example, red123red, I’d put #red123red#, to get up to the lebel that is accept-
able.’

This approach and understanding of the security systems was continually observed,
as users appeared to only make adjustments to meet specifications set by the sign-
up process. It highlighted, a distinct lack of connection between user understandings
of why a particular process often asked for the inclusion of such characters. One
participant noted that upon altering their standard password, they would often forget
what the alteration would have been, as participant 03 explained:

‘... I wouldn’t remember as I wouldn’t remember what the stipulation was so I might
forget the specific variation of the password.’

Old-age participants, appeared to struggle with the creation of passwords, with one
stating:

‘I mean I almost run into this difficulty of creating a password out of fresh air sort of
style, you know what I mean? I dont know, should you have passwords in your mind?’
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This often resulted in elderly users relying heavily on the instructions and prompts the
form gave to guide the participant in account creation. This often resulted in them
creating passwords, which only just met the minimum requirements laid out by the
form validation.

4.1.3 Summary

What was clear from this study was that users are often confused around what consti-
tutes a strong password. The thicket of information and often contrasting information
provided on differing sites suggests a messy understanding to users. It seems that
users combat this in ways that they see can improve their usability, primarily through
the reuse of a certain password, or through writing passwords down. Moreover, el-
derly users appear to struggle the most with the creation of passwords and often find
it difficult to create passwords on the spot. Their exposure to policies have resulted
in the gathering of a partial understanding of what is needed in a password such as
the inclusion of numbers and digits. This was seen across all age groups, but no one
explicitly mentioned length of passwords, which were often seen as an encumbrance
and would result in users simply editing their standard passwords to fulfil the need of
the restriction. This behaviour resulted in a detrimental effect to their recall as they
would not be able to recall what changes and additions had been made in order for the
password to be appropriate.

4.2 Expert Interview

An initial password generation technique was outlined from the findings of the task-
based study and this was further evaluated through an interview with an expert. This
interview was integral to the design process and was primarily used to critique the
rough design constructed and allow for guidance on how best to display the guide. It
was believed that the expert would be able to identify any pitfalls and gaps in knowl-
edge regarding not only the design of the guide, but also for peer assessment to improve
study design and ensure results obtained would be valid.

4.2.1 Methodology

The interview was conducted in a semi-structured manner and was primarily focused
on exploring the design of the web-page. This structure was used to allow the expert to
highlight previously neglected thematic areas in which to explore in the final study. The
full interview was recorded to accurately capture the expert’s critique of the proposed
plan and tool. This allowed the researcher to freely engage the expert on any particular
topic that was raised, without fear of distraction while note taking.
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4.2.2 Recommendations

The expert gave valuable guidance on how to structure the tool suggesting numerous
improvements, some of which were not implemented due to time constraints. They
gave positive evaluation of the proposed method, based off of the work of Vu et al
[61], in addition to guiding the user towards the use of more up to date password
guidance which had been supplied by Communications-Electronics Security Group
(CESG) [13]. Furthermore, the expert suggested the inclusion of JavaScript or jQuery
animations, that would visually explain certain concepts to users such as brute force
and dictionary attacks. This suggestion was not implemented due to time restrictions
but does represent a feature that could be added in future work. The expert also indi-
cated that the guide should be better placed in order to draw their attention to the more
important factors. This took the form of splitting the guide from the password tech-
nique and placing the extra information to the bottom of the log-in page. The expert
argued that it would allow the users to focus on the guide and allow them to explore
the guide to the bottom if they wished for clarification.



Chapter 5

Design

The chapter will explore the final design of the guide constructed and the proposed
method for memorable password creation.

5.1 Requirements

From the preliminary study and literature covered, it is clear that their is a need to con-
textualise the security mechanism that users engage with on a daily basis. It is believed
that through the contextualisation of the mechanisms there will be an improvement in
the perceptions of users and in the interactions they make. Moreover, it is believed that
guiding users to create a mnemonic password will aid with their recall, which has been
identified in both the preliminary study and the literature as the least usable feature of
text based passwords. Therefore the guidelines that the researcher believes must be
addressed to achieve this are:

• Create Mnemonic passwords;

• Educate users on what makes a strong password;

• Educate users on the forms of attacks they could face; and

• Educate users on the desired behaviours needed to remain secure.

5.1.1 Mnemonic Passwords

Building on the method of Vu et al. [61], this password guidance will attempt to aid
users by suggesting a method that allows for recallable passwords. The method will
be slightly altered to now include the first two letters of each word, allowing users to
pick sentences that can have a minimum of five sentences in their mnemonic sentence.
An example would be using a favourite song lyric, “There’s a Starman waiting in the
sky”. This would result in the password “ThaStwainthsk”. The guide aims to have the
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users create a minimum password of length ten as this would provide sufficient levels
of entropy to be considered secure [24].

5.1.2 Strong Passwords

Based on the vast amount of research covered, the guide will attempt to explain what
components will result in a stronger password. The focus of this will be primarily on
the length, which trumps all other factors when compared against other factors. We
explain the context of the inclusion of other characters as making it more difficult for
attackers to guess, and inclusion of reasons why not to use such things as personal
information [39]. However, as discussed during the interview with the expert the tech-
nique which has been suggested should be sufficient to disguise personal information
if the user chooses to include such information.

5.1.3 Attacks

The guide details the forms of attack highlighted for user awareness as suggested by
research [24]. One thing noted that was not implemented due to time restrictions would
have been to include the use of a small animation which would visually demonstrate
what attacks like brute force and dictionary are doing. This was suggested through the
expert interview, and is a valid option for future work, but was not implemented as the
researcher wished to primarily focus on the concept of gauging the effect of exposing
users to context.

5.1.4 Remaining Secure

Finally, the user wished to clarify the various forms of behaviour that users could
employ to remain secure. Using the guidelines suggest by the expert from the CESG
[13], however as the work of Florłncio indicated users appear aware of shoulder-surfing
and it was therefore decided to focus on allowing users understand the benefits of
password managers. Encouraging users to actively seek out a password manager that
suited there needs was seen as essentially as the research of Wu et al [66] showed that
their use can aid against phishing attacks. Moreover, there was guidance to indicate
what to be aware of if users found themselves on untrustworthy sites.

5.2 Final Study Goals

Given our guide had been constructed it was required to identify the questions that
researcher wished to answer. The study focused on:

• Would providing context improve perceptions of users about their behaviour?;
and
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• Would the context and guide improve recall and creation of passwords?

This would be explored in the final study using a control group for comparison and the
collection of relevant usability data.

5.3 Design of Guide

The final guide was constructed to sit alongside current login measures. The basic
log-in system used was that of the Amazon ‘dummy’ constructed in the preliminary
study [6] as this example required the least amount of information from users. In
addition, the Amazon example had provided users with the least amount of guidance
when compared to the other examples explored in the preliminary study.

5.3.1 Implementation

The final study had three separate login-pages, all of which were implemented using
Bootstrap 3.0 [1], HTML, and Javascript. An example of the final lay out is shown
below. The structure used was at the suggestion of the expert to highlight the primary
function, which was the password creation mechanism.

Figure 5.1: Final Guide Layout





Chapter 6

Final Study

In this chapter we will discuss the design of the final study performed to test the effect
of the password guide created, and understand how the users from the target group
would interact with it. The primary aim was to test how successful the password cre-
ation technique would be in practice.

6.1 Methodology

This study was performed through a lab-based approach in which participants would
create three ‘dummy’ accounts on created web pages. The participants were randomly
split into two groups; a control, and those using the guide. Each member of the respec-
tive groups followed a similar process to compare the effects of the tool.

The first stage of the study involved a questionnaire designed to capture the participants
beliefs surrounding their password creation and security concerns. The participants
were then directed to create an account on three fake sites. These three sites were
given differing scenarios so as to encapsulate the observations of adjusted behaviours
exhibited in the initial study due to the perceived security risk of the site used. The
fist site was described as simple social media site, followed by a market place site
indicating some level of financial interaction. The final scenario was described as a
banking site, with direct links to the participants account. All participants performed
the tasks on a provided laptop and mouse set-up, which was a MacBook Pro (Retina,
13-inch) and the log-ins were accessed using Google Chrome.

After completion of the mini-tasks, a demographics questionnaire was filled in. The
questionnaire included a question designed to indicate the participants exposure to
technology as well as cover other basic demographic information. The design for this
questionnaire was based of the guidelines set out by the project supervisor [65] and
was used to separate participants for later analysis and evaluation of the results of the
study. Participants were then asked to fill in a System Usability Scale (SUS) [12] so
as to gain a rough grounding in the usability of the sign-up processes. Furthermore,
the SUS inclusion was made to compare the usability of the systems, with the aim of
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maintaining the same level of usability when the guide is available.

Upon completion of all questionnaires, participants were asked to recall the three pass-
words that they had created and were given a total of three attempts so as to simulate
lock out techniques enforced by many login systems to mitigate brute-force attacks.
The number of attempts were noted and if the participant was unable to recall any of
their passwords they were informed of the password and encouraged to remember it
for the second stage of the study.

For the second stage of the study all participants were asked to return to meet the
researcher a week later, when they would answer the perception questionnaire again.
This was done so as to compare the two to see if perceptions had changed following
their interactions with the guide. Upon completion, the participants were asked to
once again recall their passwords, with the same limited number of attempts as the first
recall task. These two recall events were chosen so as to represent both a popular and
rare account usage.

The final stage of the study consisted of a final semi-structured interview,which al-
lowed any aspects of the participants actions which were not covered in the question-
naire to be explored. This primarily took the form of questions regarding the tech-
niques they employed to create the passwords used in the study and how they recalled
them. Moreover, participants were encouraged to ask questions and add to the final
discussion, as this would allow the researcher to better understand the areas in which
the tool was successful and unsuccessful in providing context and indicate areas for
improvement.

SUS test was scored using the grading system provided with the questionnaire. For the
constructed questionnaire, the scores were weighted such that the desired answers to
each question received the highest value out of 4. All comparisons between the groups
were conducted using the Mann-Whitney (MW) U test, which is a non-parametric test
allowing for the comparison of two independent samples. These results were calcu-
lated using the Intent-To-Treat principle [27] due to the observation that many partici-
pants appeared to ignore the tool.

6.2 Results

This section will discuss the results of the study conducted through analysis and in-
ferential statistics in order to determine any significant differences between each study
group. Furthermore, the section will also detail each participant in a case study format
due to the limited number of participants gathered. It was believed that the case stud-
ies would allow for deeper analysis of the results and aid the researcher in identifying
flaws in the design of the study, as well as help explain the results of the inferential
statistics.
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6.2.1 Participants

Participants were selected on the basis of their age to focus on this user group, and were
recruited through associates of family members. As mentioned previously, participants
were split into the two groups at random, with the final demographics shown in Table
6.1 below.

Table 6.1: Participants

Group Participant ID Age Gender Occupation Highest Qualification

Tool

01 75-84 Female Retired Secondary School
04 55-64 Male Employed Part Time Postgraduate Qualification
05 55-64 Female Employed Full Time Postgraduate Qualification
07 55-64 Male Retired University Graduate
09 65-74 Male Retired Vocational Qualification
11 45-54 Male Employed Full Time Postgraduate Qualification

Control

02 75-84 Female Retired Secondary School
03 55-64 Male Retired Secondary School
06 55-64 Male Self-Employed Secondary School
08 55-64 Female Retired College Graduate
10 55-64 Female Employed Part Time Secondary School
12 55-64 Female Employed Full Time College Graduate

Table 6.1 illustrates that the age groups are similar with the mode values for both being
aged between 55-64 years. There existed a larger range of ages in the tool group with
three participants being aged between 45-54, 65-74, and 75-84. In contrast, the range
of the control is much more limited with a single participant not being the same as
the mode value, at 75-84. The full participant group consisted of an even split of both
genders, however when split within the tool group and control there exists an imbalance
with the tool group containing four males and two females, with the opposite being the
case for the control group. When examining the level of education of participants, it
appears that the tool group consisted of a higher proportion of higher qualifications
with the modes for the two groups being a postgraduate qualification and secondary
school for tool and control groups respectively.

6.2.1.1 Technology Exposure

A simple question regarding the participants exposure to technology. This question
consisted of 4 forms of technology; Smartphone, Laptop, Tablet, and Desktop. Par-
ticipants were asked to estimate the amount of interaction they have had with each re-
spective technology over the last 12 months as a simple measure. The options, which
ranged from 1 to 5, in which ‘Don’t Own’ was scored as 1 and ‘Several times a day’
as 5. The mean and median groups scores for each device, and the groups’ summed
scores for all devices are shown in Table 6.2 below.

Table 6.2 demonstrates that there appears to be differences between these two groups,
with a higher summed score found to be in the tool group. MW test was applied on the
summed scores for each group and the distributions were found not to be significantly
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Table 6.2: Technology Exposure

Group Measure Smartphone Laptop Desktop Tablet Sum Score

Tool
Median 4.5 3 3.5 4.5 15
Mean 3.83 2.5 3.17 3.83 13.33

Std. Dev. 1.60 0.84 2.04 1.60 4.50

Control
Median 5 3 2.5 2.5 12.5
Mean 4.17 3.17 2.67 2.67 12.67

Std. Dev 1.60 1.60 1.63 1.63 4.37

different (U = 15,Ucrit = 5,n1 = n2 = 6,P < 0.05 two-tailed), and therefore we were
unable to state whether this difference played a role in results obtained from each
group.

6.2.2 Usability Metrics

In order to discover if there was any significant impact of the use of the tool on users’
usability of the system comparisons of the results were performed and analysed. The
metrics used included the aforementioned SUS questionnaire, the times taken to create
an account, and the number of clicks. It was hoped that there would be no significant
differences between the two, and would imply that our tool had no discernible negative
impact against standard sign-up procedures.

6.2.2.1 Standards Usability Scores

All groups’ SUS questionnaires and the respective answers were collected and scored
using the scoring system associated to the scale. Table 6.3 below highlights the trends
of the scores for each group.

We can see that the scores appear to be in favour of the control group, with a drop in
usability of 15.0 and 9.6 for the median and mean scores for the tool group. In order
to identify if this result was significant MW was applied to all scores in a comparison
across groups. The results obtained from this were not significant (U = 12,Ucrit =
5,n1 = n2 = 6,P < 0.05 two-tailed), preventing the rejection of the null hypothesis.

Table 6.3: SUS Scores

Group Measure SUS Score

Tool
Median 76.8
Mean 78.3

Std. Dev. 14.20

Control
Median 91.3
Mean 87.9

Std. Dev 14.53
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6.2.2.2 Clicks

The second metric used to compare the usability experienced across the groups was the
clicks required by each user to complete each interaction with their respective log-in
systems. These results are summarised in the table below, and it appears to highlight
very little difference between the systems. In order to validate this observation, we
have used MW to compare the two distributions. The results of this U test were un-

Table 6.4: Clicks

Group Measure Clicks Taken

Tool
Median 4
Mean 4.83

Std. Dev 3.19

Control
Median 5
Mean 5.83

Std. Dev 2.36

able to differentiate the two samples and therefore it can’t be stated that the two were
different (U = 116.5,Ucrit = 99,n1 = n2 = 18,P < 0.05 two-tailed).

6.2.2.3 Time Taken

The final metric used to evaluate the usability across systems is the time taken by each
participant to complete their tasks. The descriptive stats are shown in the Table 6.5
below and reveal very little difference between the two. What is apparent is the spread
of results for those using the tool appear to be much greater than that of the control
group. Again, MW was used to detect the contrast of the groups’ times. The results
were inconclusive and therefore fail to reject the null hypothesis (U = 130,Ucrit =
99,n1 = n2 = 18,P < 0.05 two-tailed)

Table 6.5: Time Taken

Group Measure Time Taken

Tool
Median 100
Mean 146.7

Std. Dev 117.91

Control
Median 82
Mean 101.9

Std. Dev 66.51

6.2.3 Questionnaire

The scoring for each question before and after treatment were compared against each
other for both groups and the box and whisker plots are shown in the Appendix. The
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Figure 6.1: Overall Score Comparison

Table 6.6: Questionnaire Scores

Group Measure Initial Score Final Score

Tool
Median 19 17.5
Mean 19.67 18.83

Std. Dev. 1.86 3.87

Control
Median 22 19
Mean 22.17 18.17

Std. Dev 2.71 4.40

overall scores were summed by applying a scoring system such that the desired answers
for each were weighted the highest. These scores are described and displayed in Table
6.6, with the box and whisker plots for shown in Figure 6.1.

Both Table 6.6 and Figure 6.1 that there is not a notable difference, and in fact results
for both groups appear to drop after the final meeting with participants. In order to
accurately determine whether the two groups resulted in differing scores for the final
questionnaire, MW was applied to the summed scores. The result was unable to reject
the null hypothesis and we were therefore unable to state with any confidence that
the use of the tool resulted in a change in the participants perceptions regarding their
password use (U = 17,Ucrit = 5,n1 = n2 = 6,P < 0.05 two-tailed).

6.2.4 Passwords Created

All passwords created for each task were collected and the respective entropies were
calculated using the augmented Shannon’s entropy found in Florêncio et al. [23]. This
allowed for a rough comparison between the strengths of passwords created in each
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group. The descriptive statistics for each are collated in Table 6.7. The results appear to
indicate very little difference between the two, and this is further clarified through use
of the Mann-Whitney U test. The results of which are unable to determine whether a
significant difference existed and was therefore inconclusive (U = 135,Ucrit = 99,n1 =
n2 = 18,P < 0.05 two-tailed).

Table 6.7: Password Entropy

Group Measure Password Enrtopy

Tool
Median 51.70
Mean 56.63

Std. Dev 8.98

Control
Median 55.23
Mean 51.92

Std. Dev 13.51

6.2.5 Recall Task

In order to determine the success of the mnemonic password creation technique partic-
ipants were asked to recall the created passwords for all three tasks. This provided the
researcher with a larger collection of data points, to determine whether an improvement
to recall was experienced.

Table 6.8: Recall Tasks

Group Measure Initial Recall Final Recall

Tool
Median 1 1
Mean 1.3 1.4

Std. Dev. 0.57 0.98

Control
Median 1 1
Mean 1.3 1.2

Std. Dev 0.75 0.38

Inspecting the overview of the data, there exists very little difference between the dis-
tributions for the initial recall event, however there is a slight difference in the second
recall. The similarities in the initial scores were expected due to having the partici-
pants recall so soon after the creation. To see if the difference between the two groups’
final recall was significant MW was applied to the two data sets and found that the
difference observed was not significant (U = 159,Ucrit = 99,n1 = n2 = 18,P < 0.05
two-tailed).
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6.3 Overview of Statistical Results

The results of the statistics are disappointing, with no significant results being found
within any of the comparisons made. This is most likely down to the small sample
sizes and it was therefore decided to elaborate on the statistical results by breaking
down each participants interaction to gain a deeper understanding of why this may
have occurred. This was done through the use of individual case studies.

6.4 Case Studies

The case study results were the result of the observations made from notes taken during
the tasks, reviews of the screen-casts of those interactions, and the final interviews. The
case studies are broken down into each participant, with an overview given at the end
to summaries the major findings.

6.4.1 Tool

6.4.1.1 Participant 01

Participant 01 was found to have used the technique and wrote down each of their
created passwords with pad and paper when confronted with each task. A notable
observation was that the participant appropriated the technique in a way that was not
intended, as they attempted to make their sentence fit rather than picking a sentence
which produced the required number of letters. This was apparent in the third pass-
word, in which they increased the number of characters drawn from the words in their
chosen sentence. This resulted in a lapse in recall, even with the additional aid of hav-
ing the passwords written down for reference. The participant was able to recall their
pass phrase with ease, however they were unable to recall the resulting third password.
Moreover, the participant admitted to reviewing their passwords during the interval
between recall tasks, limiting the validity of the result as this is not a common prac-
tice demonstrated by any previous subject in either study. Furthermore, questioning
revealed that the user had not reviewed any of the additional FAQ information, which
would become a theme for all participants in the tool group. In addition, it was revealed
that the participant was a novice in account and password creation and did mention the
difficulty in the amount of passwords they were asked to create and remember stating:

‘That was kind of new for me, and having to think, and do three, one after another’

The user had also only stated any previous experience on tablet devices, which in-
dicated why the participant appeared to struggle when using the laptop, on which the
tasks were carried out. This could be a reason for the reduced SUS score the participant
gave (67.5), but they did exhibit an enthusiasm to learn and improve stating:

‘... practice makes perfect. That’s the whole thing. But I have enjoyed it. ’
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6.4.1.2 Participant 04

This participant was the only members of the tool group who used the tool repeatedly
and refrained from writing it down. They stated that the enjoyed the use of the method
and had already begun to use it in their day to day web interactions, stating:

‘Learned a new technique to make passwords up, which I am now using.’

However, apart from this success the user had failed to interact with the FAQ guide
and was therefore unable to gain any further use from exposure to the tool. In addition,
the participant noted a slight drawback of the tool being linked to the chosen sentence,
stating:

‘So its actually quite a good technique as long as you have got a memorable phrase.’

This participant also exhibited much greater knowledge than the other participants
involved mentioning at one point that they were aware of the intrinsic link between
strength of password and the length.

6.4.1.3 Participant 05

Having used the tool, written down the password, and reused one of the passwords
created over two of the tasks, the participant exhibited a multitude of behaviours. They
had also admitted to writing down the password of a magazine but failed to correctly
recall exactly for which account the repeated password had been used for. Again, this
participant had refrained from exploring the FAQ information and appeared to explain
an understanding of the importance of creating strong passwords. Interestingly the
user stated why they did not invest more time into this:

‘... you should try and make it as difficult as possible, but I dunno it’s just... its time
isn’t it? You know anything for ease for whatever, access for you personally’

The participant talked at length about the perceived threats to security that they had
been exposed to, and how they had refrained from exposing financial information on-
line except where they felt covered:

‘I don’t do online banking or anything like that but I buy things online right enough.
Well the only thing you need to watch there is credit card verification ID.’

Despite the participant’s perception of an increase in hacking events, they appeared
to lack the motivation to engage with the subject matter unless there was a chance of
harm to themselves.

6.4.1.4 Participant 07

Having claimed to use the tool for the final two passwords after being notified that
the scenarios included financial information it was revealed that the password created
was similar in nature to one they had used previously. This participant had ignored the
information found on each task screen and admitted that:
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‘I have a tendency to get through them as quickly as possible and forget instructions’

Furthermore, the participant revealed that they reused passwords continually and had
them all noted down in a book. They expressed that all these passwords were essen-
tially the same password with slight variations. An interesting discussion that arose
was the effect of strength indicators on account creation pages. They mentioned:

‘Then there are the sites where they give you the reminder this is weak, that tends to
make you a wee bit more - push you towards another password.’

Through out our discussion it became apparent that although they hadn’t interacted
with the tool, they were more than willing to use the final interviews discussions as
motivations for changing some of there habit such as reusing the same password re-
peatedly.

6.4.1.5 Participant 09

Participant 09 not only ignored the advice given in the FAQ, but also did not read the
technique provided. They mentioned that the only time they look for any information
on log-in pages is if an error had occurred. Participant 09 expressed:

‘I feel like I am hassled to make a new one.’

Saying that they would prefer to use just one password for all accounts. Moreover
they explained that they did wish to have more guidance on passwords, noting that
when they had first worked with computers, there was an expert on hand to answer any
queries that they had about the system.

‘Obvioulsy now I am retired and things, now there’s, you know, no one like that.’

The participant had now become reliant on their grandson to address any misconcep-
tions they had. But it was apparent that their grandson was not always helpful, as they
noted that the advice given was often implied to be very simple for them but difficult
for themself.

6.4.1.6 Participant 11

Like the previous tool user, participant 11 had ignored all advice given and had reused
the same password three times. The password was one that they had routinely relied
on for many accounts with different variations applied. An interesting facet was the
sharing of passwords, with the simplistic password being forged out of necessity for
themself and their partner in situations:

‘I am not there -’

This sharing would then allow the participants partner to access the relevant accounts.
One noticeable difference from other study participants was their belief in their role in
the system:
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‘Yeah, companies will ask, youve got to have so many capitals, so many numbers and
thats them setting their minimum level of security. Its really up to me how secure I
think I want my account to be.’

This confused the researcher as they had admitted to repeatedly using the same pass-
word across multiple accounts. In addition, the information they had received appeared
to only to strengthen inappropriate behaviours. They mentioned how they were re-
quired to routinely change their work passwords and that the system in place allowed
them to have minimal variations:

‘It can be just one number or just as long as there is a difference.’

This provided further evidence to the researcher that conflicted in the information sur-
rounding passwords had engrained itself into participants behaviours. Although it can-
not be stated with full confidence that this had lead to attitude towards safety. When
asked if there was anything they wanted to ask, the participant took the opportunity to
enquire about Password Managers. Upon being enlightened about their useful features,
they expressed that they would do further research themselves to get one.

6.4.2 Control

6.4.2.1 Participant 02

The technology exposure of participant 02 was very limited in comparison to all mem-
bers of the group, as they mentioned that the only device they used regularly which
was their smartphone. This could be an indicator as to why they appeared to struggle
so much when using the laptop set-up used to perform the tasks on. The participant
used the same six character passwords throughout all tasks, and appeared happy to do
so. This behaviour exhibited was among some of the most unsafe seen throughout the
tasks and is most likely down to their lack of experience. However, they appeared to
not wish to engage with the internet stating:

‘No, not at all, I’d rather read a book.’

The password they had used had been from an account that they had registered to a
long time ago, when they still had use of a desktop computer. This device had now
been dismantled and was in the participant’s loft. The participant’s lack of interaction
and experience with accounts had resulted in them continually reusing this very weak
password, which had remained a memorable item since its creation. The password
would not stand up well in either a brute force attack or a dictionary attack due to the
length and use of personal information followed by a single digit. It appears that due
to this lack of interaction with changing policies they had never been informed that the
password was weak and had not accumulated knowledge regarding password strengths
being related to the use of differing character types or length.
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6.4.2.2 Participant 03

Participant 03 had very similar mechanisms to those exhibited in the preliminary study,
choosing to use a standard set of words, numbers and symbols which they would per-
mute through to create a password. They stated that:

‘I got it from names that I can remember quite easily and numbers I used quite often,
cause I was in the Army. So I use Army numbers.’

The structure of each password remained similar throughout, with an initial word or
set of digits, the same symbol each time, and then the the remaining option from the
first stage. Moreover, the participant explained that they also had a book of passwords,
which they kept secure. However, it would appear that since their created passwords
were of the same structure, the passwords it contained would all be fairly similar.
An interesting exchange that occurred was the participants stated change in behaviour
regarding sites that they had never previously visited or that they did not initially trust.
This would result in the use of a ‘one-off password’, which would be changed once
they were happy with the implied level of security the site gave:

‘I’ve got different passwords I use for them, but once I am in, I’ll revert to the standard
password.’

Another interesting opinion that was discovered was regarding their role in the system.
They felt that the role they played was only a part of the whole security of the system,
stating:

‘... one of those questions in that paper work says, “Am I responsible”... well I am
not. The companies that use, their also responsible for keeping stuff secure.’

This belief may explain why such behaviours of users exist, and the many varied mech-
anisms that users have culminated through exposure to different policies has resulted
in an attitude towards security systems. It appears that users feel that there is only
so much they can do, and for the most part their behaviours surrounding passwords
are primarily focused on their own ease of use, rather than the goal of security for the
system.

6.4.2.3 Participant 06

Like many of the participants discussed, participant 06 also had their own internal pass-
word mechanism which they used to create passwords. This method, like the guide,
associated passwords to hobbies of their own such as music. They would pick three
related musical items, such as genres, musicians, instruments, and time signatures in
groups of three to create their passwords. Similar to all previous methods, this resulted
in respectable passwords with noticeable underlying structures that the participant re-
lied on to aid recall. It appeared that they would always remember the first component
and then build the remaining sections from there.

Moreover, the validity the passwords created was called into question when they stated
that due to the number of passwords the study required the participant created, they had
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put less effort into the last password. When asked why they had struggled to remember
the third password, they stated:

‘Because I was being lazy when I made it up, I was like [Huff] ok, lets get another
one.’

The participant also took the opportunity to ask questions regarding passwords, asking
about the necessity of capital letters, which they had found to be ‘slightly irritating’.
This showed that they were aware of changing rules and beliefs surrounding password
strengths, in-spite of not being exposed to the guide.

6.4.2.4 Participant 08

Participant 08 was reliant on their own system to create passwords, which consisted of
a pronoun, and numbers. The numbers used were sourced from personal information.
The use of personal information was a common element to passwords created by users
from both studies and highlights again that this is still very present in the behaviours
of users. This was further explained by the participant, when they stated that they were
not worried about security, but instead:

‘It irritates me more I suppose than anything its the fact that if it’s too involved then I
don’t remember it.’

Having admitted that their reuse of passwords was not the best strategy, they seemed
more focused on their own ease of use rather than security goals of the systems. This
also resulted in the writing down of password schemes in a book for future reference
due to the difficulties experienced in memorising passwords. The multitude of ac-
counts that users must keep track and the implications of that were also discussed. The
participant explained that regularly used accounts were much easier to remember over
rarely used accounts. This makes sense as the repeated recall allow for the password
to become embedded in the memory of users. Moreover, they indicated their dislike
for having multiple passwords and a desire to only require one:

‘... it would be nice thing to, you know, use a password that you could have all the
time, and would be secure. ’

There is growing evidence that passwords are not only disliked by security profession-
als, but users themselves harbour a growing contempt for their use.

6.4.2.5 Participant 10

This participant had used the same password across all tasks and appeared to be influ-
enced by the same factors as discussed for other participants. An interesting factor that
was revealed was the apparent influence of family members’ beliefs of passwords. For
example, this user had a near identical password to that of participant 11 who was a
family member. Participant 10 had explained that this member of the family was the
one who:
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‘does most of our online stuff.’

This highlighted that the mechanisms that many users had created and attributed to-
wards passwords, were not only influenced by the thicket of conflicting password in-
formation, but also the behaviours and opinions of their peers. Our conversation also
lead to an interesting discussion on social media, and the observable difference be-
tween generations and social media use. They stated plainly:

‘...I don’t quite see the point of having, like Facebook.’

In addition, the participant took the time to ask questions regarding password man-
agers, showing an interest to improve their own behaviours and actions taken towards
security. However, this had only resulted from the questionnaire and the opportunity
to talk one-on-one with the researcher. Given other observations it appears that even
if this participant had been exposed to the guide, they would still have acted in a sim-
ilar manner as they did in the tasks. Furthermore, the desire to seek out information
through asking direct questions to the researcher highlighted the desire to find solutions
that would ensure their on-line safety.

6.4.2.6 Participant 12

The final participant of the control group was able to recall all three passwords within
the allotted recall chances. The passwords constructed had been developed through
their long-time exposure to password mechanisms such as the ones they were exposed
to through their work. The mechanism appeared to rely on the belief that the use of the
middle names of family members would not be identified by attackers, stating:

‘Well I wanted it to be quite strong and for it to not really be connected to me much in
case I am hacked. And if I use a member of the family I think it would be rare for them
to actually pick up on that. Especially middle names’

One noticeable difference from many of the other participants of the study was that
they said they would always create a new password. This had probably stemmed from
their work-practices in which they were required to change a password every month.
The participant appeared not to struggle with recalling passwords and highlighted no
intention of writing down created passwords. This highlights the breadth of behaviours
associated to password creation, with some being content with not writing down pass-
words and others feeling that it was a necessity to accurately recall. However, having
said this the participant did appear to struggle remembering whether they had used two
or four digits in their passwords which caused them to make one false attempt before
accurately recalling. They did indicate that in this instance when they were unable to
fully recall the password, they would rely on the back-up mechanism which allowed
for resetting passwords.
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6.4.3 Overview of Case Study Results

The disregard for the guidance by members of the tool using group were a surprise
at first, but upon reflection appear justified by many users. Users have been exposed
to many varying, and often conflicting, password policies over their whole online life.
Moreover, this information had become warped through their own misunderstandings
and the influences of their peers. Users had forged their own mechanisms in order
to deal with the detrimental usability aspects of passwords, primarily memorability,
and these practices had become embedded in the minds of users to such a degree that
it appears that changing these misconceptions would require much more effort than
simply providing accurate and updated advice. It can’t however be argued that users
are entirely unmotivated as demonstrated by many participants admissions of aware-
ness of their own failings. It is now more a question of ‘how’ this information must
be distributed to users. Moreover it implies that security experts are themselves more
responsible than ever in guiding users, and additional creating systems with the limi-
tations of the general public in mind.

Distrust with internet security exists and permeates their understandings and knowl-
edge on policies. This often resulted in their dismissal of online banking or other
services which would leave the user feeling exposed and at risk. This possibility of
exposure, coupled with the amalgamation of misinformation presents an interesting
and much more complex problem for usable security than was first believed. If we are
unable to engage users and re-educate them regarding their policies we will see these
patterns of insecure behaviour to continue to occur as it embeds itself into their internet
practices. The implications of this are fascinating for the future of usable security, and
in particular privacy, which will be discussed in the following chapter.





Chapter 7

Discussion

7.1 Methodology

The framework used for the preliminary study and final was sufficient to gather a large
amount of qualitative data through the use of semi-structured interviews and mini-
tasks. The study was limited in the number of participants from the original project’s
target user group due to an inability to schedule times which were suitable the mem-
bers of the Mussellburgh Computing Club. However, the decision to include other
members of the population from different age groups appears to have been justified,
as it highlighted that usability issues persist to all age groups. The researcher could
have employed a different technique of qualitiative data collection through workshop
activities or focus groups [44]. Focus groups allow for the participants to discuss top-
ics proposed by the researcher and are great vessel for in-depth discussions amongst
target groups. In contrast however, these discussions have the possibility of becoming
dominated by one or two out-spoken members of the group. Since the researcher was
only a voluntary member of the Computing Club it was believed to be inappropriate to
commandeer these meetings for the purposes of this study, as the focus of the meetings
were to help guide users with their chosen devices.

Alternative avenues for the gathering of these observations are numerous, such as fo-
cusing on gathering from the large student population which is more easily accessed.
This is also evident in the lack of significant findings as a result of the inferential
statistics of the final study data. However, it was decided to remain focussed on this
target user group, as studies into passwords have been linked to the student popu-
lations of the institutions in which the studies were conducted such as the work by
Blocki et al [10]. Another consideration would have been to use the Mechanical Turk
platform from Amazon [7]. The crowd sourced platform allows researchers to post
tasks for members to complete in return for a small payment. The platform has been
used numerous times, such as the discussed work of Kelly et al.[36] achieving a to-
tal of 12,000 participants. The number of possible participants researchers are able to
collect and draw quantitative data from, dwarfs that ever conceivably possible through
semi-structured interviews. However, Mechanical Turk is not flawless as the work
of Mazuerk et al. [43] found that the passwords collected through the platform were
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not completely appropriate for comparisons to low-value account passwords procured
through leaks. However, considering that our goal was to improve the interactions of
elderly users, and their role in security systems, the researcher was able to uncover a
large amount of interesting findings on behaviours and attitudes. This data can be used
as further evidence of the difficulties researchers face when trying to alter insecure be-
haviours that have become embedded in users due to years of conflicting advice. The
fact that the majority of the data collected in the form of qualitative data should not
be held against its procurement [45]. In fact, many of the more interesting findings
of all studies carried out in this whole project have been directly due to the focus on
qualitative data.

7.2 Final Study

7.2.1 Design of Guide

The purpose of the guide was to provide context at the point where the majority of user
interactions with security systems occur. It was believed that doing so would elicit a
change in behaviour and perceptions of users’ role in the system, and therefore result
in improved usability. However, it was found that user refrained to engage with the
guidelines in many instances. This results highlights the importance of the concept
of user engagement [50], which has been linked with the success of systems [31]. If
we wish to change behaviours and attitudes we must carefully select where and when
we introduce information to users. This is clear from our results, and the results of
the work of Egelman et al, with their work on the Privacy Finer tool [21]. The study
showed that the timing of showing the privacy scores of sites affected the actions of
the participants of the study. For example, the participants paid more attention to the
sites they used to purchase items such as a sex toy over buying less privacy sensitive
items such as batteries. We can see from these results that it is possible to impact users’
behaviour, but that we must carefully choose when we introduce this information.

What is noticeable about user interactions is that although there appears to be recogni-
tion of insecure practices, there is no way of indicating that this is wrong. This is due
to the fact that users will only become aware that something is wrong if they fall victim
to some form of attack. This relates closely to the concept of help-seeking, which is a
demonstration of self-regulated learning [4]. The concept relates to the user’s ability
to identify wrong-doing on their part and the ability to seek out guidance to improve
those actions. The help-seeking model can be broken down into the following steps:

• Become aware of need for help;

• Decide to seek help;

• Identify potential helper(s);

• Use strategies to elicit help; and

• Evaluate help-seeking episode.
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When broken down into tasks we can clearly see that many users will have difficulty
with this process in the context of security. For example, unless a user is directly tar-
geted and their accounts become compromised they will not be able to identify their
own need for help. This is evident in the behaviours of users who have simply contin-
ued to interact with log-in systems in a routine manner. Furthermore, if a user attempts
to identify potential helpers they will come across a host of conflicted information,
with no satisfactory standard that is easily accessible without work on the part of the
individual.

7.2.1.1 Questionnaire

The questionnaire used attempted to capture users’ perceptions about their password
behaviour and attitudes regarding their role in the system. Upon review, we can see that
many of the questions were misguided and did not fully encapture what the researcher
had intended to do. For example the question regarding password strengths could have
been better constructed to capture user knowledge rather than their perceptions. This
would have been done through providing the users with password examples and asking
them to rank them based on the level of strength users felt each one exhibited. More-
over, this could have been achieved through use of better formulated questionnaires,
such as the one found in use by Wash et al. [63]. The research agenda proposed by
Wash et al. highlights a shift in correcting users mental models [62]. They argue that
the goal should no longer be to identify incorrect models and break them down to be
more representative of mental models of security experts, but instead focus on nudging
these models to result in more secure behaviours. In addition, the research indicates
that differing levels of information may be required for different groups, and therefore
the identification of subtle differences between groups will aid to this line of thinking.

Another caveat of the questionnaire is that its placement before the tasks may have
primed users, resulting in behaviour that does not represent real interactions. This eco-
logical validity question has been considered before in the work of Fahl et al. [22].
This in-depth study attempted to answer whether the passwords created in laboratory
studies resembled those used in real situations. In addition, the study attempted to
evaluate the impact of priming users and the impact that this had on passwords. The
results of which indicated that there was some level of similarity between the pass-
words created, with 46.1% of passwords created by participants being similar to those
created for university accounts. Moreover, the study found that priming users made
no significant difference to the actions of users. This study therefore validates the ap-
proach taken by the researcher, but does indicate that alternative methods which do not
predispose users.

7.3 Results and Implications

The findings of the preliminary study highlighted that usability issues surrounding
security are not just related to age, but can be found in various forms throughout the
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populace. Passwords are still a widely used form of authentication and the advice that
has surrounded them for years has resulted in a multitude of behaviours and attitudes
towards them. Something which became apparent through the final interviews, was
the lack of engagement with the guide and led the researcher to question why this
may have been the case. As the work of Whitten and Tyger [64] identified in 1999,
to the user security is often considered a secondary task. As seen in the interviews in
the preliminary and final studies, users’ attitudes have changed very little. Log-in and
account creation systems find themselves often being placed before the completion of
the primary goal, such as in the case of online shopping. This placement is seen as an
annoyance to most users who merely wish to complete a transaction or sign up to a
social media site. This positioning in the process and in the minds of users makes the
objectives of engagement with information very difficult to obtain.

Our findings are further validated by Herley’s paper, “So Long and No Thanks for the
the Externalities” [28]. The paper argues that through applying cost benefit analysis in
comparing the amount of information that we expose users to. It argues that in attempts
to nudge or adjust their behaviour they instead ignore the advice as they experience
very little benefit in participating with it. The paper states that users are actually mak-
ing a rational decision when it comes to password guidance as the chances of falling
victim to attacks based on suggestions like not writing passwords down have little to
no evidence. This makes sense given the level of engagement that users showed with
asking questions and identifying their own insecure behaviours. Moreover, the diffi-
culty of engaging users and asking them to refrain from entering the ‘auto-pilot’ state
indicates that the task is an extremely difficult one.

The results when taken into consideration with the arguments of Nissenbaum [47]
highlight the difficulty of raising awareness. If we desire to engage users and educate
them about the privacy implications of mass data collection, then a substantial amount
of future research is required. The related notion of “notice and choice” from the work
of Cranor [18]. The concept is in a similar vein to that of Nissenbaum’s contextual
integrity, in which companies must provide mechanisms that allow for users to gain
more control over the data collected on them. Cranor argued that users would be
able to choose whether to allow companies access to their personal information or
to take their business and data elsewhere. However, in a more recent review [19] it
was found that the current mechanisms in place for alerting consumers to their rights
were not working. Our results validate this belief, as Cranor found that companies
were not providing a sufficient understanding to users. Moreover, it found that opt-out
policies resulted in significant reductions in usability of products. Their remained a
power imbalance in that if users chose to opt-out, then they would not receive access to
features of products. Therefore users would blindly accept the agreements that allowed
them access to their immediate goals, rather than the long-term goals of privacy. The
results further validate this in a security setting as we have seen that users would rather
have the task completed than engage with advice which on the surface does not have
instantaneous reward.
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Conclusion

8.1 Summary

The work carried out in this project provides a wealth of information regarding the at-
titudes of elderly users on security. Moreover, we were able to compare these attitudes
and behaviours with other age groups through the preliminary study. The evidence col-
lected is yet more proof highlighting the difficulties for non-expert users in interpreting
the mass of guidelines that they are exposed to on a daily basis. We have seen further
evidence that this thicket of advice coupled with the secondary task of security has
resulted in the deep embedding of behaviours constructed by users. Users are simply
making seemingly logical choices in order to best deal with the usability issues that
research has shown exists, and the results of this study indicate that contextualisation
is not enough to change this. This was evident in the final study, where we saw that
even with direct access to guidelines users simply will not interact with the information
given to them. This result has massive implications, not only for security, but also for
privacy as it is believed users are needed to become more engaged with their online
practices.

8.2 Future Work

The work here can be built upon in a number of ways. Firstly it should be used to justify
further studies on how we should engage users, highlight the dangers and educate
for better password and security practices. This could be done through continuous
work with consumers being engaged with at all stages of the design process. It is also
noted that more work must be done to better determine the threats that users face, and
this evidence should be used to target developers and security administrators. If these
groups become more aware of the limitations of users and the real threats to systems,
then it will lead to substantial benefits to future design security systems. It is believed
that continuing to engage users and improving mechanisms which attempt to do so will
result in better equipped front line of defence for systems. Assuming that users are lazy
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and a threat to our security system will result in more convoluted systems as the process
becomes a vicious circle of blame and redesign. Confused users will continue to be
seen as a weak link in many systems unless lessons are learned from previous mistakes
and the inclusion of an understanding of users when we build towards new systems.
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[24] Dinei Florêncio, Cormac Herley, and Baris Coskun. Do strong web passwords
accomplish anything? HotSec, 7(6), 2007.



Bibliography 61

[25] Marsha E Fonteyn, Benjamin Kuipers, and Susan J Grobe. A description of think
aloud method and protocol analysis. Qualitative Health Research, 3(4):430–441,
1993.

[26] Google. Create your google account. https://accounts.google.com/
SignUp?hl=en. [Online; accessed 10-November-2016].

[27] Sandeep K Gupta et al. Intention-to-treat concept: a review. Perspectives in
clinical research, 2(3):109, 2011.

[28] Cormac Herley. So long, and no thanks for the externalities: the rational rejection
of security advice by users. In Proceedings of the 2009 workshop on New security
paradigms workshop, pages 133–144. ACM, 2009.

[29] Cormac Herley and Paul Van Oorschot. A research agenda acknowledging the
persistence of passwords. IEEE Security & Privacy, 10(1):28–36, 2012.

[30] Cormac Herley, Paul C Van Oorschot, and Andrew S Patrick. Passwords: If were
so smart, why are we still using them? In International Conference on Financial
Cryptography and Data Security, pages 230–237. Sprin@articlealeven2003help,
title=Help seeking and help design in interactive learning environments, au-
thor=Aleven, Vincent and Stahl, Elmar and Schworm, Silke and Fischer, Frank
and Wallace, Raven, journal=Review of educational research, volume=73, num-
ber=3, pages=277–320, year=2003, publisher=Sage Publications ger, 2009.

[31] Mark I Hwang and Ron G Thorn. The effect of user engagement on system
success: a meta-analytical integration of research findings. Information & Man-
agement, 35(4):229–236, 1999.

[32] Blake Ives, Kenneth R Walsh, and Helmut Schneider. The domino effect of
password reuse. Communications of the ACM, 47(4):75–78, 2004.

[33] Adam Jenkins. Why is granny’s tablet gathering dust? a study into the effects
of personality in human computer interaction. Minf1, University of Edinburgh,
2016.

[34] Ian Jermyn, Alain J Mayer, Fabian Monrose, Michael K Reiter, Aviel D Rubin,
et al. The design and analysis of graphical passwords. In Usenix Security, pages
1–14, 1999.

[35] Simeon Keates, P John Clarkson, Lee-Anne Harrison, and Peter Robinson. To-
wards a practical inclusive design approach. In Proceedings on the 2000 confer-
ence on Universal Usability, pages 45–52. ACM, 2000.

[36] Patrick Gage Kelley, Saranga Komanduri, Michelle L Mazurek, Richard Shay,
Timothy Vidas, Lujo Bauer, Nicolas Christin, Lorrie Faith Cranor, and Julio
Lopez. Guess again (and again and again): Measuring password strength by
simulating password-cracking algorithms. In Security and Privacy (SP), 2012
IEEE Symposium on, pages 523–537. IEEE, 2012.

[37] Saranga Komanduri, Richard Shay, Patrick Gage Kelley, Michelle L Mazurek,
Lujo Bauer, Nicolas Christin, Lorrie Faith Cranor, and Serge Egelman. Of pass-



62 Bibliography

words and people: measuring the effect of password-composition policies. In
Proceedings of the SIGCHI Conference on Human Factors in Computing Sys-
tems, pages 2595–2604. ACM, 2011.

[38] Steve Krug. Don’t make me think: A common sense approach to web usability.
Pearson Education India, 2005.

[39] Yue Li, Haining Wang, and Kun Sun. A study of personal information in
human-chosen passwords and its security implications. In Computer Communi-
cations, IEEE INFOCOM 2016-The 35th Annual IEEE International Conference
on, pages 1–9. IEEE, 2016.

[40] Lena Mamykina, Andrew D Miller, Elizabeth D Mynatt, and Daniel Greenblatt.
Constructing identities through storytelling in diabetes management. In Proceed-
ings of the SIGCHI Conference on Human Factors in Computing Systems, pages
1203–1212. ACM, 2010.

[41] Lena Mamykina, Elizabeth Mynatt, Patricia Davidson, and Daniel Greenblatt.
Mahi: investigation of social scaffolding for reflective thinking in diabetes man-
agement. In Proceedings of the SIGCHI Conference on Human Factors in Com-
puting Systems, pages 477–486. ACM, 2008.

[42] Lena Mamykina and Elizabeth D Mynatt. Investigating and supporting health
management practices of individuals with diabetes. In Proceedings of the 1st
ACM SIGMOBILE international workshop on Systems and networking support
for healthcare and assisted living environments, pages 49–54. ACM, 2007.

[43] Michelle L Mazurek, Saranga Komanduri, Timothy Vidas, Lujo Bauer, Nicolas
Christin, Lorrie Faith Cranor, Patrick Gage Kelley, Richard Shay, and Blase Ur.
Measuring password guessability for an entire university. In Proceedings of the
2013 ACM SIGSAC conference on Computer & communications security, pages
173–186. ACM, 2013.

[44] David L Morgan. Focus groups. Annual review of sociology, 22(1):129–152,
1996.

[45] Gareth Morgan and Linda Smircich. The case for qualitative research. Academy
of management review, 5(4):491–500, 1980.

[46] Robert Morris and Ken Thompson. Password security: A case history. Commu-
nications of the ACM, 22(11):594–597, 1979.

[47] Helen Nissenbaum. A contextual approach to privacy online. Daedalus,
140(4):32–48, 2011.

[48] Donald A Norman. Design rules based on analyses of human error. Communica-
tions of the ACM, 26(4):254–258, 1983.

[49] Donald A Norman. The design of everyday things: Revised and expanded edition.
Basic books, 2013.



Bibliography 63

[50] Heather L O’Brien and Elaine G Toms. What is user engagement? a conceptual
framework for defining user engagement with technology. Journal of the Ameri-
can Society for Information Science and Technology, 59(6):938–955, 2008.

[51] US Deparment of Homeland Security. A roadmap for cybersecurity
research. https://www.dhs.gov/sites/default/files/publications/
CSD-DHS-Cybersecurity-Roadmap.pdf, nov 2009. [Online; accessed 30-
March-2017].

[52] School of Informatics. Research ethics procedure. http://www.ed.
ac.uk/informatics/research/ethics/procedure. [Online; accessed 13-
December-2016].

[53] Openwall. John the ripper. http://www.openwall.com/john/. [Online; ac-
cessed 28-February-2017].

[54] PayPal. Set up your account. https://www.paypal.com/signup/
accountCreate. [Online; accessed 10-November-2016].

[55] Jerome H Saltzer and Michael D Schroeder. The protection of information in
computer systems. Proceedings of the IEEE, 63(9):1278–1308, 1975.

[56] Neil Selwyn. The digital native–myth and reality. In Aslib Proceedings, vol-
ume 61, pages 364–379. Emerald Group Publishing Limited, 2009.

[57] Claude Elwood Shannon. A mathematical theory of communication. ACM SIG-
MOBILE Mobile Computing and Communications Review, 5(1):3–55, 2001.

[58] Richard Shay, Saranga Komanduri, Adam L Durity, Phillip Seyoung Huh,
Michelle L Mazurek, Sean M Segreti, Blase Ur, Lujo Bauer, Nicolas Christin,
and Lorrie Faith Cranor. Can long passwords be secure and usable? In Pro-
ceedings of the 32nd annual ACM conference on Human factors in computing
systems, pages 2927–2936. ACM, 2014.

[59] Julie Thorpe and Paul C van Oorschot. Graphical dictionaries and the memorable
space of graphical passwords. In USENIX Security Symposium, pages 135–150,
2004.

[60] Umut Topkara, Mikhail J Atallah, and Mercan Topkara. Passwords decay, words
endure: Secure and re-usable multiple password mnemonics. In Proceedings of
the 2007 ACM symposium on Applied computing, pages 292–299. ACM, 2007.

[61] Kim-Phuong L Vu, Robert W Proctor, Abhilasha Bhargav-Spantzel, Bik-Lam Be-
lin Tai, Joshua Cook, and E Eugene Schultz. Improving password security and
memorability to protect personal and organizational information. International
Journal of Human-Computer Studies, 65(8):744–757, 2007.

[62] Rick Wash and Emilee Rader. Influencing mental models of security: a research
agenda. In Proceedings of the 2011 workshop on New security paradigms work-
shop, pages 57–66. ACM, 2011.

[63] Rick Wash and Emilee Rader. Too much knowledge? security beliefs and pro-
tective behaviors among united states internet users. 2015.



64 Bibliography

[64] Alma Whitten and J Doug Tygar. Why johnny can’t encrypt: A usability evalua-
tion of pgp 5.0. In Usenix Security, volume 1999, 1999.

[65] Maria Wolters. Basic demographics for your hci
user study. http://mariawolters.net/teaching/
basic-demographics-for-your-hci-user-study/. [Online; accessed
21-February-2017].

[66] Min Wu, Robert C Miller, and Greg Little. Web wallet: preventing phishing
attacks by revealing user intentions. In Proceedings of the second symposium on
Usable privacy and security, pages 102–113. ACM, 2006.

[67] Yinqian Zhang, Fabian Monrose, and Michael K Reiter. The security of modern
password expiration: An algorithmic framework and empirical analysis. In Pro-
ceedings of the 17th ACM conference on Computer and communications security,
pages 176–186. ACM, 2010.

[68] Barry J Zimmerman. Self-efficacy: An essential motive to learn. Contemporary
educational psychology, 25(1):82–91, 2000.

[69] Barry J Zimmerman. Becoming a self-regulated learner: An overview. Theory
into practice, 41(2):64–70, 2002.

[70] Barry J Zimmerman, Albert Bandura, and Manuel Martinez-Pons. Self-
motivation for academic attainment: The role of self-efficacy beliefs and personal
goal setting. American educational research journal, 29(3):663–676, 1992.

[71] Barry J Zimmerman and Manuel Martinez-Pons. Student differences in self-
regulated learning: Relating grade, sex, and giftedness to self-efficacy and strat-
egy use. Journal of educational Psychology, 82(1):51, 1990.

[72] Mary Ellen Zurko and Richard T Simon. User-centered security. In Proceedings
of the 1996 workshop on New security paradigms, pages 27–33. ACM, 1996.



Appendix A

Initial Study Consent Form

65



   

Consent to Participate in Research 
Usable Security Requirements Gathering 

 
Introduction and Purpose  
My name is Adam Jenkins. I am an undergraduate at Edinburgh University, working with my 
dissertation supervisor, Professor Maria Wolters, in the School of Informatics.  I would like to invite 
you to take part in my research study, which concerns designing systems to contextualize security. 
 
Procedures 
If you agree to participate in my research, I will conduct an interview with you at a time and location 
of your choice.  The interview will involve working with you through the task of creating an account 
on three different ‘toy’ websites.  It should last about one hour. With your permission, I will 
audiotape and take notes during the interview, including recording your actions when interacting with 
the individual sites.  The recordings are to be used to pull out requirements for the intended product 
as part of the above dissertation and will be deleted once it has been used. If you choose not to be 
audiotaped, I will take notes instead.  If you agree to being audiotaped but feel uncomfortable at any 
time during the interview, I can turn off the recorder at your request.  Or if you don't wish to 
continue, you can stop the interview at any time.  

 
Benefits 
There is no direct benefit to you from taking part in this. It is hoped that the research will aide me in 
implementation of my final design for the dissertation project which aims to improve user experience 
regarding security processes.  
 
Risks/Discomforts 
As with all research, there is a chance that confidentiality could be compromised; however, we are 
taking precautions to minimize this risk. All recordings will be deleted once they have been 
transcribed and requirements have been finalized from our interaction.  
 
Confidentiality 
Your study data will be handled as confidentially as possible.  If results of this study are published or 
presented, individual names and other personally identifiable information will not be used. 
 
To minimize the risks to confidentiality, I will keep all the data on my personal computer and will 
remove it once its purpose has been served.  

 
Rights 
Participation in research is completely voluntary.  You are free to decline to take part in the project.  
You can decline to answer any questions and are free to stop taking part in the project at any time.  
Whether or not you choose to participate in the research and whether or not you choose to answer a 
question or continue participating in the project, there will be no penalty to you or loss of benefits to 
which you are otherwise entitled. 
 
Questions 
If you have any questions about this research, please feel free to contact me.  I can be reached at 
07515855025 or s1126761@sms.ed.ac.uk. 
 

 

 

 



   

************************************************************ 

CONSENT 
 

You will be given a copy of this consent form to keep for your own records. 
 

If you wish to participate in this study, please sign and date below. 
 

_____________________________ 
Participant's Name (please print) 
 
_____________________________ _______________ 
Participant's Signature   Date 
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Preliminary	Study	–	Participant	01	
	
R:	Okay,	so	I	will	just	be	asking	you	a	few	questions	first,	just	to	get	strated.	I	
have	already	explained	what	I	will	need	you	today,	okay?	
P01:	Yeah.		
R:	Cool,	so	how	comfortable	are	you	with	computers?	
P01:	Very	yeah,	I	regularly	use	them	as	a	software	engineer.		
R:	How	many	devices	do	you	have?	
P01:	Eh,	three	if	you	include	my	Pc.	Phone,	laptop,	and	Pc.		
R:	So	quite	comfortable	yeah?		
P01:	Yeah.		
R:	Okay,	so	how	many	accounts	would	you	say	you	have?	
P01:	Oh	man,	I	don’t	think	I	could	count	them.	Probably	close	to	one	hundred,	
like,	if	you	include	sites	that	I	have	connected	to	via	Facebook	and	stuff	like	that.		
R:	Okay	and	so	how	many	of	those	are	you	regularly	using?	
P01:	Probably	about	like	ten.		
R:	Ten,	and	so,	like,		do	you	have	different	passwords	for	those	accounts?	
P01:	Yeah,	I	mean	I	used	to	use	the	same	password	for	a	lot	of	stuff.	Then,	like,	
say	a	few	years	ago	I	learned	that	wasn’t	a	good	idea.	So	then	I	started	to	create	a	
sort	of	device,	like	a	memory	sort	of	device	that	would	help	me	create	more	
complex	passwords.	I	did	that	for	a	while	and	then	now	I	would	say	I	have	a	
fairly	wide	variety.	I	have	one	or	two	go	to	passwords	but	usually	I	use	password	
managers	so	I	don’t	need	to	recall	them.			
R:	Okay,	so	does	the	site	that	you	are	signing	up	to	reflect	the	sort	of	password	
you	would	use?	Like	are	there	any	sorts	of	toss	away	passwords?	
P01:	Eh,	well	again	as	I	use	a	password	manager	I	just	use	the	technique	and	
create	secure	passwords.	The	only	times	I	have	created	new	passwords	in	the	
past	couple	years	have	been	non-internet	apps	if	you	get	me?	So,	like,	I	created	a	
new	Apple	Id	and	I	had	to	create	a	password	as	my	password	manager	doesn’t	
do	text	boxes	that	aren’t	on	the	Internet	as	it’s	a	Chrome	plugin.	Yeah,	so	like	if	I	
am	confronted	with	a	new	thing	I	would	just	let	LastPass	fill	in	all	the	fields.		
Does	that	make	sense?	
R:	Yes.		
P01:	Having	said	that,	there	have	been	times	where	I’ve	been	using	my	phone	
then	I	do	have	to	create	my	own	password	because	I	don’t	have	LastPass	on	my	
phone.		
R:	Okay	cool,	so	like	in	terms	of	online	security	and	privacy,	does	that	worry	you	
at	all?	
P01:	I	would	say	more	so	recently.	I	used	to	consider	myself	totally	impervious	
to	those	types	of	attacks	because	I	was	like	I	don’t	sign	up	for	services	that	are	
frequently	compromised	or	I	don’t	sign	up	for	services	that	have	bad	security.	
But	there	have	been	more	and	more	successful	attacks	on	sites	that	I	would	have	
considered	impervious	security	–	That	was	air	quotes	for	the	audio.	(Chuckles	)	
So	like	yeah	I	have	more	fear,	well	not	fear,	but	I	am	more	cautious…	so	yeah	I	
would	say	I	am	quite	concerned	about	online	security.		
R:	What	about	privacy?	
P01:	Yeah	I	am	probably	more	clumsy	with	that	sort	of	thing	than	I	should	be,	
but	it	is	still	something	I	think	about.		



R:	If	you	were	to	compare	that	to	your	physical	security	and	privacy,	which	one	
worries	you	more?	
P01:	I’d	say	physical	security,	just	cause	I	would	say	the	risks	are	more,	I	dunno,	
immediate.	Like	if	I	left	my	door	unlocked,	like	if	I	left	an	account	logged	in	it	
doesn’t	feel	the	same	as	if	I	were	leaving	my	flat	with	the	door	unlocked.		
R:	Okay,	interesting…	so	I	am	going	to	ask	you	to	go	through	this	example	here	
and	fill	it	out.	If	you	could	also	speak	aloud	what	you	are	doing	and	why	your	
doing	it	sort	of	thing.		This	is	you	just	signing	up	to	a	service	where	you	can	like	
buy	online.	
[Begin	Task1	4min	45	sec]	
P01:	Cool,	yeah,	eh,	my	name.	I	would	probably	put	in	my	full	name	when	I	see	a	
field	like	that.	I	would	probably	consider	a	field	like	that	to	not	really	do	much,	
probably	just	display	name	or	something.	Eh,	yeah	email	address	pretty	
standard.		That	would	probably	autocomplete	if	I	were	using	my	laptop.	And	
here	I	am	sort	of	tempted	to	put	in	a	sort	of	go	to	password.	It	is	kinda	tempting,	
but	in	this	case	I	would	normally	try	to…	if	I	had	a	feeling	I’d	be	using	it	a	lot.		
[Finish	Task1	min	44sec]	
R:	Okay	so…	how	did	you	find	that?	
P01:	It	was	okay,	I	mean	I	don’t	know	but	it	showed	the	password	when	I	
entered	again	but	I	assume	that’s	for	testing.	The	form	seems	alright,	it	doesn’t	
give	you	any	indication	of	how	strong	your	password	is…	eh	I	can	be	quite	guilty	
of	using	quite	weak	passwords,	like	the	password	I	used	there	was	fairly	weak.	I	
rely	a	but	on	the	website	sort	of	enforcing	a	stronger	password	so	that’s	why	I	
feel	that	was	quite	weak,	but	I	mean	they	are	easier	to	remember	if	they	are	
weak	so	yeah.	Its	easy,	real	easy	and	I	do	like	logins	that	don’t	have	too	much	
friction	because	sometimes	when	I	am	on	a	site	or	new	app	that	I	am	kind	of	
interested	in	trying	–	if	the	sign	up	process	is	encumbering	I	sort	of	give	up	
because	I	cant	be	bothered.	So	I	suppose	it	being,	you	know	the	brevity	of	it	is	
refreshing.		
R:	Do	you	feel	that	the	simplicity	of	the	instructions	reflect	the	simple	password	
that	you	used?	
P01:	Yeah..	Yeah	its	possible…	I	mean	maybe,	as	I	know	the	site	is	just	a	toy	
example	it	has	made	me	less	likely	to	put	effort	into	the	password.	I	have	in	the	
past	put	more	effort	in	so,	like	more	complicated	and	longer	passwords…	I	feel	
maybe	in	this	case	I	didn’t	feel	motivated	to	do	that…	I	don’t	know	if	that’s	in	the	
design	or	if	its	something	else.		
R:	Okay	cool	so	I’ll	just	get	you	to	do	the	next	one,	it’s	a	very	similar	site?	
[Begin	Task2	8min	20sec]	
P01:	So	yeah	this	one	is	more	involved.	Eh	I	do…	I	don’t	really	know	what	this	is	
for,	is	this	where	I	am	from	or	what?	
R:	I	believe	its	where	you	are	from	–	your	current	residence.		
P01:	Oh	okay,	but	then	nationality	is	here…	and	the	rest	is	…	this	is	confusing	to	
me.		
R:	This	is	just	a	mock	up	of	what	PayPal	asks	for,	but	obviously	this	is	just	a	fake	
system.		
P01:	Yeah	this	one	is	more…	it	enforces	things	and	this	is	asking	for	that	symbol	
thing,	the	process	thing.	I	would	usually	–	this	one	doesn’t	enforce	a	symbol	just	
suggests.	Eh	yeah	I	quite	like	the	name	fields	separate.		
[Finish	Task2	Ten	minute	29sec]	



R:	Okay	so	you	used	our	system	again,	did	you	intend	to	use	a	password	that	was	
similar	to	the	previous	one?	
P01:	Eh,	if	it	wasn’t	in	the	same	day	and	done	so	close	to	each	other	I’d	probably	
use	two	different	words	because	when	I	do	that	system	I	tend	to	just	think	of	a	
couple	of	words	that	come	into	my	head	fast,	and	then	I	create	an	image	in	my	
head,	like	its	almost	a	quite	frank	and	funny	picture	so	for	this	one	I	thought	of	a	
blue	abandoned	child	(Chuckles)…	which	is	just	kind	of	funny	and	if	it	does	have	
constraints	I	just	make	it	fit	at	the	time.	
R:	Yeah,	and	I	mean	you	use	a	password	manager?	
P01:	Yeah	usually	so…	that	is	why	I	installed	a	password	manager	as	I	know	my	
process	isn’t	the	best.	
R:	So	do	you	feel	you	just	ignore	them	when	you	are	creating	passwords	and	go	
off	personal	experience?	
P01:	Ignore	what	sorry?	
R:	Eh	the	instructions,	how	it	said	Numbers	and	or	symbols,	would	you	have	had	
them	in	anyway?	
P01:	Yeah,	I’d	say	that	I	would	yeah	as	it’s	a	very	common	constraint.		
R:	Okay	cool,	so	we	will	go	onto	the	final	one	then…	and	in	this	one	you	are	
creating	a	new	email	account,	so	when	you	are	asked	for	the	username	its	this	
one	you	just	created.		
[Begin	Task3	12min	1sec]	
P01:	Eh	I	am	not	to	sure	if	this	is	an	email	address	or	username	field.		
R:	So	this	is	you	creating	the	email	address.	
P01:	Ah,	yeah	that	makes	more	sense.		So	it	would	just	be	like	that.	See	now	I	do	
feel	tempted	to	use	a	different	password	because	it	actually	says	to	and	I	am	like,	
yeah,	I	probably	should.	There	is	almost	some	guilt	associated	with	going	against	
their	command.	Eh	Yeah…	I	do	feel	like	that	makes	sense.		
R:	What	was	in	the	password?	
P01:	I	just	didn’t	have	numbers.	So	the	password	was	farawayhilltop	and	then	it	
said	it	was	weak	so	yeah…	but	I	mean	it	wasn’t	guiding	me	to	add	numbers	or	
symbols…I	guess	it	doesn’t	really	matter	as	long	as	its	stronger.		
R:	Okay	so	you	will	be	asked	to	sign	in	with	this	new	account	now.		
[Task3	Finished	14min	17sec]	
R:	Okay	cool,	how	did	you	find	that	one	went?	
C:Yeah	it	was	like…	it	was	less	–	it	didn’t	directly	tell	me	the	requirements	so,	I	
dunno	how	that	made	me	feel.	I	mean	I	hesitated	a	bit	more	as	I	wasn’t	quite	sure	
what	it	wanted.		
R:	But	it	did	guide	you	to	make	a	new	one?	
P01:	Yeah.		
R:	And	when	you	entered	that	it	guided	you	to	add	more	numbers	because	of	the	
colour	change?	
P01:	Well	yeah	but	didn’t	specifically	state	numbers.	I	mean	I	was	aware	that	the	
password	was	strong	so	when	it	indicated	that	it	was	weak	I	knew	to	add	
numbers.		I	guess	if	it	had	said	it	was	still	too	weak	then	I	would	have	added	a	
symbol,	probably	because	I	have	seen	these	password	strength	meters	quite	a	lot	
and	my	previous	experience	tells	me	that	its	good	to	add	a	number	or	a	symbol.		
R:	Do	you	have	any	comments	on	how	they	delivered	the	strength	score	to	you?	



P01:	Yeah,	I	think	it	would	have	been	better	if	it	had	updated	live,	like,	as	I	was	
typing	it	was	changing;	it	would	have	been	much	easier.	Cause,	yeah,	it	didn’t	
change	until	I	left	the	field.		
R:	But,	overall,	it	was	okay?	
P01:	Yeah,	it	was	good.		
R:	So	just	to	clarify:	You	have	a	password	technique,	you	use	password	manager,	
and	it	really	does	depend	what	information	is	on	the	site	and	what	the	site	is	
going	to	be	used	for	that	determines	your	actions?	
P01:	Yeah	and	like	the	gravity	of	the	–	what	kind	of	information	it	will	store	will	
affect	how	I	act.	Like	my	github	account	has	a	very	strong	password	and	the	
password	to	my	password	manager	is	very	strong,	as	obviously	that	is	a	key	to	a	
lot	of	keys.		
R:	Okay	cool,	do	you	have	anything	else	to	add?	
P01:	Nah,	I	think	that’s	it.		
R:	Cool.		
[Finish	16min	43	sec]	



Preliminary	Study	–	Participant	02	
	
R:		So	to	begin,	I	will	ask	you	how	many	devices	you	have?	
P02:	I	have	an	iPhone	and	a	Laptop.		
R:	And	you	use	them	to	surf	the	web?	
P02:	Yes,	and	I	used	the	laptop	for	University	work.		
R:	So	how	many	accounts	would	you	say	you	have?	
P02:	Oh,	I’d	say	quite	a	few,	but	the	majority	of	them	aren’t	in	use.	
R:	Arent	in	regular	use?		
P02:	No,		but	I	would	say	the	accounts	are	in	regular	use…	probably	about	five	or	
six.	
R:	Five	or	six	accounts…	and	so	for	those	accounts	do	you	have	different	
passwords	for	each	one	or?	
P02:	Em,	I	do	have	different	passwords	for	some,	but	I	do	use	the	same	
passwords	on	the	same	accounts	quite	regularly.		
R:	When	would	you	use	the	same	password?...	like	when	would	you	be	more	
likely	to	use	the	same	password…	is	there	a	specific	type	of	site	you	would	use	it	
for	or	does	it	depend	on…	what?		
R:	Em,	I	suppose	for	accounts	that	have	to	be	memorable	and	are	in	frequent	use	
I	would	use	a	password	I	know	and	trust…	which	is,	I	know,	the	wrong	way	to	do	
it.	
R:	Would	you	say	you	have	any	difficulty	remembering	your	passwords?	
P02:	No,	usually	not.		
R:	Usually	not…	do	you	use	password	managers	at	all?	
P02:	No	
R:	So	you	just	rely	on	memory?	
P02:	Yes.	
R:	Okay,	so	do	you	have	a	technique	for	creating	them?	
P02:	Em,	well	I	would	usually	use	quite	similar	numbers…	I	wouldn’t	say	a	
technique	but	I	usually	use	a	tried	and	tested	format.	
R:	Which	fits	the	specifications	set	out	by	each	website?	
P02:	Well	I	make	sure	it	fits	that	but	I	wouldn’t	say	they	dictate	that.	
R:	Okay	cool...	so	having	done	that,	oh	wait	actually	before	that	just	another	quick	
question.	In	terms	of,	if	we	compare	your	online	security,	such	as	passwords	and	
accounts,	that	sort	of	thing.	Do	you	–	if	we	compare	that	to	the	physical	world	
such	as	the	security	of	your	house	and	well-being-		
P02:	Yeah..	
R:	What	are	your	feelings	towards	each	one,	do	they	differ,	do	you	feel	more	or	
less	worried	about	certain	ones?	
P02:	I	suppose	more	fearful	of	online	security	because	its	intangible,	its	not	
tactile,	you	know,	it	isn’t	something	you	can	physically	control.		There	is	more	of	
a	risk	as	its	all	anonymous.		
R:	Is	there	anything	in	particular	about	online	security	and	privacy	that	worries	
you?	
P02:	No,	nothing	in	particular.		
R:	But	you	still	feel	it’s	a	scary	concept?		
P02:	Yes,	definitely.		
R:	Interesting...	right	I	will	ask	you	to	do	the	test	now.	I	will	ask	you	to	follow	the	
instructions	on	screen	and	at	the	end	we	will	discuss	how	that	went,	so	at	the	



end	just	click	the	button	and	it	will	ask	just	ask	you	to	reconfirm	the	password	
and	your	account	email	address,	ok?	
P02:	Ok…	do	you	want	me	to	talk	through	this	as	I	am	doing	it?	
R:	Yeah,	I	would	-		
P02:	But	this	is	quite	simple?	
R:	Yeah,	just	explain	what	you	are	doing	and	why	you	are	doing	it,	and	just	
maybe	discuss	the	directions	the	site	gives	you.	
[Begin	Test1	3min	19sec]	
P02:	So	its	asking	for	my	name…	That’s	a	common	first…	and	my	email	address…	
and	now	my	password,	and	it	tells	me	at	least	six	characters…	it	doesn’t	specify	
numbers	yet…	so	I	will	choose	one	without	numbers…	No!	I	will	as	that	is	what	I	
would	normally	do….	And	I	will	do	it	again…	So	I	re-entered	my	password	and	
now	its..	please	enter	email	account.	
[Finish	Test1	4min	21sec]		
R:	Cool,	so	how	did	you	find	that?	
P02:	Very	straightforward.		
R:	Very	straightforward,	do	you	feel	that	you	–	you	started	to	write	a	password	
and	then	you	changed	to	include	numbers,	was	that	due	to	the	instructions?	
P02:	Do	you	mean	did	that	dictate	my	decision?	
R:	Yes.		
P02:	Well	no.		
R:	So	you	used	numbers,	was	this	due	to	previous	passwords	and	experience	of	
entering	passwords?	
P02:	I	would	have	not	used	numbers	in	the	beginning,	but	now	I	would	always	
use	numbers	in	a	password.		
R:	Okay	then,	so	we	will	try	the	next	one	now.	
P02:	Okay…	this	is	more	detailed.	
[Begin	Test2	5min	20sec]	
P02:	So	I	am	in	the	UK	so	that	is	fine…	My	email	address…	Password,	enter	at	
least	eight	characters,	including	(murmurs).	Okay	I	am	aware	that	my	password	
last	time	did	have	at	least	eight	characters	so	I	am	just	going	to	use	the	same	
one…	Name…	and	my	date	of	birth…	nationality…	address…	postcode..	and	my	
city…	and	my	county…	okay,	my	password..	and	my	email	account	once	again…	
okay.		
[Finish	Test2	6min	50sec]	
R:	Okay,	so	how	did	you	find	that?	
P02:	Again,	very	straightforward	yeah.	
R:	And	I	saw	you	were	looking	at	your	instructions,	would	you	say	in	general,	
depending	on	what	the	account	is	used	for	you	would	be	likely	to	use	that	
password	again,	as	it	is	easy	to	remember?	
P02:	Yeah,	probably…	yeah	I	would	say	so	yeah.		
R:	Okay	interesting…	we	will	go	onto	the	final	one	now…	So	again	just	follow	
instructions	but	this	time	you	are	signing	up	for	an	account	so	when	you	sign	in	
at	the	end	you	will	use	this	account	you	have	just	created.	
P02:	I	see…	okay.			
[Begin	Test3	7min	41sec]	
Right…	this	is	for	an	email	account?	
R:	Yes,	its	called	Fmail.	
R:(Reads	username	instructions	quietly	to	self)…	right	I	will	put	my	name,	



[Interviewee	Name],	just	to	differentiate	from	my	gmail	account…	and	that’s	
okay,	so	I’ll	create	a	password.	I	will	just	use	the	same	one.	Strong,	strong	
password…	okay.		
R:	Okay	so	once	again	enter	these	new	details	and	the	password.		
[Finished	Test3	9min	34sec]	
R:	So,	how	did	you	find	that?	
P02:	Again	easy,	but	I	do	recognise	that	I	used	the	same	password	which	may	be	
a	problem.		
R:	Well	it	would	be	if	someone	were	to	find	out	that	was	password	you	used,	
that’s	why	many	sites	suggest	you	to	create	a	unique	password	for	each	site.		
P02:	Yeah..	
R:	So,	even	although	you	had	that	instruction	you	ignored	it?	
P02:	It	had	that	instruction	on	this	one?	
[Shows	the	instruction]	
R:Ah,	I	did	not	see	that.	
R:	You	didn’t	see	it…	was	it	not	clear?	
P02:	I	just	didn’t	pay	attention	I	guess.		
R:	That’s	fair…	and	the	use	of	the	scoring	system,	how	did	you	find	that?	
P02:	Yes	that	was	helpful.	
R:	The	colour	scheme	was	helpful,	would	you	probably	play	about	with	that	or	
would	you	still	use	previous	passwords?	
P02:	I	think	in	the	past	I	have	doctored	the	password	to	fit	with	the	scale…	
R:	Okay,	and	I	think	that’s	us	unless	you	have	anything	else	to	add?	
P02:	No	not	really,	though	I	would	say	that	if	I	had	seen	that	instruction	I	would	
have	changed	my	password.	
R:	So	seeing	the	sign	would	have	changed	your	password?	
P02:	Yes…	I	wouldn’t	say	that	is	a	fault	in	the	design,	more	a	fault	in	my	use.	
R:	No	no,	I	mean	this	is	just	a	toy	example	so,	I	mean	do	you	feel	that	because	it	
only	appeared	when	you	were	entering	into	the	text	box	affected	you	seeing	it?	
P02:	No,	I	mean	when	I	saw	it,	it	was	very	clear.		
R:	So	you	just	didn’t	notice	it	at	the	time?	
P02:	Or	read	it	fully…	
R:	Do	you	feel	it	would	be	necessary	to	have	some	sort	of	audible	notification?	
P02:	I	mean	not	necessarily,	but	that	would	certainly	draw	ones	attention	to	it	
but	I	don’t	necessarily	feel	like	I	need	that.		
R:	Okay,	we	will	call	an	end	there,	thank	you.		
[End	Interiew	11:49]	



Preliminary Study – Participant 03  
 
R: Right, so we will start with a couple questions. How comfortable would you 
say you are with computers? 
P03: Fairly competent, fairly comfortable. Not and expert, but I use them quite a 
lot at work and for Uni work.  
R: What sort of devices do you have and use? 
P03: I only have my phone, I don’t have a pad or anything. My own laptop, a mac 
book… and my computer at work.  
R: And how many accounts would you say you have? 
P03: What in terms of personal and work or just personal? 
R: Lets say both, just how many you have in total. 
P03: Eh… I have no idea… I think about ten personal ones for, like, shopping, 
ebay, and stuff, but most of them I don’t use that often, its usually banking ones 
and emails that I use, uni email. Then I have about twenty at work. 
R: Would you say you have unique passwords for each one? 
P03: No. 
R: Does that really depend on the account… are there ones that are more secure? 
P03: Yeah, like for my bank one I would say it’s the most secure that I am aware 
of and then I have variations. So I have three main ones and I have variations of 
them.  
R: What about your work ones? 
P03: My work ones… again are slightly different because they are work related. 
But again because I have to change, some of the accounts you have to change 
them a lot, like monthly, so I tend to do a variation of that same password. 
R: How do you keep track of these passwords, do you use a password manager 
for example? 
P03: Personally I rely on the auto-fill for a lot of sites, especially shopping sites 
that I don’t really log into daily. So I need to rely on that, but because I link – I 
have a certain amount of basic passwords and only three email addresses, I 
usually know various passwords to certain email addresses. I have one email 
address purely for shopping websites as I know I am going to get spam mail so I 
will use my less secure password variation and I am more likely to remember 
that password if I struggle to recall it.  
R: So how do you remember your work ones, you said its just a variation on a 
theme? 
P03: It’s a variation on a theme but I also have Keychain, so I can just access them 
if I forget them so it’s a lot easier.  
R: Okay, so such things as security and privacy online, how do you feel towards 
them if we compare them to your physical security and privacy? Is there one that 
worries you more? 
P03: Online definitely does, I’d say more so recently because I have my banking 
app on my phone and then I have had a random email try and Facetime me, so I 
had to change my Apple Id because, although unlikely, someone might hack my 
phone so I’m a bit worried but I would need to change my passwords more often 
to protect myself. Specially, when I feel I have more experience in seeing if I have 
something wrong with my computer than with my phone.  



R: Okay… so I will get you to go through the tasks now. I just want you to fill the 
form in and it will ask you to sign in once you click the button, and then we will 
just talk about the site once you are finished.  
P03: So I talk ? 
R: Yeah. 
[Begin task1 4min37sec] 
P03: So I will put in my name, which is simple. And then, I don’t know what this 
is for so I will assume its not something really important like a bank so I am just 
going to put in my spam email. I then I’d probably put my least secure password 
–  
R: The one you use regularly? 
P03: Yeah… Were you supposed to see the password? 
R: Yeah that is just for my study to evaluate the passwords people use.  
[Task1 Finish 5min 35sec] 
R: Okay so… how did you find that? 
P03: Okay yeah. 
R: Straightforward?  
P03: Yeah 
R: Cool, so because it was a spam account you used a specific password and 
email address? 
P03: Yeah because that is what I have done previously on various other websites.  
R: Did you know it fit the password requirements? 
P03: I didn’t look at the requirements 
R: Where it said at least six characters?  
P03: Yeah so I know, although it’s the least secure, I know that it has at least one 
capital and it has numbers in it so usually it works. I think that is how I came up 
with my secure password once when I signed up and then had to change it so I 
decided to do something completely different. 
R: Why don’t we try the next one now? 
[Begin Task2 6min 40sec] 
P03: Okay so I live in the United Kingdom. Again I am going to use my spam 
one…Number or symbol, right. I then would do a version of my insecure 
password with a symbol instead of one of the numbers.  I didn’t even do it right… 
but this is probably one that I wouldn’t remember as I wouldn’t remember what 
the stipulation was so I might forget the specific variation of the password. But 
as this is a personal account I would rely on the automated fill out to remember 
it.  But if for example if they told me what the instructions were when I created it, 
I’d be more likely to recall the variation that I used as for example there is only a 
certain symbol that I always use – I only ever use two symbols.  
R: Again just enter the password.  
P03: And email again… 
[Task2 Finished 9min 32 sec] 
R: So how do you think that went? 
P03: It was a but longer, bit more – not sure what this is for.  
R: It was meant to be like, if you were signing up to a PayPal account.  
P03: Ah well it makes more sense that you need more information then cause 
they need to verify more information to check you are who you say you are.  
R: So this time you saw the instructions, what did you do? 



P03: I changed the password, but didn’t make an entirely new password, like, I 
changed it to fit. 
R: Okay so lets do one more. This final one is like you are creating new email 
account okay? 
[Begin Task3 10min 28sec] 
P03: So see if I was creating a new email, then I would create a new password 
because that would be a new email that I can associate to a particular password 
so it may take me a little longer to fill out… I would probably use something that 
is related to me but not necessarily related to me on paper… so not like my 
mother’s maiden them but something I could remember… I actually always start 
them with a capital letter as I know a lot of them ask for that and its easier to 
remember if I keep it at the beginning… My birthday… I am female… and current 
address.  
R: Okay do you want to enter your details again… and just your email address.  
[Task3 Finish 13min 40sec] 
R: So how did you find that? 
P03: It was fine. It took me a bit longer because I was setting up a new email and 
I do associate passwords with different emails that I would make a new 
password, so it takes me a bit longer to makes something that I will remember 
and that is relevant.  
R: You are saying to remember  and that its an email would you use password 
managers or? 
P03: No, I usually remember them through my email-  
R: Is that because you would use it more often? 
P03: Yeah, well maybe not my Gmail account as I have auto-fill on that but I can 
still remember which password is associated with which email. I still remember 
it as its for my Gmail even although I have variations of it.  
R: How did you find the instructions and meter? 
P03: I like the strength meter as it makes me, although it’s a bit 
counterproductive, it makes me more likely to reuse an old password with a 
slight variation as it would still be strong and safe with other accounts and then 
my email is less likely to be hacked. Especially one that is set up for spam I still 
don’t want there to be phishing emails.  
R: Okay, then do you have anything else to add? 
P03: In terms of security? 
R: Yeah. 
P03: Eh, not really.  
R: Okay, will call it there then, thank you.  
[Finish Interview 15min 41sec] 



Preliminary Study – Participant 04 
 
R: Okay, so… How often would you use a device for such things as internet, so 
how many devices do you have?  
P04: I have two devices that I use.  
R: So what is that? 
P04: I use my phone and my iPad. 
R: Okay, and how long have you been using them for? 
P04: Oh, my iPad for about four years and my phone, my smart phone for about… 
I’d say ten years.  
R: Ten years… right and I assume you have used other devices while at 
university?  
P04: Yeah, I used to use a laptop and I used that for years and years.  
R: So quite a diverse range… so does that mean you have many accounts then? 
Online accounts? 
P04: Probably so many that I can’t even count. 
R: Right, but could you list, or even a number of accounts you use regularly? 
P04: Em, you want me to give you that now? 
R: Well just a number, no need for details if you don’t want to. Just how many 
would you guess? 
P04: Em… there’s like, two I use regularly, and then, like, maybe seven I use 
every few days and then, like, twenty I’d use every so often when I need it. 
R: Okay, so do you use different passwords for each one? 
P04: Yeah, according to the stage in my life that I got it. 
R: So you do have different passwords? 
P04: I have lots of different passwords. I have one that I use for most things and, 
like, variations on that and then others that are random. 
R: Right so would you say you have a technique then? 
P04: Em, its and inconsistent technique –  
R: Right –  
P04: But I have a technique.  
R: So see for remembering the passwords, do you feel like you are able to do that 
quite well? 
P04: Well the password I use for a lot of things I can remember. When there is a 
variation on it, like for example, on that asks for capital letters in it, I might have 
changed it and then I’d have forgotten that that was a specific variation I’d forget 
that, and those that are complete random I’d forget that and I’d have to do 
“Forget Password”. 
R: Have you ever used password managers? 
P04: Is that when you have a security question? 
R: It’s when something saves , the browser saves all your passwords for you.  
P04: Yeah, so there’s a password I don’t know that’s saved on my phone and 
when I eventually have to sign in I’ll just “Forget Password”. 
R: Okay cool, so you use it in a way but don’t remember the passwords that it has 
saved? 
P04: Yeah, I just rely on my phone to automatically provide it. 
R: Right okay, is there anything about online privacy  and security that worries 
you? 
P04: Nah –  



R: Not at all? 
P04: No.  
R: If we compared that to your physical security over your online security? 
P04: Yeah, but not to, like, a great extent. 
R: Why do you think you aren’t worried about your online security? 
P04: Em, I don’t have that much money or, like, things to hide online to be, like, 
scared really. I mean it would be a different story if I had loads of money in my 
bank probably.  
R: Okay, fair enough… right so what I’ll get you to do now is to fill in you details 
on this toy example, just saying what your doing and why when your doing it, 
and at the end click the button and it will prompt you to re-enter your email 
address and password again.  
P04: Okay.  
[Test1 Begin 3min 43sec] 
P04: So at the moment I am writing my name, [Interviewee Name]. Now I am 
writing my email address, which is [Interviwee email address]. My password, I 
am using the one I use a lot , which is one I can remember easily, its got numbers 
and letters. 
R: So enter the password again… and enter your email address.  
[Test1 Finish 4min17sec] 
R: So, you did that quite quickly, how did you feel that went? 
P04: I feel good.  
R: Straightforward? 
P04: Yeah.  
R: How do you feel about the password used? Why did you use that, is that what 
you would normally do? 
P04: Yeah, I have such a bad memory that I’d just forget it if I used something 
different. 
R: Okay then we will try the next one now, could you fill this one in for me 
please?  
[Test2 Begin 4min 48sec] 
P04: So, I am just typing in my email address… now… I am typing in my 
password, my name, my last name, my date of birth… my nationality… my 
address, I will put my mum’s address as I don’t have a permanent one… 
R: Enter your password and email address again. 
[Test2 Finish 5min 51 sec] 
R: Okay, so how did you find that? 
P04: Meh, I hate filling in forms so I just did it as fast as possible. 
R: Did you follow the instructions for the password of did you just use the same 
password? 
P04: I used the same password again.  
R: Would you continually use that password unless prompted or ignore 
instructions? 
P04: I think it just depends on my mood and what the account is for, so , like, I 
just want to get it out of the way.  
R: Okay great… so I’ll ask you to do the final one where you are creating an 
account, an Fmail account, so you will sign in with this new account after clicking 
the button.   
[Begin Test3 6min 30sec] 



P04: Okay… so just typing new email address, and creating a password. Its telling 
me to not use a password from another site so I guess I will make something up. 
What I would usually do in this situation is to use something that is happening 
right now, which I inevitably forget. So I might write, like, for example 
“[Interviewer Name ] nexttome”, which is not what I am going to write right 
now… Now I am just typing in my birthday… Gender… My mobile phone number, 
eh and my email address –  
R: Current email address –  
P04: Ah!... Is it? I thought my password was meant to be stars? 
R: That’s just for my recording so I can evaluate the passwords you used.. 
P04: Eh, do I just put in the new password? 
R: Yes, if you used a new one. 
P04: Okay putting in password… is this for Fmail?  
R: Yes. 
P04: Now I am putting in my email address 
[Test3 Finish 8min 40 sec ] 
R: Okay so how do you feel that one went? 
P04: Well I actually got a bit stressed as I realised I hadn’t stored it securely in 
my memory.  
R: Ah okay, how did you find the colour strength indicator? Was that useful? 
P04: Yeah, but it doesn’t bother me that mine was medium though, like, I didn’t 
have any inclination to make it more secure. If it had said, like, ‘weak’ I probably 
would have changed it.  
R: Okay, and you said you had difficulty recalling the password what would you 
have done if you hadn’t remembered it? 
P04: I’d have used the ‘Forget Password’ thing. 
R: Okay and so… did you gain any confusion over what email address it was 
referring to in each section? 
P04: Yeah.. 
R: Was that because the task wasn’t clear or the form itself was confusing? 
P04: Em, I guess current email address implies, like, the current email address 
and not what I am using, like, right now in my life… a bit misleading maybe.  
R: Okay, so I think that’s us there unless you have anything to add? 
P04: No 
R: Okay, thanks for that.  
[End Interview 10min 24sec] 



Preliminary Study – Participant 05 
 
R: We will start with a few questions first. So are you quite comfortable with 
computers? 
P05: Yes 
R: How many devices do you have? 
P05: Eh, that’s a good question… four. My mobile phone, personal laptop, work 
laptop, and iPad. 
R: Okay so how many accounts would you say you have? 
P05: Upwards of ten. 
R: Upwards of ten, and so how many would you say you use regularly?  
P05: Eh, three probably.  
R: And would do you have unique passwords for all your accounts? 
P05: No.  
R: So are the passwords similar or are some more secure than others? 
P05: Yeah, some are more secure than others, like the ones that are more 
important.  
R: Such as?  
P05: Ones related to my work. 
R: When you are creating passwords for accounts do you have a technique that 
you use or do you just vary a basic password? 
P05: Eh, I have used the same password and I use different techniques for 
creating passwords. 
R: But in general, would you say there is a password you use for most accounts? 
P05: Yes, there is one password I use for many of my accounts, usually if its an 
account that I probably wont use that often.  
R: So do you use anything else to help? Such as a password manager? 
P05: No. 
R: Okay, so do you worry about your security online? 
P05: Not at all. 
R: And what about your privacy online? 
P05: I mean I am aware of how, eh,  of privacy online but I wouldn’t say it 
bothers me at all.  
R: So what would you say worries you more: Your physical safety or like your 
online safety? 
P05: Probably physical safety. Again online safety is only really a problem if you 
are doing something stupid 
R: Okay so I’ll just get you to go through this example now, and if you could just 
speak allowed what your doing as you fill it in okay? 
P05: Okay. And you want me to make up a new password? 
R: Just act as if you would in a real life example. So this is you creating and 
account to purchase stuff online. 
P05: Okay.  
[Test1 Begin 3min16sec] 
P05: I am entering my name. Entering my email address. Um, I am going to use a 
password I have used before. [Mumbles to self password prompt instruction]. 
And I am entering my email address. 
[Test1 Finish 3min 56sec] 
R: Okay, so how did you find that? 



P05: Um, yeah so it was fine. It was different because usually you are taken to a 
different page when signing in, not pop ups after, eh, you created the account so I 
would say I was initially confused when I had to re-enter my password. Also 
again you know standard things like the username comes before the password. 
But apart from that it was a very standard procedure.  
R: Did you see the instructions for the password field? 
P05: Apart from the word ‘password’? No.  
R: Ah, it said at least 6 characters. But this wasn’t a worry as your standard 
password was already fulfilling this. 
P05: Yeah, I just went on past experience and automatically filled it in with my 
standard easy password.  
R: So how did you come up with that standard password… was there like a 
technique or an amalgamation of previous password creations experiences? 
P05: This particular password is a, eh, the first letters of the books that were on 
my father’s shelf when I made the password… the first two letters. So its 
impossible to recreate unless you were there at the time with the shelf, which 
doesn’t exist now.  
R: Okay, so I’ll ask you now to go onto task two. In this one you are creating 
something similar to a PayPal account. 
[Task2 Begin 5min 52sec] 
P05: Okay, so I am leaving United Kingdom as it is. And entering my email 
address… At least 8 characters, at least one needs to be one of the symbols. So I 
will use a less secure password as I know it has those symbols in it and it’s the 
one I use when I need to have a symbol in it… Ah, entering first name… last name. 
Now this has a date, but it doesn’t tell me, but I will assume it is so I’ll put in my 
date of birth. Eh, nationality… Woops oh not United States. My address, okay… So 
I am entering the postcode and the city. Not do county cause its optional. Ah 
okay… oh that’s weird I didn’t notice it last time, usually when you enter your 
password its dots.  
R: Yeah that’s just for my evaluation.  
P05: Ah fair, yeah that’s fine.  
[Task2 Finish 7min43sec] 
R: So how did you find that then? 
P05: Eh, again fine. The date of birth thing didn’t say date of birth so I was a bit 
confused.  The postcode comes before the city, which again is not standard but is 
fine. Apart from that was, eh, fine yeah.  
R: Did you see the instructions for this password creation? 
P05: I did and I followed them.  
R: So that encouraged you to use a new password? 
P05: Well yeah, because otherwise my other one wouldn’t have worked.  
(Chuckles) So I have two, one for if it needs a symbol and one that doesn’t. 
R: Those are the ones you regularly rely on? 
P05: Yes.  
R: Cool, so now for this task you are creating a new email account. Could you just 
fill that in and then you will be asked to sign in with the new account.  
[Begin Task3 8 min 32sec]  
P05: Okay… Entering my name… I am going to make a new email that is similar 
to an old one so I’ll remember it… uh password, use 8 characters. Don’t use 
password from another site, or something too obvious… okay so I will create a 



password this time. And it is going to be… eh… Okay… Um, birthday… I am 
male… um… Okay, I am entering my current email address... Entering my new 
password… (Chuckles) –  
R: Keep forgetting? 
P05: Yeah… Well I ain’t forgetting just putting it all in the wrong order… oh it 
was Fmail.  
[Task3 Finish 11min 55 sec] 
R: Okay so, you made a new password there… how did you make it? 
P05: I took the first letters of a cereal box that is currently in the room and 
followed it with the date of today.  
R: Is that the technique you would use normally? 
P05: Sometimes, and I would have to write the password down as I would forget 
it. 
R: You would forget it… so how did you find the scoring meter there? 
P05: So I only got medium and its, eh, I mean it is useful but I mean I wasn’t 
aware of why it was medium… but yeah I guess that’s a useful thing to have.  
R: Have you got any other comments you would like to add before we finish? 
P05: Um… no. 
[Finish Interview 13min 18sec] 



Preliminary Study – Participant 06 
 
R: Right, I’ll start be asking a couple questions, okay? 
P06: Mhhm.  
R: Right, so would you say you are comfortable around technology.  
P06: No.  
R: How many devices do you have? 
P06: Eh, I’ve got an, is it?, an Android phone and I’ve got an iPad, and I‘ve got 
access to a laptop… and a computer in work, a PC.  
R: So why would you say you are not comfortable? 
P06: Well I’m not that good, I’m not competent. I can type actually, so I am really 
fast on the keyboard, but I’m not knowledgeable.  
R: Right, and so for all these devices, do you know how many accounts you have? 
P06: What do you mean, like accounts for like… Hotmail and stuff like that? 
R: Yeah, stuff similar to that.  
P06: I have no idea about that. 
R: How many would you say that you use regularly? 
P06: Eh, so you mean, like, if you buy things online, that sort of thing? 
R: - if you use it regularly –  
P06: - does that count?  
R: Yes. 
P06: Yeah… probably.. (sigh), I don’t know… maybe about four or five.  
R: And for all these different accounts, do you have different passwords for 
them? 
P06: Yeah, probably.  
R: So you have different passwords for each different account? 
P06: Uhuh, I use basically the same kind of things and I use a different 
configuration of them.  
R: Okay, so what sort of configurations is that, a mix of numbers and characters? 
P06: Yeah.  
R: What sort of configuration? 
P06: So, it’ll be a name, you know… I know these things are supposed to be dead 
complex, with letters, numbers, characters: its nothing like that, it’ll be a word 
and numbers.  
R: So just one word and numbers? 
P06: But I might put the numbers at the beginning and the word in the middle, 
with more numbers at the end… you know, I just do things like that.  
R: So how do you remember these passwords? 
P06: I write them down in a notebook, I’ve got my own wee notebook.  
R: So, you have different passwords for each one and you write them down… 
have you ever used such things as password managers… do you know what that 
is? 
P06: I don’t know what that is.  
R: Okay, so just right them down… okay so if you had to compare, sort of, your 
online privacy and security to your physical security and privacy, which one 
worries you more? 
P06: Physical security and privacy? What do you mean? 
R: So, like your house and say… your front door. Like, how you keep yourself 
secure in the real world, your own space and privacy, like that sort of thing. 



P06: Yeah, well I mean I suppose I value both, em, but, ehh, I know theres smart 
technology you can get now – in fact I was kinda wondering about that – in terms 
of, you know there are things you can do remotely now. You can put your lights 
on remotely, like from an app, and do your alarm, things like that, and have CCTV 
and stuff. I would be quite interested in stuff like that for the house, because its 
all fairly, stuff that we do here for our own security.  But I know online security is 
really important and that its probably a big issue… but as far as I go in terms of, I 
mean I don’t do online banking, personally I don’t do it. It’s done in the family, 
but I don’t do it, but I only ever , although I do hope,  but I know these things can 
be compromised, I would only ever use my cards for online purchases from 
home. Kind of, using the internet access here, I don’t do it outside anywhere, like 
in a public space.  
R: Why is that? 
P06: Well I know that they can be compromised quite easily. 
R: Where did you hear that from? 
P06: Well, you know if you have Wifi that can be publicly accessed, then its quite 
easy to draw down on whatever your doing. So I would never ever do any online 
transactions like that, in any public place or in anybody else’s Wifi. I would only 
ever do those transactions from home. But having said that, I kind of realise that 
people who work in cyber security are working at the same pace, as those who 
undermine it as they are in the same sphere aren’t they? 
R: So you would say, I mean its obviously something you have thought about, but 
maybe that it doesn’t impact you enough to really worry about it? 
P06: I mean I suppose if I was doing things like if I had all my –  
R: You try an avoid issues you know about? 
P06: Yeah, so I do kind of worry about it for the future as more and more things 
go online. I mean I now do, I signed up to this utilities thing, and we no longer get 
bills, you know. It’s all-online, and we have to kind of manage that.  So they send 
us the bill, and I do this on my tablet, they send me an update and I save it 
somewhere and when I go to look the next time in my Hotmail stuff, its no there. 
I mean, I am obviously no doing something right there… and we don’t have a 
printer at home and I would rather keep a paper copy of that sort of thing.  So… 
online, I’m not good at it. 
R: So, following that I will get you to go through these three examples. The first 
one is you creating an account for, like, a purchasing site. So I want you to go 
through it and sort of say what you are doing as you do it.  
[Begin Test1 7min 38sec] 
P06: So my name, just put mu name in there… how do you get that down there? 
[Error switching to next box.] 
R: Just click with the mouse.  
P06: I don’t even know how to use this… 
R: I can give you a mouse? 
P06: What are you doing with this… is this just a pretend thing? 
R: Yes, this isn’t real… just filling out your email account? 
P06: Yeah, okay so password. At least six characters. So I would do something 
like… do you want me to tell you what it is? 
R: You can just complete the form and I can look at that later in the sign in 
process – 
P06: - Alright okay –  



R: You could maybe explain where you picked the password from, like are you 
just using your technique? 
P06: Okay, so I will just do it the way I would normally do it.  
R: So enter your email account. 
[Finish Task1 10min 22sec] 
R: Okay, so how did you find that? 
P06: Alright, but I what I’d have to do now is write that down, because I wont 
remember it.  
R: So… see the numbers that you use, and the words that you use, are they pretty 
consistent?  
P06: Yeah, I suppose, just different configurations of them.  
R: Same words? 
P06: Yeah I have two or three words that I reuse.  
R: Right, so similar words, and similar sets of numbers, and different 
combinations of them? 
P06: Mhhm.  
R: Okay, how did you feel about the instruction, did they affect your password 
creation? 
P06: Well, I know my technique is more than six characters. I think when I 
started this game at first… it was only like six characters, but obviously now they 
say, in some places that you go into they say this is weak, you know it pops up 
and says this is weak, we would recommend that you, all that kind of, which I 
generally… 
R: So do you just go on previous experience rather than instructions? 
P06: Well only so much in that I now add numbers and that, but I don’t do 
symbols or uppercase and lowercase – I don’t bother with any of that.  
R: Okay well try the next  one where you are creating an account for the likes of 
PayPal – online money sort of thing.  
P06: Which I have never done… 
[Begin Task2 12min7sec] 
P06: I don’t find this computer very easy to use…So this is, what do I do for this 
password? Eight characters… eight characters. How do you do a hash tag? A 
hash? Why does it have a pound and a hash? 
R: If you… did you enter a character there?  
P06: Yeah.  
R: So its Alt and that button.  
P06: See I don’t use a Mac… right what did I do? Alt? Where’s alt? You still 
recording this? Okay, so I am now entering my date of birth.  Do they have 
Scottish here?  
R: No. 
P06: Okay so is it British? 
R: UK. 
P06: [Scrolling through List] Is there anyway to get to the bottom faster? 
R: You can type in on some boxes to take you to that letter.  
P06: Okay… okay?  
R: That is fine, yeah.  
P06: County… Its no got it, these are all English.  
R: Further down.  
P06: Oh righ okay.  



R: Okay, so enter the password and email.  
P06: (As she types) Hash… oh that’s not right. I’ve no spelt that right. (Corrects 
password.) 
A:…and then the email address.  
P06: I don’t really like this keyboard.  
[Finish Task2 16min 41sec] 
R: Okay, so how did you find that? 
P06: Okay, its just how you would normally do it.  
R: So this time it asked you to put eight characters in,  and you always use a new 
passwords that’s a combination of all those things, and so do you feel the 
instructions sway you at all or? 
P06: Because it was eight characters? Well obviously you have got to comply. 
R: Yeah, but I am asking… your strategy do you often end up with more than 
eight characters as I noticed that both times you had way more than eight 
characters each time. 
P06: I must have then, aye.  
R: So, even though it had instructions you still used the same technique? 
P06: Yeah. 
R: But if there are instructions do you follow them? 
P06: Well I am assuming  that – in fact I have done that before I suppose the first 
time and I never realised that , you know, you put in and it rejects it, and 
obviously you have to comply.  
R: Okay, so we will try the last one. This is you creating a email account, with this 
being your username at the top here.  
P06: For Foogle mail? 
R: For Foogle mail yes… if you want to try that… saying what you’re doing.  
[Begin Task3 18min 14sec] 
R: Oh you haven’t clicked… (Began typing outside box.) 
P06: See… this is no use.  Okay so, I am now writing my name in here.  What’s the 
use of all this anyway? Are you timing me? 
R: I am taking a general not of time taken, but I am more interested in seeing 
how you interact with it. Just seeing your normal actions, just a pretend example.  
P06: I mean I suppose I have done enough of these to… don’t use a password for 
another site or something obvious, okay (Reading Prompt.). (Long Pause before 
typing password) So I am just filling out the details… Well this is your current 
email address it’s asking for. 
R: Mhm. 
P06: Where’s the submit bit? 
R: Just click out… and then just enter the password one more time.  
P06: Jeeso… maybe it was garden flowers, see this is why I have to write them 
down. 
R: Right well you got it wrong so take another attempt.  
P06: Is that why that’s come up? (Pointing to password prompt) 
R: Yep…(Enters correctly) So that’s correct, now just enter your new email 
address – the username you created. 
[Finish Task3 22min4sec]  
R: Okay, so again how was that? 
P06: Alright , does that say medium there? (Noticing scoring) 



R: Ah you are just seeing that, that’s just telling you the strength of the password. 
Do you feel those things are useful, if you notice them? 
P06: Well I notice them but I don’t necessarily do anything about them the next 
time around.  
R: What do you mean? 
P06: I have created a medium strength password, the next time I was to create a 
password I wouldn’t think, oh I need to make this more complicated.  Well I 
probably could, seeing as I write them all down. I suppose I get into this 
behaviour and I was just doing things because they were familiar and was just 
trying to remember them, but I actually just write them down. I mean I couldn’t 
remember those three passwords I gave you in those exercises.  
R: So you were saying you would write them down? 
P06: Yeah, I would need to write them down.  
R: Okay, so does it help at all having a strength meter there at all? 
P06: I suppose that its interesting that its being reported back to you, but I 
dunno, like is the risk all yours? Is that why they are telling you these things? Is it 
your fault if this gets compromised? Is that why they tell you that?… that’s what I 
am not sure about. 
R: Okay… do you have anything more you want to say? 
P06: Eh, I suppose I think this is… I mean you are getting a lot of stories right 
now about cyber security , breaches , you know what kind of things are 
happening in the world. So its clearly an increasing issue, so I suppose its 
concerning.  
R: So just to summarise, you said you use – you write down your passwords and 
you have a strategy that contains similar words and numbers that you use in 
combinations, each time when making your password? 
P06: Yeah… 
R: Okay, I’ll stop it there.  
[Finish Interview 24minutes 54sec] 



Preliminary Study – Participant 07 
 
R: Okay, so I’ll start by asking you how comfortable you think you are around 
computers and technology? 
P07: Reasonably.  
R: How many devices do you interact with? 
P07: Including works? 
R: Yes. 
P07: I’ve got a desktop, a laptop.  I’ve got various iPads, iPods, and phones.  
R: So plenty of devices? 
P07: I also have speakers – Bluetooth stuff, yeah, lots of stuff.  
R: And you interact with them a lot?  
P07: Mhm, everyday.  
R: In terms of accounts, how many would you say you have? 
P07: Oh that’s hard to estimate… as there is quite a lot I use for shopping that I 
use rarely but are still active.  I’d say no more than twenty.  
R: No more than twenty, so how many would you say you regularly use? 
P07: … four or five.  
R: And so for these accounts you have passwords for them? 
P07: Yes. 
R: Different passwords for each one? 
P07: No.  
R: So do you use the same password over and over again? 
P07: No, I use five passwords and a change them round about. 
R: So each of those passwords are unique and you select one randomly? 
P07: Yeah. 
R: How do you remember these passwords? 
P07: Well, I know there is one that I use most often, then one I use afterwards 
and then one after that, and I change them depending on how long I have been 
using them. But they are normally family related, so there is mnemonics in there 
and there was one that was given to me and I just kept it, as it was easy to 
remember.  
R: Do you ever use password managers? 
P07: Nope, well sometimes I let it remember the password if it is for an account 
that doesn’t have any financial information on it. 
R: So in that case you let the device remember it? 
P07: Uh huh, but if there has been any financial transaction performed on the 
account I don’t do that, no.  
R: Okay, so… what do you think you are more worried about if you had to 
compare your physical security and privacy with online? 
P07: I am not really worried. I am aware of the risks and the best way to manage 
the risks is to be aware of the sites you use, you know its more the financial risk 
that I am worried about. I don’t have personal details online except through the 
work. I don’t use Facebook, and I use Twitter but I don’t have a profile. So I have 
very little information on the web expect that which you can access through my 
professional career. 
R: So you try and keep the social side to a minimum and are aware of the risks? 
P07: I don’t keep the social side to a minimum; I just prefer an old fashioned way 
of doing it. Like, I only do social media through message boards, which is an old 



way of doing it, you know where you are generally anonymous except to the folk 
you know people on the site through real-life.  
R: Yeah… so you are saying you are not worried but are aware of the dangers? 
P07: I am aware of how difficult it can be and the sorts of things you are 
supposed to do yeah, but not worried.  
R: Okay, so I will get you to go through these examples… filling it in and saying 
what you are doing as you do it. 
[Begin Task1 4min 2sec] 
R: So this is you creating, like, a new Amazon account.  
P07: Okay, just putting my name in. My normal email address I use all the time is 
my work one. If I was filling in my password I would default to my normal one.  
Right, and have I to create and account? 
R: Yeah 
P07: Okay… enter a valid email address, sorry I forgot the ‘k’. 
R: Cool, now could you just sign in – re-enter the password…and the email 
address one more time.  
[Finish Task1 5min24sec] 
R: Okay success. So how did you find that? 
P07: That was easy, pretty normal.  
R: Normal, and so you used a default password there? 
P07: Yep, one that I know and use regularly. It was greater than the six character 
limit and is a mixture of alpha and numeric.  
R: Is that one of the five you use? 
P07: Yes, five or so, yeah.  
R: Will get you to do the next one now… it has a bit more details to go through 
and it is like you are setting up a PayPal account.  
[Begin Test2 5min 58sec] 
P07: Just use the same thing again aye? 
R: Just act as if you would, so if you would use the same password then do that… 
you have an error.  
P07: How, what is the error about? 
R: Just click on that box. 
P07: Do not use consecutive numbers… why not? Oh Christ that’s thrown me 
from my normal routine.  I will try another one then… 
R: So enter the password again – 
P07: What one? 
R: The one you just set up with this account…. And enter your email account.  
[Finish Task2 9min 14sec] 
R: That’s you got it… sorted it out, so… how did you find that one? 
P07: Again it was easy, but again it wasn’t very clear on what they were looking 
for as it hinted on something which I commonly use, a consecutive range of 
numbers. 
R: But then you –  
P07: I defaulted to one I know that uses a date of birth which I know is not a 
consecutive range of numbers.  
R: But that uses your personal information in it right? 
P07: Yeah, only if you knew where to find it.  
R: In general, how did you find the instructions it gave you? 
 P07: I dunno what the wee blinking ones were- weren’t clear.  



R: Could you explain that a bit further? 
P07: Well, you say agree and enter and then those boxes appear to sign in.  
R: Ah I see, that is to capture the log in process very simply.  
P07: Right, okay, so it’s the instructions on those boxes, which are not clear.  
R: Okay… so I will ask you to do the final one now… and this is like you are 
creating a new email account. So at the end you will have to sign in with the 
password and the new account you have created, the new username you create 
in the form.  
[Begin 10 min 37sec] 
P07: My username? 
R: No you are creating a new username. 
P07: Can you just no use your own name? 
R: Yeah that would work.  
P07: Create a password, right. Is it two letters? 
R: Just click outside the box, okay and now sign in with those details.  
P07: At what? 
R: At Fmail.  
P07: That it? 
R: .com… okay success. So, how did you find that? 
P07: It’s just the same, just asking for more detail. The password was much more 
straightforward cause it didn’t specify any alternative levels of what you had to 
use.  
R: It did give an indication of the strength, how did you feel that went? 
P07: I don’t know what medium strength is, it doesn’t tell you what that is. But I 
have had accounts before where they make you get strong, and to get that all you 
need to do is put a couple of hash keys in or something like that, randomly. At the 
start or the end. So I normally do that along with my normal passwords with a 
hash key.  
R: So you amend the original five? 
P07: So for example red123red, I’d put #red123red#, to get it up to the level that 
is acceptable.  
R: How do you find using strength meters in general? 
P07: Well I don’t mind – there are only a few key accounts I would take time 
with, but for some accounts I don’t mind if I forget, as I just use the help process.  
You know if its accounts I use regularly, then I will remember them. It doesn’t 
really bother me if I have to get help. For example if I have to get a document, you 
know I don’t really care what I use, I just want in. So if I forget it at some other 
point I can get my password re-sent to me.  
R: Do you feel the meter is a good tool then? 
P07: I think it would be good if they told you what it meant. You know, what does 
it mean, what does medium mean – does that leave you very exposed or.. its got 
to tell you the risk that you are in. Medium, it doesn’t tell you much you know.  
R: Okay, so… let me just think if I have more questions for you.  So you were 
saying you have a couple passwords that you chop and change –  
P07: As needed – 
R: so you usually stick to them.  
P07: Yeah and if I have any problems I rely on them sending me my details to 
login, instead of writing them down.  



R: So the passwords that you rely on how did you create them, are they from 
creating other accounts or? 
P07: Its just over time you realise there’s a certain number of characters, a 
certain mix of characters so you just build up something that you know is going 
to meet most of the criteria.  
R: So you rely on them and if additional things need changed then you do so.  
P07: Well you need to remember that there’s only a couple accounts where if I 
was hacked you would get some sensitive financial information, but one of them 
is a bank account, and it selects and gives you what you need to get in and it will 
ask a range of questions, like what’s your home number or the last four digits of 
your credit card. Its not your settings that it uses – it gives you a set list to do. 
The other one I would use that has financial information is Amazon, and it 
appears to be reasonably secure, and I change that every two to three months. 
R: Okay, do you have any more comments that you would like to add? 
P07: What about? 
R: Security, about passwords, anything that came up that you would like to add.  
P07: No, its all generally straightforward.  
R: Okay, I’ll just end it there. 
[Finish Interview 16min 35 sec] 



Preliminary Study – Participant 08 
 
R: … discussion about whats going on… okay, so. You have been going to the 
computer buddy group for how long? 
P08: About five weeks maybe.  
R: About five weeks, so did you get a new device recently then? 
P08: No, I have had a device for about five years and I thought I should get 
sharpened up a bit.  
R: What were you using the device for? 
P08: Texts, emails, pictures when I could get it to – oh no, definitely pictures. 
Eh… podcasts. 
R: Yeah I remember helping you with that. 
P08: Aye, so podcasts, eh, radio. 
R: Ah so you have an email account yeah? 
P08: Mhm 
R: Do you have any other accounts? In terms of, eh, maybe, have you signed up to 
anything else than just an email account? 
P08: Well, what about an amazon account, would that be it? 
R: Yeah something like that.  
P08: Yes. 
R: How do you feel about your details being online? 
P08: Well, I sometimes think about whether it’s a good idea and on the other 
hand I think well you have got to trust somebody, so just trust them and hope for 
the best.  
R: Yeah, fair enough. So when you have to create and account and password do 
you have any strategies? So, like, in creating a password what do you do, follow 
instructions or have you got your own routine.  
P08: No, I’ve got no routine, I pull it out of fresh-air, you know? 
R: Yeah, and so how do you remember them? 
P08: I write them down in a book.  
R: Write them down in a book to help? 
P08: Yes. 
R: Okay, so what we can do now is go through this first little task, here where you 
are signing up for an account. So, just ask if you have any questions and try and 
explain what you are doing as you do it.  
[Begin Task1 1min 50sec] 
P08: Right, so what we are looking at is the email address is it? 
R: Currently it’s just your name first you have to put in.  
P08: Oh, I thought it said there. (Confusion over labels.) 
R: No, that’s for that one.  
P08: So where is the (looking for delete)? 
R: Just there.  
P08: Right… Right. 
R: So now onto the email address. 
P08: Oh it’s been a long time since, how do I click? Oh like that! 
R: Its just the iPad you have just now isn’t it? 
P08: Yes, I used to have a computer but I gave it away. 
R: Ah, so you have that and an iPhone to deal with? 
P08: Yes…. Wait a minute, where’s my dot… right, that’s it yes, now a password.  



R: Okay so now a password.  
P08: Right… 
R: Password again to confirm it… ah, see this error is to do with the task not 
anything you have done. (Email wouldn’t accept .net – Needs adapted.) So just to 
make it easier, I will edit your email address to .com. Is that okay? 
P08: Yes.  
R: Okay, so just enter the password one more time… and then the email account, 
with the alteration I made. 
P08: My one?  
R: Aye 
P08: Okay. 
R: Oh, made a mistake there. 
P08: Made mistakes on it have I? 
R: Yeah give it another go.  
P08: Well okay, I don’t have my speaks you see. (Reads out letters as types) 
R: Okay, success! 
[Finish Task1 5min 24sec] 
R: Okay, so a few quick questions on that then. How did you find that? 
P08: Oh fine, very clear.  
R: Clear. Eh, how do you feel about the password you made, given there was only 
an instruction of six characters, do you feel it was strong enough or that was 
sufficient? 
P08: Well I only typed it in, because it was six letters to tell you the truth. I don’t 
quite get, you know when you get a message up and it says your password is 
weak – what does that mean? 
R: What they mean is that it is easily hacked or broken. So the idea given as much 
time to try and crack it,  and see how long it would take. So if its weak it means 
that a computer could break it easily.  
P08: Mhm, quite readily.  
R: So, like, a strong password would take too long to break it, that sort of idea.   
P08: Okay.  
R: Cool, so we will try the next one. So this one is as if you are creating another 
account, with a little more information, and just start when you are ready.  
[Begin Task2 6min 45sec] 
R: Just entering  your email address… 
P08: Do you want me to do the same as before with the .com? 
R: Yes please. 
P08: Right.  
R: So you have a red bar there. 
P08: What does that mean? 
R: If you click on the box again…its saying you need at least eight characters and 
to include one number or symbol. 
P08: Oh I didn’t have a number or symbol in the last site. But this is different? 
R: Yeah this is different.  
P08: Ah, I didn’t read that you see. (Interviewer’s carer interrupts to announce 
exit)… Now, this is not the same password? 
R: Well this is a new account.  
P08: So am I creating another password? 
R: For this account yes.  



P08: I should really write these things down, will I need to know these? 
R: You will only be asked to recall straight away after you create the account.  
P08: I wont be able to think of all of them… Now that’s five, and it needs? 
R: Eight, but you may want to clear that box first as you are adding to what you 
had.  
P08: (Struggles with mouse) Wait a minute, should I be using this to delete? 
R: Yeah. 
P08: Right, so that’s five, and we need eight say, @ and then two numbers? 
R: Sounds good. Just click out to see… yup, that’s good so just confirm the 
password.  
P08: Right…  
R: And now your name.  
P08: (Fills name in – gets to DOB ) I don’t know what that means. 
R: Your date of birth.  
P08: (Laughs) Oh of course… right 
R: Fabulous, now nationality. 
P08: Have we got Scottish in this? 
R: No, unfortunately not. 
P08: So UK?  
R: UK, yes.  
P08: Right, okay, where are we? Now do you need the full United Kingdom or 
UK? 
R: If you type U, it should take us to the U’s and we can scroll down to it… there’s 
United Kingdom there.  
P08: Right, got it… and that’s optional, right.  
R: Yeah, so just click the button at the bottom… right so one more time the 
password and the account you used.  
P08: (Types in Password) Right, is it telling me that its okay? 
R: Well, it’ll prompt you again if you got it wrong. So you got it wrong, did you 
remember using the @ symbol? 
P08: Oh, so I did. I had forgotten about that (Chuckles)… That’s what it was. 
R: And then the email account. 
P08: Right. 
R: Then we hit okay.  
P08: Okiedokie. 
[Finish Task2 12min 30sec] 
R: Success, so some quick questions about that. 
P08: Right.  
R: How do you feel the instructions were there for creating a password? 
P08: Well, I actually though they were quite clear. I mean I almost run into this 
difficulty of creating a password out of fresh air sort of style, you know what I 
mean? I don’t know, should you have passwords in your mind? 
R: Well, not necessarily, I mean if they give you some direction you should follow 
it, but there are general techniques of what to use. 
P08: Really? I didn’t even know there were such things.  
R: Okay, so, see when you entered the password at first, and it said oh you are 
missing some things, and you added them? 
P08: Yes. 



R: Would that mean in that context in general you would have the word first and 
then anything extra at the end? 
P08: Yes I would, just to make it up.  
R: Not just follow it and put it in anywhere? 
P08: No 
R: Just at the end? 
P08: Yes. 
R: Okay cool, we will just do one more one and in this task we are creating a new 
account, so this box here is the username you are choosing. You are creating a 
new email account. So that’s what we are asking you to do here, if you wouldn’t 
mind going off and doing that. So its like creating a new account.  
P08: No I see what you mean, it’s just I cant remember how I did that in the first 
place. 
R: Right, was that done by someone else? 
P08: It might have been, I just cannot remember it. I’m not quite clear how you 
create one.  
R: So this is basically emulating a sign up site.  
P08: Yes. 
R: What you are doing is siging up, saying I want this username for my new email 
account. So all you are doing here, is that you put in here for example 
[Participant’s name] @fmail.com, and that would be the new email address you 
would use.  
P08: So you would still use the [Participant’s name] part? 
R: You can do anything you want, I think they would check first that the name 
hasn’t been taken. If its free you are free to use that email then. 
P08: Right, well see where it says first are we still talking name? Am I still using 
my own name here? 
R: Yes 
[Begin Task3 14min 56 sec]  
R: Oh that’s just your first name.  
P08: Oh, beg your pardon (Chuckles.) 
R: There you go, last name.  
P08: Right, this one here. Now say I made it (Fills in Username) Does it need a 
designated number of letters? 
R: No, you can just put @Fmail.com if happy…. Fabulous, now you can create a 
password. 
P08: Right. 
R: Oh, just click it again (Accidently clicked out of box)… there you go. 
P08: When it says create a password, how many letters or whatever? At least 
eight. Do not use something to obvious like a pets name. Why? Because there will 
be a lot of pets around with the same name. Ehh, can I use a name? 
R: Just do whatever you want, this is just to see how you act on the instructions 
given.  
P08: Wait a minute, that’s six and I want eight… hows that? Too short? 
R: No no, if you click out it should react… so that’s medium so it okay.  
P08: Right and it says confirm here…. Crubs, I have forgotten what I did. Ah, what 
was my number? Was it five? See what’s wrong when you are old you forget 
things.  
R: Yep they match so you are good to move on.  



P08: Oh good… day would be [DOB] and year would be [DOB]. I am female, I 
presume.  
R: Mobile phone, have you got one? 
P08: Ah, I cant remember it off hand, its in my bag. Do you need it? 
R: If its too much hassle.  
P08: No, its no hassle, I shall get it. It’s one number I haven’t been able to 
remember. See, I wrote it down here. So that’s (Reads out number and fills in) 
okay. Your current email address, now is that this one? 
R: No, that’s the new one. 
P08: So my other one? 
R: Aye. 
P08: Right… 
R: So if you click out the box, and hit next. Okay, now one more time you need to 
enter, your password. 
P08: (Begins typing then notices mistake) Oh that’s wrong. That is definitely 
wrong.  
R: Okay, and then finally the Fmail account. That was the one you were signing 
up to.  
P08: (Fills most of the username) Now there is where you got me, as I have 
forgotten what I did.  
R: Fmail.com 
P08: (Chuckles.) This is where I would be writing it all down you see.  
[Finish Task3 19min 42sec] 
R: Okay, success! That’s us finished. We will have a quick discussion about that 
one. So, how do you feel about that one, what do you think of the guidance it gave 
you? 
P08: Well, it was slightly more difficult that doing it the other way. That’s simply 
because I am not adept at thinking of passwords in my head. You know what I 
mean? If you were really going to be doing something like this, you really would 
need some sort of chain of thought for passwords.  
R: Yeah , well this wanting to build.  
P08: Ah Yes.  
R: So, I mean how do you feel about the colour changing part? 
P08: Oh, that’s good yes. It shows you immediately, if you are wrong or right and 
its quite clear.  
R: So you are looking for a little more guidance on what you should do? 
P08: Yes, I just wasn’t quite okay on that.  
R: Okay… a couple other questions now that we are finished. In general, do you 
feel that you are more wary of your physical security, like your home, over your 
online presence? Are you scared of scams online? 
P08: Well, I try to be careful. If I think that it is at all dicey, I just take it out 
immediately.  
R: Do you feel you could identify them? 
P08: Well, I think I can, but I don’t really know if I can, you know. There has been 
one or two, give me your bank details, so I just take that out immediately, 
obviously.  
R: So would you say you are more worried about physical security or online? 
P08: I would have to think online, I don’t really… 
R: Why would you say its scary? What is it about it? 



P08: It is scary, because you can’t quite control it the same. I don’t like things that 
you can’t control, in the old days, if you excuse me for saying this, when you were 
actually physically writing things down you could control it. But a flick of this 
and its offski. Know what I mean? I find that a wee bit scary at times, I think oh 
crumbs have I done that right? Or have I done that right, know what I mean? 
R: Yeah, that’s really interesting. I am just trying to think if I have any more 
questions. So as we said, you normally just follow the instructions, and you 
would prefer them to give more useful hints – 
P08: A little yes, aye.  
R: But in general when you create a password, you do it on the whim and then 
you write it down? 
P08: Yes, I always write it down.  
R: As that’s easier to remember? 
P08: Yes.  
R: Okay, that’s great. So lets just call it a day there and then that’s us finished.  
[Finish Interview 22min 36sec] 
 



Preliminary Study – Participant 09 
 
R: So, hopefully that’s good enough…I am just going to ask you a few questions in 
terms of what you use.. 
P09: Am I supposed to use something off there? 
R: No no, don’t worry that’s me just using that to record our conversation. You 
don’t need to worry about that… right a few quick questions. When did you get 
your first device? 
P09: Two Years ago. 
R: And what was it you have? 
P09: An iPad.  
R: And you still use that? 
P09: I don’t use it very often. 
R: Don’t use it very much? What would you say you use it for? 
P09: Eh, an odd email to somebody, I’ve got some photographs on it. Eh… play 
solitaire (Chuckles). 
R: Is it mostly your device or does some else use it? 
P09: No, its mine. I live alone. 
R: Its yours… 
P09: I don’t buy anything, nothing like that.  
R: Okay, so do you have any other online accounts that you use? 
P09: (Shakes Head). 
R: No? You just have your email? 
P09: Yes.  
R: Right and did you set that up yourself? 
P09: Oh no, who set it up? I cant remember… no someone else set it up for me.  
R: But you remember the details? Like the email address? 
P09: Well my email address  yes.  
R: Right, so you are sorted for that. How do you view privacy and security? So for 
example, do you worry about using your device online at all? 
P09: I don’t worry, but I am very careful, and I haven’t got very much 
information in my iPad. I’ve got my name, address and phone number…other 
than that, not much.  
R: So would you say you are more worried about your house, your physical 
security? 
P09: I wouldn’t put in a bank account or anything. I wouldn’t like to do that and I 
wouldn’t like to buy stuff on it because I wouldn’t put any details on it.  That’s 
how I feel.  
R: Is that for any particular reason, is it because you don’t feel comfortable? 
P09: Because I follow all the warnings you get and I follow the news telling you 
about what happens.  
R: -When someone steals your information? 
P09: Yes.  
R: So do you feel that Computer Buddies helps with your understanding or is it 
more for something else? 
P09: It’s to get more use out of it just for myself. To see if I can use it for 
something else. 
R: Okay, so see for your passwords, when you have to create one and remember 
it say, do you have any strategies for that? 



P09: Not really… I don’t think. I keep it probably around my life. You know like 
an old address and things like that.  
R: Right, and how do you remember it? 
P09: I’ve got a book actually and I note it down.  
R: So you keep it in that little book? 
P09: Aye.  
R: Okay, I think that’s all I need for the now. So what we can do now is start these 
examples, and then I’ll ask you to go ahead on my computer and fill in the forms.  
P09: Have I to read all this? 
R: No it’s just these ones here, I am just getting them up. 
P09: Okay. (Quick discussion over Image of Pet on screen while setting up page) 
R: Okay, so we will start with this account here, and I’d like you to fill it in. 
P09: Do you want my proper name or what I call myself? 
R: Just do what you would do if you were signing up to an account in real life. 
[Begin Task1 25sec] 
P09: I don’t know, I mean I’ve got a big long name… so how do I do it, just start? 
R: Just click on that there with the mouse. 
P09: Oh, what have I done? (Hit right click on mouse) 
R: You just click like that (Show click), and you are ready to go.  
P09: Right and do we need capitals or is it all smalls? 
R: Just enter your name as you would, you can put capitals or not if you wish.  
P09: Oh, no that’s wrong. 
R: The delete button is there.  
P09: See what I mean, its going to be slow.  
R: That’s fine, don’t worry. That’s you done, so you can move onto email.  
P09: And how do I do that, just click down again? 
R: Take this mouse and drag and click. (10 seconds showing how to use mouse). 
P09: Right… and its just the same again. And how do I get @? 
R: (Shows @) 
P09: Right thanks… sorry I am awfully slow.  
R: Don’t worry… so that’s you done, now you just need to click there for a 
password.  
P09: A new one? 
R: Yes, for this account and the instructions there say it needs to be at least six 
characters… okay and now just confirm the password? 
P09: Do I have to remember this? 
R: Yes, you will be asked to sign in at the end.  
P09: I know, but do I have to remember it after that? 
R: Well, once you filled in the form you will be asked to recall it one more time 
and that’s that.  
P09: Good job you’re here, because I wouldn’t be able to do it.  
R: Now just your email address one more time.  
P09: Where is my @ again? How do I get it? 
R: (Shows again) 
P09: Have you done it? 
R: Yeah… okay that’s you, just hit Ok.  
[Finish Task1 3min 6sec] 
R: That’s success okay? 
P09: Okay.  



R: Just to clarify (Details instructions on mouse again) 
P09: I will never remember to do all that. 
R: Okay, don’t worry. I will help to guide you through it… So here is the next one, 
think you are up to this? 
P09: What’s my email address? Is it just my email? 
R: Yes. 
P09: Because I don’t understand that, I don’t have an address for my email.  
R: Right, so this is just to get you to fill in a form to create a new account. The 
way they would contact you is by putting in your email address.  
P09: Isn’t that what I’ve just done? 
R: Yes, but remember I have three toy examples to get you to do. One simple one, 
one more complex, and then the most complex.  
P09: And is this the password I just made? 
R: No this is a new account.  
P09: Oh and if I have to go back on it, I’ll never remember.  
R: Well, that’s the whole point of the interview; just to see you interacting with it 
and see what problems you have, such as remembering it.  
P09: Well, if there is going to be two or three, I’m going to get all mixed up.  
[Begin Task2 4min 32sec] 
P09: So this is just my email I want here? 
R: This is your current email yes.  
P09: Now I don’t know what to do (Looking for @) 
R: Hold shift and the @ button.  
P09: I don’t know what you did, but never mind.  
R: (Shows @ again.) 
P09: Okay, now I have to do something here… and is this a new one? 
R: You just need to create a password as you would, but can you see that this one 
has a few stipulations? 
P09: (Chuckles ad counts with her fingers) 
R: Is that you counting the characters in the password? 
P09: I’ll never remember all this. It’s the only thing that’s worrying me… is that 
eight? 
R: If you click out it should tell you… see, no errors so you are good. You can just 
confirm the password.  
P09: By doing it again? 
R: Yes please. 
P09: Do I need capitals? Oh I have put full name there… How do I do capitals or 
are they not needed? 
R: No need for capitals, that’s fine… just click out and put your date of birth there. 
P09: And you want the full thing? 
R: Yes, please… right cool, nationality. (Try to show how to use scroll) 
P09: No, I don’t know where I am at all.  
R: (Guides her to UK) And now you can just enter your address. 
P09: And now do you want the whole lot? 
R: The other fields there are optional, so all you need is a postcode… okay and 
the town or city.  
P09: Sorry eh… 
R: County is optional so you can skip that if you wish… now enter the password.  
P09: The first one or the second one? 



R: The second one for this account.  
(Wrong password) 
R: That was the first one wasn’t it? 
P09: I though that was the second one.  
R: Wasn’t it bankwood7? PASSPHRASE 
P09: Oh, so you want the bankwood one? 
R: Okay, so we will refer to that as the second password, okay? First one, second 
one and third one.  
P09: Okay so the second one. 
R: Okay, hit okay. 
P09: (Goes to to tap screen then realises mistake) See I want to tap it because my 
iPad.  
R: Yeah, I saw that… okay now enter your email account one more time.  
P09: @?  
R: There you go… 
P09: That’s it… it’s awfully small that ‘i’. 
[Finish Task2 10min]  
R: Okay, so that’s done, and we just have one more, are you ready? 
P09: I’m going to have to write them down you see.  
R: So you can just fill this one in, and then click that button at the bottom. Once 
you have created that it will ask you again for the password and account that you 
just made.  It’s like the previous examples, yeah? 
P09: Okay, so there’s a new password. I’ll never remember which one is which.  
R: Yeah that’s a common problem, but there really is no need to worry as I said 
this is a toy example. So you are only needing to recall for this exact one you just 
created, so the information on this page, okay? 
[Begin Task3 10min 55sec] 
P09: (Sigh) Right where do I go? 
R: Just click at the top there and follow the form, so your first name.  
P09: This is quite fictitious as its not my proper name.  
R: Well, if it accepts it then its fine, and then you need to create a new username.  
P09: What does that mean? 
R: So that’s like you are creating a new email address… but it’s a fake email 
address.  
P09: So I need to use a new name and a new everything.  
R: So you are creating a new email, like the one that you have been using, except 
here you are creating the new name of the email address.  So instead of [Current 
Email], you could do [Example using name] 
P09: I don’t know what to do… I have no idea as I only have that one thing.  
R: That one email address? 
P09: Yeah.  
R: Okay, so why don’t we try (Helps create a new email address.) Right so that’s 
the new user name for this account.  
P09: Right okay.  
R: So its [Reads out fake email.] 
P09: So I do this? Oh I need to do them together. (@ Symbol) 
R: Yeah, there you go, got it. Okay so now you need to create a new password… I 
mean you can do whatever you want… a new one or the old passwords. 
P09: Nah, I cant even remember what I had… is it to have letters, just letters? 



R: Eh, just following the instructions, what would you do? 
P09: (Long Pause) Can I have two names? 
R: Whatever you want. 
P09: (Enters only letters password, clicks out and gets error. But ignores it  ) 
Confirm your password. (Enters password in confirm, but notices error) Oh is 
that not right? 
R: Well it says, common words are easy to guess and its saying its weak.  
P09: But I have already done it and this is supposed to be confirming it. 
R: Yes, but its saying its weak. 
P09: So take it all out again? 
R: Yeah why not do that.  
P09: God I don’t know… (Thinking of a password) 
R: Well maybe you could add a number? 
P09: (Fills in password)… how do I do this? (Gets a number in and clicks out) 
R: Ah see medium, that’s better... just re-enter it here.  So just click here. 
P09: Where do I click? 
R: Just here and you can enter your date of birth. 
P09: I want to come down one, how do I do that? 
R: Just scroll.  
P09: No I want [Month]. 
R: Okay, you got it, now the day… now the year.  
P09: How do I? Do I just type it in on top of that? (Talking about Hint). 
R: Yeah, and then you can move onto gender. 
P09: Mobile? 
R: Do you have one? 
P09: No… 
R: Well, we can move on if you wish. 
P09: Yes, please.  
R: Okay you can just enter your current email address.  
P09: That isn’t right is it? Why is that down there? (Mouse below input field) 
R: Its okay you can fill your details in… again this is your original password. 
P09: My own one? 
R: Yes… Okay cool, you happy with that? 
P09: I think so.  
R: Okay, we just click the button and re-enter the password.  
P09: Oh God… I’m not sure if this is it or not… 
R: Just click okay… ah you got it, see? 
P09: (Chuckle) 
R: Okay so now you need to put in your Fmail account, remember when you 
were choosing your username? 
P09: Wait a minute, what am I doing? 
R: You are entering your Fmail account, remember we were creating a new email 
account? 
P09: Yeah, but I don’t remember what the number was… I knew it was Fmail, but 
I don’t remember anymore of it.  
R: Okay… so, what I’ll do is enter it for you.  (Enters email) Okay? 
P09: Yeah.  
R: Okay, success, now that’s us finished.  
[Finish Task3 18min 32sec] 



R: Okay that’s those tasks done.  
P09: I have to say I am feeling very stupid.  
R: No need to feel that way… (Saves Screen Recording)… okay so how did you 
find all that? 
P09: Quite difficult, I am quite agitated actually.  
R: What would you say mostly caused that? 
P09: Because I cant use this (Point to Mac). 
R: So the new device, was there anything else.  
P09: Well, there was three different passwords, that’s a lot of things to 
remember. 
R: (Pause while a child screams in the library.)… yeah so.. when you were going 
through the whole process was there anything you didn’t like or did like? 
M: I would have preferred to have just written it all out and I would have been 
finished much quicker. I can’t work this. I could have probably done it better on 
my own iPad, as I have used it longer.  
R: Yeah that makes sense; it was a bit tough making you learn a new device like 
that…eh so, when you were creating the passwords, was there any difficulty 
there or? 
P09: Remembering them.  
R: Do you feel any of them give you any good hints in creating a password, like, 
did it give you enough information so you knew what you had to do? 
P09: I don’t suppose they did give much information… I don’t know do I really 
need that much information from it? Just need to remember it that’s all.  
R: So do you feel you didn’t need much guidance in creating your passwords? 
P09: Not really, it’s more about remembering it then putting it in.  
R: Did you struggle with differentiating accounts in the Fmail one? 
P09: Yes, I didn’t know what I was doing in that one.  
R: You only have one account now you were saying, and one password. Well 
including your Pin for the iPad, yeah? 
P09: Yeah, but I have them written down.  
R: So this whole process is new to you, as you only have one account? 
P09: Yeah. 
R: How do you feel about it in general, the processes you went through? 
P09: Quite stressful, I feel a right donut.  
R: You feel a right donut… it was a new process so you are just learning so don’t 
worry. Is there anything you would like to add? Anything about online security 
and privacy? 
P09: I don’t put anything online.  
R: And why is that? Because of a worry or? 
P09: Just cause I have – well I did get somebody phone me as a scam , you know 
and since then, and you get this leaflet out the bank saying that you have to 
watch what you are doing so I am quite wary.  
R: Quite wary. Okay so, I’ll end it there… Thank You. 



Preliminary Study – Participant 10 
 
R: So, I am just going to ask a few questions just now… 
P10: Okay.  
R. So, that’s you been using the computer for how long? 
P. About 18 months, a year and a half.  
R: A year and a half… and is it just the laptop you use or are there any other devices you use, 
do you go online with your mobile or tablet? 
P10: No, I read my emails and gmails sometimes on my phone when I am away from home. 
The tablet is actually my grandson’s and I help him with that, but generally its games etc.  
R: So how do you feel moving between devices? Are you more comfortable on the 
computer that you have been learning on? 
P10: Yeah, I am more comfortable on the computer. 
R: Do you feel that because you have been learning, that you are more confident to attempt 
using other devices? 
P10: Oh definitely, definitely. I would never have till I got confident with the computer, 
never have ventured onto anything else.  
R: Ah, so in terms of, you have been using the computer for a year and a half, how many 
sort of accounts do you have online? 
P10: I think its only amazon I have got, though I have went into other accounts to buy 
things, like JD Sports. I’ve used Sports Direct, so if I need to buy any particular thing I have 
done that. Amazon is a sort of familiar one for me , and my email, my Gmail, and my 
Hotmail. 
R: So when you are creating account or going into these things, do you have a strategy to 
create your passwords? So do you use the same password all the time or do you try and 
vary it? 
P10: In the beginning, I stuck to the same thing or the same sort of forma. Recently I opened 
an account and I did move away from that. Cause it was nothing to do with security, it was 
personal the reason I done it.  
R: And, when you create passwords do you write them down? 
P10: Yes I do.  
R: Do you… is that the thing you struggle with the most, is the remembering the password 
or is it creating them as well? Knowing what’s safe and what’s not? 
P10: Creating them as well because, aye, what’s safe what’s not. Different, like for instance 
Scottish Power don’t care how short password is, Oh I have Scottish power account and Bt 
account forgot about that! Aye, its the thinking… its thinking of a password, this is the way 
my mind works, that’s suitable to that particular site, that’s what I do.  
R: I remember when we had lessons, did you ever start using a password manager or is 
there any other thing you use to keep a note of things? 
P10: No, I have never ever used that. I never got round to that, because of the time of year. 
Its Christmas time and am very busy. I would go to that in the new year and look at these 
accounts and think about things. I just no had time to use it.  
R: In terms of, If we were to compare your security online and say your home security, 
which one are you more worried about? 
P10: The computer. 
R: Interesting, so is this more in terms of your details being stolen or money? You know 
banking? 



P10: That as well as other things. You know I have seen things on television. Think it was 
called Beat the Scammers, where people, yeah they stole their money, but I just feel they 
have invaded their privacy. That makes me feel very uncomfortable and insecure and that 
worries me. I don’t feel like that at home, I feel very secure in my own home.  
R: So is this maybe why you don’t use social media? 
P10: Yeah. I dread the thought of being on Facebook. A lot of times a should as my brothers 
and sisters and family are all on it. But, I just shy away from it, frightened from it. I don’t 
want everybody to know everything about me. 
R: Okay, so that’s great for starting off the questions, what we will do now is I’ll get you to.. 
do you want a mouse for this? 
P10: No I am better with that.  
R: Okay, so all you need to do is enter your details as you would, and when you are finished 
entering your details, click the button at the bottom. It will prompt you to re-enter the 
details as if you were logging in, you just need to try and remember your password and 
email. So, if you want to start and just try and explain what you are doing as you are doing 
it.  
P10: Right, can I ask if the password with the 6 characters does it need capitals, numbers, 
etc or can it be whatever? 
R: That’s the only information you have got. 
P10: So I have to just use it myself? Okie doke.  
[Start Task 1: 5min37] 
R: Yeah just push it down.. 
P10: Oh, this is quite good eh? 
R: Just entering your name.. 
P10: Oh entering my name… can I use the tab? 
R: Yeah course.  
P10: Oh? 
R: Wrong one, that’s tab there. 
P10: Ah right…  
R: You have to hit the Alt and its above that 2 there, like that yeah.  
P10: Oh right… and that’s my tab there? I am now going to enter a password… I am going to 
enter my password again.  
R: Cool, now enter the password again please…. Just hit ok. Fabulous and your email 
address.  
P10: I am now entering my email address, do I do? Is it that? 
R: This one and this one.. Great! Success!  
[Fin Task 1: 7min 39 ] 
R: Okay, we will have a quick discussion on that. How did you feel that went? 
P10: It was okay, it was good. 
R: In terms of the password, was there enough information there to create the password? 
P10: On some accounts I have had to open, some of them, not them all. Some of them are 
quite specific and certain number of characters, with numbers and capitals included. So, I do 
automatically do that sort of thing. 
R: So you have learned from your previous experience? 
P10: Yeah, I just change things round in the security as well.  
R: Just to clarify, you don’t have a set password routine you build it up on the fly and write it 
down? 



P10: Yeah.  
R: Okay, so think you are ready for the next one? 
P10: I’ll try.  
R: So, here is the next one where you are creating a PayPal like account.  
[Start 8min 56] 
P10: Right, okay I am now I am going to put in my email address…  
R: Your typing has come along.  
P10: Well I used to do it in work, but I have arthritis now. I am now going to put in a 
password. Will I use a new password for this account or decide myself? 
R: Decide yourself, so what would you normally do? So if it was a normal scenario what 
would you do? 
P10: If it was a new account and an account I wasn’t familiar with I would probably use a 
different one to be frank. Right… how many have I got there, 6?  
R: Just click out of that box to see if that’s okay. 
P10: This one here? 
R: Yep, and that ones been accepted so just continue.  
P10: And this is… I am now putting in all my details… I have made a mistake so I will take out 
my surname and move on. Now putting in my date of birth… Now putting in my nationality.  
R: I think its UK they have. 
P10: Oh I see, sorry bout that.  
R: Its just two fingers to scroll, woops, probably cause it’s a new device. Scroll up.  
P10: Ah, two fingers to scroll I see. I am now scrolling to see, so we now use UK instead of 
British… I am now going to enter my address. I don’t have an address 2 anyway. Right… I am 
now entering the Town.. and the county. 
R: Again it’s the two fingers to scroll.  
P10: Ah here is Scotland now… oh yeah I see it now. There we are. I will agree and create 
this account. 
R: Okay just enter the password again with the email address…. And email account.] 
P10: Right, I am now entering my email account.  
[Fin 15min 6] 
R: Great, so how did you feel that one was? 
P10: I felt it was fine, aye.  
R: What did you feel about the direction it gave you to create a password? Do you feel it 
was straightforward.  
P10: Yeah yeah it was good that it advised you.. telling you what they wanted and that was 
helpful.  
R: See when you come across these things creating a password, do you have a sort of fall-
back if they ask for extra characters or if you are below the limit do you add specific things 
to get it to meet the criteria? 
P10: Yeah, its probably something that I am familiar with. Like a date I know.  
R: Do you feel that information is personal and no one could find that out?  
P10: No, I think it would be only me that knew about it. Only me, no even my family would 
know it.  
R: Okay, so we will move onto the final one and that will be us. So this is the final one here, 
and its as if you are creating a new email address. 
P10: So creating a new email address? 
R: Yeah.  



[Start 16min 59] 
P10: Okay…sorry I have put in my surname again… right I am now going to choose and email 
address for this account. I will go for familiarity but something else… was it @ fmail? 
R: Yeah 
P10: Okay… that wasn’t intentional, is it cause I have the caps on, aye… So is that okay? 
R: I believe in general it wouldn’t be, but my simple case will let you. You aren’t allowed to 
use a semi-colon in the address.  
P10: Oh are you no? I never knew that. We will take it out then and I will use another one… 
can I use this little under? 
R: Yeah on you go.  
P10: Yeah al use that one then.  
R: Right if you now create a password.  
P10: Okay, I am going down with the tab and will create a password... Don’t use a password 
for another site or something too obvious. Right… At least eight characters… right think eh. I 
have just made up a password and now got to confirm it… 
R: Says its strong. 
P10: Oh is it? I am quite good at that.  
R: Do you feel that you can create passwords and that its just remembering them that’s the 
problem. 
P10: Yeah remembering the passwords for individual accounts would be a bit of a worry I 
must admit. I would like to use the same one, but I know that’s bad so I don’t do it. I do 
know people that eh…  
R: Just click on it a wee bit harder…  
P10: Right.. just entered my date of birth and now will enter my gender…. I shall put in my 
mobile number.  
R: Ah you remember it off by heart? 
P10: Well, I have had it for a number of years and I have tried to keep a hold of it… I have 
put in my phone number and will put in my current email address. Is this the new email 
address? 
R: No it’s your current email address? 
P10: Ah, okay. Have I done that wrong? Ah I always do that. I know that @ as well. And it 
has United Kingdom, if I want to scroll up on this screen I just use two fingers? 
R: Yep, and just click okay. Right now put in your new email address and password.  
P10: Password and email address, okay.    
R: Right okay success. Now just the final few questions. How did you feel that went? 
P10: That went okay, that went quite good. Mainly because I knew what was coming.  
R: Did you… how did you feel about the information that it gave you for passwords? 
P10: It was good, I like information. I like advice on passwords.  
R: How did you feel about the strength indicator; do you feel that the previous measure was 
better or did you like a strength guide so you can gauge? 
P10: No eh, though I like both. To create the password I think I need the information first.  
R: So, you want the information there about why you need to do it?  
P10: Yeah.  
R: So the interview is nearly over, just going to ask a few more questions. When you sign up 
on these accounts and that they are keeping all this information on you, does that worry 
you? 



P10: Yes it does. Like when I use Amazon now, I don’t actually ever remember agreeing to it 
storing my banking information, but they do. And the last couple of times I have used it for 
Christmas gifts, it just says “Buy Now”. I just have to click that and its away, I don’t have to 
put in any details. Which is convenient, but I don’t know if its cause my age, bit insecure 
again.  
R: Okay, I am trying to see if there is anymore questions… do you have any questions 
yourself? 
P10: No not really. I am quite happy with that. I found them quite easy to do, they weren’t 
hard. To sign up for these accounts would have been quite easy.  
R: So in the password creation its not too difficult if the give instructions? 
P10: Yeah.  
R: It’s the memorisation that’s more difficult.  
P10: Yeah, remembering which one went with which account because I do try and take it 
quite serious.. Maybe too seriously.  
R: No no they are quite serious… okay, we call it there.  
 
 



Preliminary Study – Participant 11 
 
R: Right, so would you say you’re comfortable around computing devices? 
P11: Aye, to a certain extent. If I’m unsure to begin with, once I get the hang of it I’m ok. 
But, to begin with I’m a wee bit wary.  
R: So how many devices do you have? 
P11: Just the one, the iPad. 
R: Just the one, and how long have you been using that or how often would you say you use 
that? 
P11: I’ve had it for, what, two years now and… oh I use it! Cause I check emails and I done, I 
done it all myself – changing my, eh, energy account. I done it all myself, just *** checked it. 
Which I was happy about, and I email – I’ve got two addresses - *** emails me and I email 
her. Or her neighbour, ***, I email her.  
R: Right -  
P11: Now and again and I skype. I use it every week.  
R: So how many accounts would you say you have? 
P11: Eh… my email, skype, and what’s the Google one? Is that another one? 
R: If its and email account or something… so that’s -  
P11: And I’ve also got Dropbox, *** set that up for me for sending photos. 
R: So were most of these accounts set up by someone else? 
P11: Aye 
R: So, eh, and do you know the details of the accounts? 
P11: Like eh, things you’re supposed to do and not do with them? 
R: No, I mean do you know the email address and stuff, the actual account details? 
P11: I don’t think so. 
R: So you would have to look them up… what about passwords for them? 
P11: They must be written down I don’t think I remember them.  
R: Right, but do you have different passwords for each one? 
P11: … couldn’t tell you. 
R: Couldn’t tell, so you don’t know. 
P11: I don’t know… no very good.  
R: So you just mostly write them down? 
P11: Aye. 
R: Do you know how many accounts you have created on your own? 
P11: Eh… now wait a minute till I think. Well the one doing the energy thing on the email. I 
did that on my own. 
R: And you wrote the password down? 
P11: I’ve got a password and everything for it. I couldn’t off hand tell you what it is. I’ve got 
it written down with all the details about that. 
R: Okay, so if we think about, sort of your security – so say think about your physical 
security, your house, your home, physical privacy and your online security and privacy – 
which one worries you more? 
P11: I think the house probably. I’m more particular about that putting alarms on and 
making sure windows are shut. The computer no because how I use it you see I don’t buy 
things and that. 
R: Is it because you don’t buy things because – I mean would you buy things if you could? 
P11: I don’t think so 



R: No you don’t like the- 
P11: I’m no fussy about that. I like to see the thing before I get it. I’m old-fashioned in that 
respect.  
R: Fair enough, so what we will do now is will get you to fill out these forms, and if you 
could, if at all possible say what you are doing as you are doing it. You just click with this 
mouse and fill in the details.  
[Task One Begin 4min40] 
P11: So, my name – in full? Just click there? Right… space.  
R: That’s that one.  
P11: Oh aye.  
R: So you need to click on email address now.  
P11: Just bring that down? Right got the hand of this. Now how do I get the zero?  
R: Just press that. 
P11: Oh right….@ where where? 
R: Press shift and the @ button.  
P11: Aye, @ gmail… dot com. Right. 
R: Now you need to make a new password. Click on it. 
P11: Right… at least six characters. Oh what could I put it? Eh…  
R: Yeah, put that in.  
P11: Right, that’s it.  
R: Now click here 
P11: And do it again? 
R: Yep. And then when you click the button at the bottom, it will ask you to sign in with this 
email and password.  
P11: Right, please enter password. So I put it in there? 
R: Aye. Okay now your email.  
P11: Down here again? 
R: You just have to enter your email address one more time. 
P11: Oh right so I have to go back up again? 
R: No no, just write it in.  
P11: Oh right so. Oh god see I … @... gmail. Dot com. I should know them, cause I typed. But 
see on that thing… 
[Task One Fin 8min28 ] 
R: Okay success. So, how did you find that? 
P11: Oh, okay.  
R: Okay. Any parts that you found difficult at all? 
P11: No, not really.  
R: So, in general do you have any techniques for creating passwords? 
P11: Well, I think I… so I would remember them I would maybe use something that I was 
familiar with… to kinda… 
R: And would you use that same thing regularly again? 
P11: Eh… 
R: Would you use the same password for everything? 
P11: For everything… no. 
R: Try not to? 
P11: I would try not to. Eh, try to kinda chang it cause that is a wee bit more secure then.  
R: Okay, so in general you would just follow the instructions that are given on the page? 



P11: Aye, cause that’s what I did when I was doing the energy thing on my iPad. I was 
actually very pleased with myself so I did. Oh casue ** said do it yourself. And I did.  
R: Right we will try outing in these details now.  
[Task Two Begin 9min51] 
P11: Okay, so put my email address in? 
R: Yeah, this is you creating another account with and email address… haven’t clicked 
anything there 
P11: Oh so I haven’t. Sorry. Right.  
R: Click it. There we go.  
P11: Eh…this one? 
R: This one and this one. 
P11: @ gmail. Dot c o m. Right Password. It was… right. Oh it says contain at least eight 
characters, include at least one number or symbol. So I’ve got to add something else in. 
That’s [Password] that’s ten could I put that in? 
R: Yeah, now if you want to confirm password.  
P11: So I’ve got to write it again? 
R: Aye.  
P11: Right. This one? 
R: No just this one… 
P11: Oh aye. Right, now down. First name.  
R: Click on the next one.  
P11: Right now do I put my date of birth in? 
R: Mhhm, need to click on the box first.  
P11: Oh aye.  
R: That’s you clicked on it, so just put the numbers in now.  
P11: Aye, I don’t need to press anything to get them? 
R: No.  
P11: [Reads out date.] 
R: Now click on nationality.  
P11: British? 
R: Uk. Just click on that – need to clikc there. 
P11: Oh and you just go down? 
R: You can type in U and it will go to the -  
P11: Oh right.  
R: Then scroll up. Okay, and then address.  
P11: Right so [Reads out address.] Oh Christ its all one word. Watch I am needing to go back 
cause that wasn’t an ‘L’.  
R: So click there.  
P11: Right that’s fine… see on my own iPad I can just press something and it will go like that 
and it takes it back.  
R: Okay, just want to put in the postcode, the town, and the city. 
P11: Right [Reads out address.] 
R: Okay and finally town and city. 
P11: Do I just put **** 
R: Yep.  
P11: [Reads out address] 



R: Okay, so hit agree and create account and you will have to enter the password you 
created.  
P11: Right [Reads out password]. Do I need? Aye I don’t need the other two to ten? Oh aye I 
need to put the full thing in – 
R: You need to put in the full password. Okay. Hit okay. 
P11: Uh huh, press ok.  
R: And now just enter your email address one final time.  
P11: Right…  
R: You are in the box. 
P11: Oh am I? Sorry 
R: No no.  
P11: Right. [reads out email.] See the more I would do this, the better I would get at it.  
[Task Two Fin 16min24] 
R: Okay, success. So how did you find that one? 
P11: Aye, okay. The more I would do it, definitely the better I would get at it. 
R: And so you followed the instructions on there, um, but you used the same word as 
previous would you – is that what you would have done? Would you just have used *** or 
just do you think you would have used another –  
P11: No. If I was doing another one, I would have to think up another.  
R: Why did you use *** again this time? 
P11: Just because it was easy. 
R: So it was easy. Do you think sometimes you might fall into that easy way of doing the 
same word. 
P11: Aye, would be very likely to.  
R: Eh… so but you followed the instructions on that one. What you did was – do you have 
any sort of system? If they ask you to put numbers in do you always put them at the end or 
start or? 
P11: That is the bit that I find – when I was doing the energy thing and they asked for 
numbers and letters in the thing – eh.. I was putting the sort of password, you know the 
name bit in first and then numbers and it wouldn’t accept it. Whatever it was – 
R: Right so you had to- 
P11: I had to do something else.  
R: Right well we will try just one more and then that’s us finished. 
P11: Okay. 
R: Right. So, you need to put in your details again, and this is as if you are creating a new 
account – where this is your username.  
P11: Right. So it will still be the? 
[Begin Task Three 18min37] 
R: That’s the current one. 
P11: Uhuh. Have I to make a new email address? 
R: This is what I am saying, yes.  
P11: Oh, now wait a minute. Now my first name is… 
R: You haven’t clicked on anything.  
P11: Right… Right… Right… Now, I’ve got to – so who will I put in then? I would still need to 
put – could I just put ***.  
R: Mhhm 
P11: And then put…  



R: You don’t need to put anything else that will be fine.  
P11: Just ***, right. [Reads out email.]@ Gmail? 
R: No, @ Fmail. It’s  a new account. 
P11: Oh right. @ Fmail… now… dot com.  
R: So lets create a password, just click there.  
P11: Use at least eight characters. So that means… oh, that would be****… six. And I cant 
use *** again. *** is no enough. Eh… *** no enough. This is what I had the bother with 
before. Trying to think, everybodies eh… [Reads instructions again.] No because that’s right 
cause that’s thingyed. What could I use, create password. Eh… this is the things that gets 
me. [Reads out letters again] 
R: Now mind that characters include numbers so you can put numbers in. 
P11: Oh aye, so I could put ****.  
R: If you wish aye.  
P11: Aye. That’ll do. [Reads out password.] Right come down. It says weak. Common words 
are weak, try again [Chuckles] 
R: So make it stronger. 
P11: What do I do then? Eh, wait a wee minute, a flower? [Spells it out.] So would I? 
R: In this one. Rewrite it and maybe put numbers in as well? 
P11: Right. So, just start writing again? 
R: Aye. 
P11: [Spells it out] 
R: Right lets see if that one is good. That’s better. Medium so you can go again. 
P11: Just type it again? 
R: Aye.  
P11: [Spells it out.] Right.  
R: Okay, now put month in… and the day.. and the year. And I am… 
P11: Female.  
R: Right. Mobile phone, do you know that? 
P11: Oh god now.  
R: Would you have to look it up? 
P11: Aye. 
R: Well we will just leave that just now, and you can move on. 
P11: Current email address, that’s that one there….Christ. Oh that one? 
R: Aye your current one.  
P11: Ahh, the one I use at the moment, no the new one. [Reads it out.] Right. 
R: Then click out, click on the button. Right now, enter the password one more time.  
P11: Oh that was *** [Chuckles] see I’ve got to remember.  
R: Would you have written that down? 
P11: Well, maybe I would’ve [Reads out password.] 
R: And then your new account 
P11: Please enter your fmail account so I need to remember that. It was *** fmail. [Reads it 
out. ] 
[Task Three Fin 25min50] 
R: Okay, success. So how did you find that? 
P11: Eh… a wee bit harder casue I had to concentrate more.  
R: So it was more difficult? 
P11: But, I would the more I do things like that the easier it would get.  



R: Why was it difficult? 
P11: Just remembering what I put in from the times before. So, to begin with I would have 
to write it down as I was doing it so I could – 
R: Know whats going on? 
P11: Aye, and then I would get the hang of it. Eh, its no that I am stupid, its just I am a wee 
bit slow with it. You know.  
R: Okay, but in general – so you don’t really have a password technique you just read the 
instructions and get something to fill it. And then you said, to keep track of them, you would 
what? 
P11: Probably write it down somewhere.  
R: Have you got anything else to add? 
P11: No, I’ve enjoyed that actually, to be honest. And I think I should practice more, doing 
something like that.  
R: Mhhm, so I’ll call it a day there.  
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Consent to Participate in Research 
Usable Security Dissertation 

 
Introduction and Purpose  
My name is Adam Jenkins. I am an undergraduate at Edinburgh University, working with my 
dissertation supervisor, Professor Maria Wolters, in the School of Informatics.  I would like to invite 
you to take part in my research study, which concerns designing to contextualize security and create 
memorable passwords. 
 
Procedures 
If you agree to participate in my research, I will conduct an interview with you at a time and location 
of your choice.  The interview will involve you working through the task of creating an account on 
three different ‘toy’ websites.  It should last about one hour. With your permission, I will audiotape 
and record your actions when interacting with the individual sites.  The recordings are to be used to 
analyze the effect of the guidance given during the study. If you choose not to be audiotaped, I will 
take notes instead.  If you agree to being audiotaped but feel uncomfortable at any time during the 
interview, I can turn off the recorder at your request.  Or if you don't wish to continue, you can stop 
the interview at any time.  

 
Benefits 
There is no direct benefit to you from taking part in this. The data collected will primarily be used in 
the final dissertation as evidence of the effect of the guidance given to you while participating.  
 
Risks/Discomforts 
As with all research, there is a chance that confidentiality could be compromised; however, we are 
taking precautions to minimize this risk. All recordings will be deleted once they have been 
transcribed and requirements have been finalized from our interaction.  
 
Confidentiality 
Your study data will be handled as confidentially as possible.  If results of this study are published or 
presented, individual names and other personally identifiable information will not be used. 
 
To minimize the risks to confidentiality, I will keep all the data on my personal computer and will 
remove it once its purpose has been served.  

 
Rights 
Participation in research is completely voluntary.  You are free to decline to take part in the project.  
You can decline to answer any questions and are free to stop taking part in the project at any time.  
Whether or not you choose to participate in the research and whether or not you choose to answer a 
question or continue participating in the project, there will be no penalty to you or loss of benefits to 
which you are otherwise entitled. 
 
Questions 
If you have any questions about this research, please feel free to contact me.  I can be reached at 
07515855025 or s1126761@sms.ed.ac.uk. 
 

 

 

 



   

************************************************************ 

CONSENT 
 

You will be given a copy of this consent form to keep for your own records. 
 

If you wish to participate in this study, please sign and date below. 
 

_____________________________ 
Participant's Name (please print) 
 
_____________________________ _______________ 
Participant's Signature   Date 
 
 
 





Appendix D

Final Study Questionnaire

125



User	ID:		 	 	 	 Date:		
	
Please	state	to	what	extent	you	feel	these	statements	apply	to	
yourself.	Simply	cross	the	answer	that	best	suits.		
	
	
	 Strongly	

Agree	
Agree	 Disagree	 Strongly	

Disagree	
1.	I	find	it	difficult	to	create	new	
passwords.	

	 	 	 	

2.	I	find	it	easy	to	remember	new	
passwords.				
	

	 	 	 	

3.	I	am	worried	about	getting	
hacked.	
	

	 	 	 	

4.	I	am	worried	about	being	the	
victim	of	a	phishing	attack.	
	

	 	 	 	

5.	I	am	fully	responsible	for	keeping	
my	accounts	secure.		
	

	 	 	 	

6.	I	know	what	a	strong	password	
looks	like	

	 	 	 	

7.	I	always	use	weak	passwords.		
	

	 	 	 	

8.	I	do	often	reuse	a	password.		
	

	 	 	 	

9.	I	do	use	a	Password	Manager.	
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User	ID:		 	 	 	 	 Date:		
	
1.	What	is	your	age?	

¨ 18-24	years	
¨ 25-34	years	
¨ 35-44	years	
¨ 45-54	years	
¨ 55-64	years	
¨ 65-74	years	
¨ 75-84	years	
¨ 85-94	years	
¨ 95+	years	

	
2.	What	is	your	Gender?	

¨ Male	
¨ Female	
¨ Prefer	not	to	say	
¨ Other	

	
3.	What	is	your	occupation?	(Please	tick	all	that	apply)	

¨ Student	
¨ Employed	Full-time	
¨ Employed	Part-time	
¨ Self-Employed	
¨ Retired	
¨ Home	maker	
¨ Unemployed	
¨ Other	

	
4.	What	is	the	highest	qualification	you	have	achieved?	

¨ Secondary	School		
¨ Vocational	qualification	
¨ College	Graduate	
¨ University	Graduate	
¨ Postgraduate	qualification		

	
	
	
	
	
	
	



5.	Device	usage.	(Please	tick	all	that	apply.)	
	

	
Device	

Average	over	the	last	12	months	
Don’t	
Own	

None	 Once	a	day	 Few	times	a	
day	

Several	
times	a	
day	

Smartphone	 	 	 	 	 	

Laptop	 	 	 	 	 	
Desktop	 	 	 	 	 	

Tablet	 	 	 	 	 	
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User ID:  _____
   Date:  ___/___/___  

System Usability Scale  
Instructions:  For each of the following statements, mark one box that best describes 
your reactions to the website today.   

Strongly 
Disagree 

Strongly 
Agree 

1.  I think that I would like to use this website 
frequently. 

2.  I found this website unnecessarily complex. 
 

3.  I thought this website was easy to use. 
 

4.  I think that I would need assistance to be 
able to use this website. 

5.  I found the various functions in this website 
were well integrated. 

6.  I thought there was too much inconsistency 
in this website. 

7.  I would imagine that most people would 
learn to use this website very quickly. 

8.  I found this website very cumbersome/
awkward to use. 

9.  I felt very confident using this website. 
 

10.  I needed to learn a lot of things before I 
could get going with this website. 

Site:  ___________________________ 

Please provide any comments about this website: 

This questionnaire is based on the System Usability Scale (SUS), which was developed by John Brooke while working at Digital 
Equipment Corporation. © Digital Equipment Corporation, 1986. 
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Final	Study	-	Participant	01	
	
R:	Okay,	so…	you	recalled	two	of	the	passwords	in	one	attempt	and	it	took	you	–	you	didn’t	
manage	to	get	the	third	one	with	the	three	recalls.		
P01:	Uh	huh	
R:	Right	so	how	did	you	find	trying	to	remember	the	passwords?	What	did	you	do	to	try	an	
remember	them?	
P01:	Well,	I	think	what	I	picked	was	appropriate	because,	you	know,	I	like	the	garden	and	I	
bake…	and	I	do	like	make,	a	sort	of,	you	know	a	scone	loaf,	but	I	put	‘loaf	scone’.	You	know,	
and	I	put	that	in…	the	third	one…	I	don’t	know	why	I	had	difficulty	with	that…	I	think	maybe	
because	I	wasn’t	saying,	like,	“daffodil	is	a	spring	flower”.	I	was	just	saying	‘daf’,	so	that	was	
kinda	putting	me	off.		
R:	Yeah,	so	what	I	think	happened	there	–	
P01:	And	it	would	have	been	two	“S”	
R:	Aye,	you	started	to,	when	you	were	making	your	sentence,	you	extended	words	or	
whatever,	you	didn’t	change	the	sentence,	you	stuck	with	the	sentence,	and	made	the	
words	fit.		
P01:	Aye.		
R:	So	it	was	then	harder	to	recall	how	you	made	the	password.	Because	you	remember	the	
sentences,	but	because	you	had	changed	it	a	wee	bit	–	do	you	think	that’s	what	it	was?	DO	
you	see	what	I	am	saying?	
P01:	Aye.	I	see.		
R:	But	you	also	wrote	it	down	didn’t	you?	
P01:	Aye.		
R:	But	you	didn’t	use	it	when	you	recalled,	you	said	you	looked	at	it	during	the	week?	
P01:	Aye,	I	had	a	wee	look	and	tried	to	recall	it	without	looking	at	it	and	then	checked,	and	I	
thought	oh	that’s	fine.	Funny	enough,	the	first	two	I	was	always	getting	them	right.	That	
third	one	–		
R:	The	one	where	you	changed	the	rule	that	wee	bit	–		
P01:	Aye.	
R:	You	saying	that	the	rule	helped	you	a	bit?	
P01:	Oh	aye	definitely.		
R:	Definitely	to	create	passwords,	strong	passwords,	and	remember	passwords	that	sort	of	
thing?	
P01:	Aye.	Now,	you	know	how,	eh,	like	the	passwords	I	have	got	to	get	onto	my	iPad	is	
numbers…	but	see	that,	I	had	no	numbers	in	them	so	maybe	I	should,	if	I	am	doing	anything,	
I	should	try	putting	numbers	in	as	well.		
R:	Putting	a	sentence	in	with	a	number	as	well?	
P01:	Aye	
R:	I	mean	yeah	that’s	what	the	tool	said,	but	like,	the	guide	said,	you	know	its	more-	the	
stronger	the	password	the	longer	it	is	more	than	anything	else,	and	looks	a	bit	random.	So	
the	way	we	were	creating	sentences,	we	tried	to	make	it	look	random.	Yeah,	if	you	ever	do	
it	again,	feel	free	to	use	that	tool	–	the	password	mechanism.	In	terms	of	security	and	stuff,	
where	did	you	write	the	passwords	down?	The	passwords	that	you	made,	where	did	you	
keep	that?	
P01:	In	along	with	all	the	other	bits	and	pieces	that	I	have	got,	with	my	iPad.	



R:	With	the	iPad.	Right	okay.	So	yeah,	if	you	do	ever	write	things	down,	you	should	try	and	
disguise	it	in	some	way.	That	was	in	the	guide,	but	obviously	you	didn’t	look	at	the	guide.		
P01:	No		
R:	You	didn’t	look	at	anything	more	than	the	mechanism?	
P01:	No,	well	actually	if	I	show	it	to	you	–		
R:	Even	if	you	just	wrote	the	sentence,	or	coming	up	with	your	own	way	to	disguise	it	to	
make	it	a	random	thing	from	a	sentence.	You	can	just	write	the	sentence	down	–		
P01:	Yeah,	and	make	it	up	from	that.	Aye.	With	the	thing…	its	just	because,	I	don’t	make	
accounts	or	anything	like	that	because	I	don’t	use	the	iPad	for	banking	or	buying	anything,	
you	know.		
R:	So	this	was	kind	of	new	for	you?	
P01:	That	was	kind	of	new	for	me,	and	having	to	think,	and	do	three,	one	after	the	other,	
eh…	where	as	if	you	are	doing	it	everyday	–	it	does,	practice	makes	perfect.	That’s	the	whole	
thing.	But	I	have	enjoyed	that.		
R:	Well,	is	there	anything	else	you	would	like	to	ask	or	add?	
P01:	Ehh…	well	I	suppose	there	is	maybe	what	more	I	could	do	with	the	iPad.	Right	enough,	
I	Google,	and	I	Skype,	and	I	have	got	photos	on	it.	Email!	Sometimes	the	email	doesn’t	work	
for	me,	I	have	pressed	the	wrong	thing.	But	I	get	emails	from	****’s	neighbour	from	
Australia	and	I	reply	to	her.		
R:	Yeah,	well	that’s	what	I	am	saying	–	
P01:	-Its	just	practice,	that’s	the	whole	thing.	And	I	did,	I	was	changing	my	supplier,	eh	okay	
****	to	check	it	cause	I	finished	up	thinking	I	had	did	something	wrong.	I	had	been	doing	
everything	correct,	more	or	less,	I	just	followed	the	questions	and	what	they	asked.	I	filled	
them	all	in,	and	I	felt	quite	pleased	with	myself.		
R:	That’s	good.		
P01:	So	,	and	its	worked	cause	it	all	comes	off	direct	debit	and	all	the	rest	of	it.	I	didn’t	do	
anything	wrong.	So	I	am	always	learning!...	always	Learning..	no	I	have	enjoyed	that.		



Final	Study	-	Participant	02		
	
R:	So,	you	managed	to	recall	all	passwords	in	one	attempt.	Do	you	always	find	it	easy	to	
recall	passwords?	
P02:	Yes	
R:	Is	that	usually	cause	you	stick	to	the	same	one?	
P02:	Same	one	yep.		
R:	Same	one,	for	everything?	
P02:	Almost	uh	huh.		
R:	Almost,	so	it	doesn’t	matter	it’s	the	same	all	the	time.	In	terms	of	your	internet	usage,	is	
it	limited?	
P02:	Yes.	
R:	Why	would	you	say	its	limited?	Is	it	because	you	just	don’t	have	access	or	because	–		
P02:	No	just	laziness.		
R:	Laziness?	
P02:	I	would	call	it	–	well	I	don’t	have	one	now	cause	my	computer	is	up	the	stair	and	
dismantled	it	all,	so	I	don’t	bother	using	it.		
R:	Do	you	have	any	interest	in	using	the	internet?	
P02:	No,	not	at	all,	I’d	rather	read	a	book.		
R:	Is	there	any	reason	why	you	wouldn’t	go	on	the	internet?	
P02:	No…	I	don’t	need	anything	know	what	I	mean,	it	doesn’t	bother	me.		
R:	Just	doesn’t	bother	me…	right	okay	I	am	trying	to	think	if	I	have	more	questions.	So	as	we	
said,	you	remembered	all	the	passwords,	but	that’s	because	it’s	the	password	you	use	all	
the	time.		
P02:	Uh	huh.		
R:	Quite	confident	in	that	password	that	you	use?	
P02:	Uh	huh.		
R:	Okay,	I	think	that’s	it,	literally	it	-	



Final	Study	–	Participant	03	
	
R:	So	you	were	able	to	recall	all	three	passwords	and	from	what	I	can	see	from	the	
passwords,	you	have	a	sort	of	structure	to	your	passwords.	
P03:	Yep	
R:	Can	I	ask	where	you	got	that	from?	
P03:	I	got	it	from	names	that	I	can	remember	quite	easily	and	numbers	I	used	quite	often,	
cause	I	was	in	the	Army.	So	I	use	Army	numbers.	
R:	And	I	see	as	well	that	there	seems	to	be	a	similar	technique	of	either	letter,	then	a	
symbol,	then	the	numbers,	or	the	numbers,	then	the	same	symbol,	and	then	the	letters.	Do	
you	see	what	I	am	saying?	There	is	a	pattern	to	it?	So,	I’m	guessing	you	have	a	catalogue	in	
your	head	of	different	things	and	you	combine	them	depending	on	–		
P03:	Depending	on	what	it	is,	there	are	other	passwords	I	use	if	I	am	on	a	site	that	I	have	
never	been	on	before.	These	were	common	sites	–	If	I	have	never	been	on	a	site	before	I	will	
call	another	different	password,	and	its	only	for	a	one	off.	If	I	keep	using	that	site,	and	I	trust	
it,	then	I	will	revert	to	this	scheme.	
R:	Oh	that’s	interesting.	May	I	ask	what	the	style	of	the	other	password	is	that	you	use	for	
the	unsure	site?	
P03:	I’d	normally	use	names,	and	words	–	words	that	are	associated	to	the	army.		
R:	So	it’s	a	similar	thing	again.	Do	you	feel	in	anyway	that	one	you	use	is	more	secure	or	less	
secure	from	a	trusted	site?	
P03:	Well,	I	am	not	really	worried	about	that,	you	know,	I	don’t	use	banks	or	any	sites	I	think	
they	might	hack.	So	its	maybe	just	a	one	off,	and	if	I	trust	the	site	then	I’ll	use	a	different	
password,	which	I’ll	keep	and	remember	to	use.		
R:	So	you	don’t	ever	write	down	any	of	your	passwords?	
P03:	I	do.	
R:	You	do…	and	where	do	you	write	them	down?	
P03:	I	have	a	book	that	I	keep	of	different	passwords	because	if	you	go	onto	Confused.com,	
or	any	of	these	other	sites,	I’ve	got	different	passwords	I	use	for	them,	but	once	I	am	in,	I’ll	
revert	to	the	standard	password	that	I	use.	So	I	keep	them	in	a	book,	which	I	keep	secure.	
R:	Okay,	I	think	that’s	probably	it	unless	you	have	anything	you	want	to	add	or	ask?	
P03:	No	no,	I	am	quite	happy	with	the	way	I’m	doing	things	as	far	as	passwords	are	
concerned.		
R:	Its	not	a	worry	for	yourself?	
P03:	Its	not	a	worry,	eh	but	one	of	those	questions	in	that	paper	work	says,	“Am	I	
responsible”	…	well	I	am	not.	The	companies	that	use,	their	also	responsible	for	keeping	
stuff	secure,	but	one	of	the	things	I	have	to	mind	is	BT	MacAfee,	which	is	one	of	the	highest	
ones.	I	am	quite	happy	with	that.		
R:	That’s	great.	So	I’ll	just	end	that	then.		



Final	Study	–	Participant	04	
	
R:	Ok,	so	when	you	were	recalling	the	passwords	there	you	got	all	three	correct,	do	you	feel	
the	method	worked	for	yourself	then?	
P04:	Yes	
R:	What	was	it	that	you	did	to	make	the	sentences	memorable?	
P04:	Just	related	to	a	historic	incident	that	I	know.	
R:	Did	you	at	any	point	write	it	down?	
P04:	No.	
R:	So	you	were	able	to	recall	it	all	without	writing	it	down.		
P04:	Yeah.		
R:	In	terms	of	the	guide,	did	you	learn	anything	else?	Passwords-	
P04:	Learned	a	new	technique	to	make	passwords	up,	which	I	am	now	using.		
R:	Did	it	indicate	any	other	methods	or	that	in	order	to	keep	track	of	things	or	anything	like	
that?	
P04:	Well,	its	obvious	you	can	add	to	that,	you	can	do	the	first	letter	of	each	word,	the	last	
letter	of	each	word,	the	first	three.	So	its	actually	quite	a	good	techniques	as	long	as	you	
have	got	a	memorable	phrase.		
R:	Eh…	I	think	that’s	about	it	unless	you	have	any	questions	or?	
P04:	I	think	it	was	very	useful	and	its	something	I	have	started	using	and	will	use.		
R:	Okay,	well	I	will	just	end	that	there	then.		



Final	Study	–	Participant	05	
	
R:	Ok,	so	we	just	did	the	recall	and	you	got	the	first	password	right,	the	second	one	you	
forgot,	and	the	third	one	you	got	in	one	go	again.	And	so	what	had	happened	was	you	used	
the	same	password	twice.		
P05:	I	couldn’t	remember	that.	I	couldn’t	remember.		
R:	Why	did	you	only	use	the	technique	the	first	time	and	the	last	time?	
P05:	I	don’t	know.		
R:	Was	it	anything	to	do	with,	like,	levels	of	security?	Because	the	first	one	was	just	social	
media	account.	The	second	was	for	buying	online	and	the	third	was-	
P05:	The	banking	thing.	
R:	Yeah		
P05:	Yeah	I	probably	thought,	yeah.	And	that’s	what	I	do	anyway,	I	don’t	do	banking	or	
anything	like	that	but	I	buy	things	online	right	enough.	Well	the	only	thing	you	need	to	
watch	there	is	credit	card	verification	Id.	
R:	Okay	so..	how	did	you	remember	the	passwords?	
P05:	I	wrote	them	down.	
R:	Right,	and	where	did	you	write	them	down?	
P05:	On	the	back	of	a	magazine.	I	do	normally	have	a	book	that	I	write	them	in.	A	wee	note	
book.		
R:	Was	there	anything,	from	that,	you	would	pick	up?	
P05:	Yeah,	uhuh.	The	way	it	was	like	a	well-used	phrase	or	whatever,	something	
memorable.	I	thought	yep,	and	then	you	take	the	first	letter	or	couple	of	letter,	you	know.	
Put	a	number	in.	I	mean	I	know	to	do,	to	mix	upper	and	lower	cases	and	–	I	always	thought	
putting	symbols	in	that	was	something	else.		
R:	Well	the	best	thing	is	normally	to	do	with	length,	and	the	more	random	it	looks	so	if	you	
are	just	using	letters	and	you	throw	in	a	symbol	in	there,	it	basically	increases	the	entropy.	
P05:	Makes	it	more	difficult	to	guess,	that’s	how	most	–	well	that’s	normally	to	defend	
against	Brute	Force	attacks	and	stuff	like	that.	You	did	interact	with	the	guide	did	you	–	like	
the	frequently	asked	questions?	
P05:	Nope.	
R:	You	just	went	ahead	with	the	task?	
P05:	Just	read	it	and	did	it.		
R:	Do	you	have	any	questions	or	anything	you	would	like	to	add?	
P05:	No	I	don’t	think	so	I	mean…	I	mean	I	understand	its…	you	should	try	and	make	it	as	
difficult	as	possible,	but	I	dunno	its	just…	its	time	isn’t	it.	You	know	anything	for	ease	for	
whatever,	access,	for	you	personally.	But	I	can	see	that	that	leaves	you	open	to	abuse.	You	
know	its	funny	actually	just	speaking	to	a	lot	of	people	there	seems	to	be	a	lot	of	that	thing.	
You	know	just	speaking	to	people	in	the	work	saying	that	they	got	hacked.	Its	obviously,	its	
on	the	–	well	I	don’t	know	–	seems	to	be	on	the	rise	but	that	could	be	anecdotal.	Is	it?	
R:	What?	
P05:	On	the	rise,	this	hacking	sort	of	thing.	
R:	I	think	it	has	to	do	more	with	the	fact	that	breaches	appear	to	be	occurring	more	often	as	
its	announced	more	often	as	it’s	a	big	issue	and	also	you	need	to	tell	your	users.	Yeah,	
there’s	always	been	-		



P05:	I	suppose	–	it	strikes	me	–	its	like	you	move	forward	with	the	technology	and	the	
hackers	are	at	the	same,	aren’t	they?	Its	all	the	same,	all	the	same	process	isn’t	it	–	
Someone’s	at	the	Darkside.		
R:	Right,	I’ll	just	call	it	there.		
	
	



Final	Study	–	Participant	06	
	
R:	Ok,	so	you	were	able	to	recall	all	three	passwords	and	that	was	done	in	one	attempt.	So,	I	
will	first	ask,	how	do	you	create	your	passwords?	
P06:	So	obviously		try	and	use	memorable	things,	such	as	things	that	are	more	personal	to	
me	that	are	quite	easy	if	I	put	in	a	bit	of	a	hobby.		
R:	Hobby	related	in	that	–	
P06:	Music	related,	where	I	always	start	off	with	quite	simple,	so	I	pick	a	genre	of	music.	
Then	you	think	some	daft	way	it	relates	to	something.	So	I	think,	if	I	sat	down	to	play	that,	
what	would	I	play	it	on.	If	I	was	playing	jazz	I’d	play	33,	so	it	would	be	Gibson,	and	then	
something	simple	or	the	count	in	1234.	So	that’s	why	I	relate	that.	
R:	So	is	that	how	you	would	usually	create	a	password?	Would	you	try	that	or?	
P06:	I’d	try	and…	something	like	that	and	make	them	three	separate	issues	relating	to	how	
they	would	connect.		
R:	That’s	interesting,	and	so	just	out	of	interest	see	the	last	one,	why	was	that	slightly	more	
difficult	for	you	to	remember?	
P06:	Because	I	was	being	lazy	when	I	made	it	up,	I	was	like	[Huff]	ok	let’s	get	another	one	
done.	So	its	not	done	in	the	same	format.	I	picked	a	person,	which	was	a	name	for	Clapton	
and	the	last	part	is	something	I	have	used	in	a	password	before	–	
R:	Default	–	
P06:	Not	quite	a	default,	I	have	just	used	it	quite	a	lot	as	it	is	used	by	the	family	for	an	old	
email	account	that	we	used	to	have.	So	that	was	part	of	it	and	I	have	used	it	again	since,	but	
reverted.	So	instead	of	being	DIGIT	DIGIT	DIGIT	it	would	be	DIGIT	DIGIT	DIGIT.	Any	years	ago	
it	was	something	else.	It	wasn’t	***	it	was	some,	I	cant	remember	what	it	was	but	you	
know.		
R:	Right…	so	you	–	you	were	mentioning	before	we	started	recording,	but	you	feel	–	did	you	
say	something	about	how	it	was	easier	to	remember	because	you	tried	to	put	a	little	bit	
more	effort	into	remembering	it.	
P06:	Well	I	knew	this	was	coming	around.	And	theres	things	like	–	something	of	the	last	wee	
while,	something	was	wrong	with	my	email	and	I	had	to	reset	the	password.	Now	because	it	
seemed	at	the	time	I’ll	reuse	that,	normally	you’d	sign	into	an	email	account	on	a	computer	
at	home	and	no	signing	out	again.	As	why?	I	dunno,	but	logging	into	that	or	your	phone	on	a	
regular	basis	–	to	remember	I	as	easily	t	or	to	not	bother	remembering	it	–	cause	I	knew	I	
was	doing	this	I	can	say	I	didn’t	consciously	try	and	go	over	it	each	day.	But	as	I	was	going	
this	I	remember	the	format	that	I	used.	
R:	Is	there	anything	else	you’d	like	to	add?	
P06:	How	I	remembered	the	second	one	is	again	picked	a	genre,	picked	the	way..	or	the	
guitar	I	would	use	if	I	was	to	play	it.	I	might	well	use	****	but	cause	I	used	that	before	I	
picked	another	guitar	and	the	like	***	is	a	time	signature	for	the	***.		
R:	So,	just	a	quick	question,	does	that	mean	when	you	do	create	a	new	account	you	do,	or	
sign	up	for	something.	You	use	that	technique,	but	you	would	never	reuse	or	would	you	
reuse	passwords?		
P06:	I	have	reused	passwords	and	I	have	got	a	few	accounts	that	use	the	same	password.	
For	maybe,	say,	five	different	things.	Quite	simply	so,	my	wife	and	I	both	know	what	there	
on	and	the	password.		
R:	So	we	will	finish	up	with	anything	you	would	like	to	add	or	ask?	



P06:	Eh…	would	you…	say	that’s	important	to	use	capitals	amongst	passwords,	cause	I	
would	find	it	slightly	irritating	to	have	to	be	bothered	to	do	it.		
R:	Yeah	I	mean	its	not	entirely	necessary	that	you	do	that	sort	of	thing.	So	the	number	one	
thing	about	a	secure	password	is,	the	one	thing	you	can	do	to	make	it	more	secure	than	
anything	else	is	to	make	it	longer.	So	a	password	that’s	quite	short	but	contains	different	
characters,	upper,	lower	case	–	will	get	beaten	out	by	a	password	that	is	longer.	Double	the	
size,	triple	the	size	–	you	know	what	I	mean?	
P06:	Beaten	out	–		
R:	Stronger		
P06:	Than	a	shorter	one?	
R:	Yes.	Its	more	about	length	in	terms	of	passwords.		
So	longer	ones	are	better?	
R:	Yes.	So	what	you	created	is	quite	long.		
P06:	Is	it?	
R:	Aye.	So	you	are	doing	quite	a	strong	password.	You	have	numbers	an	letters	so	that’s	
fine.	Pretty	strong.	I	mean	the	only	real	problem	is	that	you	have	English	words	in	there.	The	
more	random	it	looks	the	better.		
P06:	Yeah.		
R:	Like	see	there	are	ones	with	pure	full	words	–	the	problem	with	that	is	if	someone	uses	a	
dictionary	attack.	Using	full	words	attacking	that	then	they	will	hit	that.	Also	obviously	
number	combinations	like	123,	which	is	quite	common	so	they	will	hit	that.	Patterns	so	that	
would	get	caught	out	as	well.	So	the	first	one	is	unique…	maybe	the	***	is	quite	common,	
but	that	sort	of	idea.	Again	its	more	about	length,	and	what	sort	of	attack	they	use.	But	
generally	quite	safe	passwords	you	are	using.	So	end	it	there?	
P06:	Yeah	if	you	are	happy	with	that.	



Final	Study	–	Participant	07	
	
R:	Ok,	so	let	me	just	check	again,	but	you	recalled	all	of	the	passwords.	Yup.	But	–		
P07:	One	of	them	took	two		
R:	Yeah,	took	two	attempts.	So	I	can	see	from	the	first	one,	you	didn’t	use	the	technique	is	
that	correct?	
P07:	That’s	right	I	didn’t	even	look	at	the	instructions	that	were	up	the	left	hand	side	of	the	
page.		
R:	Ok,	so	where	did	that	password	come	from?	Is	that	an	old	password?	
P07:	Its	relatively	new	password	–		
R:	That	you	created	–	
P07:	That	I	had	created	for	something	else,	I	thought	I’ll	use	that	cause	it	was	in	my	mind.		
Is	that	what	you	would	normally	do?	Would	you	reuse	a	password?	
I	am	guilty	of	using	the	same	password	for	quite	a	few	accounts.	And	its	only,	only	
anecdotally	you	hear	of	people	getting	their	accounts	hacked	and	you	think	oh	must	change	
must	change.	Or	if	sometimes	you	go	into	sites	and	they	say	that’s	a	strong	or	a	weak	
password.	When	its	giving	you	an	indication	then	you	will	try	to	deliberately	make	
something	a	little	harder.	But	the	same	problem	arises	that	then	I’ve	got	to	then	write	that	
down.	Now	theres	no	many	times	where	I	have	been	cause	you’re	interchanging	between	
your’re	phone,	tablet	and	laptop,	the	phone	doesn’t	hold	the	passwords.		Or	my	phone	
doesn’t,	isn’t	holding	passwords.	So	then	I’ve	got	to	go	to	this	wee	book	we’ve	got	with	a	
number	of	passwords.	But	you’ll	find	that	the	passwords	by	and	larger	are	mostly	the	same	
with	some	variations.	
R:	Uhuh	and	so	you	used	the	technique	the	second	time.	Was	there	any	particular	reason	
that	you	used?	
P07:	Cause	I	noticed	it	and	you	alluded	to	something	before	you	put	me	into	the	second	
task.	That	there	was	some	sort	of	guidelines	and	so	I	looked	at	the	left	and	that’s	when	I	
came	up	with	something	I	have	used	before.	The	***	thing	is	one	that	I	use.	
R:	The	second	and	the	third	ones	were	also	related	more	to	banking	and	financial	
information.		
That’s	right.	
R:	So	you	didn’t	use	the	technique	exactly	but	you	did	use	part	of	it	for	the	first	half	and	
then…	so	it	was	a	favourite	book?	
P07:	Aye.	That’s	right.	I	have	a	tendency	sometimes	to	use	the	numbers,	or	if	I	have	used	
numbers	I	wont	use	capital	letters	at	the	beginning.		I	don’t	know	how	that	works	cause	see	
the	three	ones	I	remember	in	use	at	the	bank,	none	of	them	have	numbers	in	them.		
R:	Well	its	more	about	how	long	a	password	is	over	anything	else.		
P07:	Right.		
R:	So	the	longer	the	password	is	the	better.		
P07:	Right	so	its	more	about	length	rather	than	just	content	of.	
R:	Content	obviously	helps	but	if	–	for	every	character	you	add	onto	it	you	increase	it	by	a	
power	of	–		
Really	aye?	
R:	Yeah,	but	depends	what	sort	of	mode	of	attack	as	well.		
P07:	Right.		



R:	So	you	just,	it	was	the	second	time	that	you	were	told	it	was	financial	information	that	
you	saw	there	was	instructions.	Was	it	for	any	reason	or	was	it	the	task	that	you	didn’t	look	
at	the	information	at	the	bottom	or	did	you	not	even	notice	that	was	there?	
P07:	Didn’t	even	notice	there	was	something	at	the	bottom.	Only	saw	the	thing	about	
letters	and	numbers	and	I	remember	the	thing	about	China.	Something	about	China.	When	I	
do	these	test	I	have	a	tendency	to	get	through	them	as	quickly	as	possible	and	forget	
instructions	as	***	will	tell	you.		
R:	Its	just	more	of	a	–	you	are	looking	to	get	access	to	whatever	is	behind	the	sign-	
Absolutely.		
R:	Yes	okay.	But,	so	did	you	write	any	of	these	passwords	down?	
P07:	Nope,	none.		
R:	None.	
P07:	In	my	head.	Simply	because	the	book	one	is	the	book	one	is	something	I	would	use	
anyway.	The	***	one	which	the	one	I	think	I	struggled	on	to	give	you	could	have	possibly	
had	4	numbers	in	it.	It	had	four	numbers	but	I	would	usually	use	just	2	numbers.	So	I	
stumbled	over	that	one	because	it’s	a	relatively	new	one.		
R:	So	is	there	anything	you	would	take	away	after	using	the	guide?	
P07:	I	think,	just	from	what	you	were	saying	there,	if	it’s	the	content	–	I	am	aware	that	we	
have	this	book	with	what	would	basically	be	the	same	passwords,	especially	for	the	bank	
and	other	accounts,	I	use	the	same	password.	So	if	you	get	into	one,	then	you	are	into	them	
all.	And	I	have	been	aware	for	quite	a	wee	while	cause	there’s	been	things	on	the	tv	and	
that	about	getting	passwords.		Then	there	is	sites	where	they	give	you	the	reminder	this	is	
weak,	that	tends	to	make	you	a	wee	bit	more	–	push	you	towards	another	password.		
R:	Would	you	intend	to	make	new	passwords	through	that	technique,	would	you	use	that	or	
use	another	method?	
P07:	Well,	just	on	what	you	have	said	there,	cause	I	have	been	looking	at	our	stuff.	As	I	said	
they	are	the	same	and	they	should	be	changed.	No	what	I	have	read	in	any	of	the	
instructions.	Just	on	the	content,	I	would	certainly	be	changing	the	bank	ones.		
R:	Do	you	have	anything	else	you	want	to	ask	or	state?	
P07:	No,	just	that	its	useful	listening	to	this	and	the	fact	that	when	you	are	in	on	the	laptop	
that	probably	works	the	same	with	me	in	that	if	I	go	into	a	site	I	ignore	the	instructions.	I	
don’t	know	how	many	times	they	say	you’ve	no	filled	something	in	cause	I	have	no	been	
paying	attention.	You	know	what	I	mean?	Like	this	is	obligatory	and	you	pass	over	it.	Eh	so	if	
theres	anything	from	this	it	should	be	reading	the	instructions.		
R:	Cool,	call	it	a	day	there.		
P07:	Call	it	a	day	there.		
	



Final	Study	–	Participant	08	
	
R:	So	you	recalled	all	three	passwords,	but	you	took	two	attempts	on	the	first	two	and	one	
attempt	on	the	last	one.	How	did	you	remember	the	passwords?	
P08:	How	did	I	remember	them...	because	its	to	do	with	my	Birthday.	
R:	Do	with	your	Birthday?	
P08:	Aye,	the	year	and	the	month.		
R:	Did	you	write	them	down	at	all?	
P08:	I	did	purely	for	this	but	I	don’t	normally	do	that.	I	do	it	the	first	time	I	set	a	password	
because	we	have	a	book,	that	we	keep	in	there,	the	room.	You	know,	if	we	are	doing	
anything,	buying	things	online	or…	I	put	it	in	there	usually.	But	I	don’t	carry	it	about	with	
me.		
R:	So	you	keep	it	in	a	book	in	the	house?	
P08:	Yeah.		
R:	So	you	were	saying	you	don’t	normally	write	them	down	if	you	remember	them?	
P08:	First	off	aye.		
R:	When	you	set	them	up	
P08:	Aye	I’ll	write	them	in.	Sorry,	yeah	we	usually	put	them	in	with	the	book.		
R:	Is	it	usually	–	so	how	is	it	you	just	create	the	–	I	see	that	you	have	got	a	word	and	
something	you	said	that	its	your	Birthday	date.		
P08:	I	usually,	because	I	know	you	need	to	have	numbers,	I	usually	have	a	capital	letter	at	
the	start	and	a	number.		
R:	So	its	usually	a	pronoun	at	the	start?	
Aye.		
R:	Ehh	questions.	So	do	you	find	it	difficult	to	create	passwords	at	all?	
P08:	No	difficult,	I	mean	if	I	think	about	it.	I	know	the	things	that	you	should	put	in	it.	To	
make	it	difficult	for	people	to	eh	find	it	if	you	like.	Whether	I	am	very	good	at	it	is	a	different	
thing.	[Chuckles]	
R:	So	do	you,	so	its	more	about	remembering	the	passwords?	
P08:	Yeah,	aye,	probably	I’ve	–	because	if	you	are	using	a	different	password	every	time	–		
R:	And	do	you	usually	do	that,	use	a	different	password,	or	are	they	all	–	well	I	have	seen	
from	the	–	that	you	sort	of	reuse	things	
P08:	Yeah	I	have	done	that	yeah.	And	I	suppose	that	that’s	not	very	good	either.	Shouldn’t	
really	do	that.	But	again,	it’s	the	memory	thing.		
R:	Is	there	anything,	in	particular	that	worries	you	about	accounts,	passwords,	in	security?	
P08:	Eh…	I	don’t	think	it	worries	me.	It	irritates	me	more	I	suppose	than	anything	is	the	fact	
that	if	its	too	involved	then	I	don’t	remember	it.	But	especially	if	you	are	no	using	the	
account	very	often.	Different	if	you	are	using	something	all	the	time.	You	know	like,	eh	try	
to	think	what	I	use	all	the	time	but,	you	know	bank.	You	know	they	kind	of	things	where	you	
use	them	all	the	time.	Like	pin	numbers	n	things	like	that,	but	if	you	are	only	using	a	site	
once	in	a	blue	moon,	then	you	forget.		
R:	Okay,	so	before	I	finish	is	there	anything	add	ask	or…?	
P08:	Eh…	I	just,	it	would	be	a	nice	thing	to,	you	know,	use	a	password	that	you	could	have	all	
the	time,	and	would	be	safe.	I	don’t	suppose	that	would	be	a	very	practical	thing.		
R:	Having	one	password?	
P08:	Something	like	that	aye	
R:	For	every	account	–	



P08:	Aye	but	that	wouldn’t	be,	I	know	that	wouldn’t	be	very	practical.	Eh	safe.	
R:	But	it	would	be	easier?	
P08:	It	would	probably	be	a	lot	easier	for	myself	aye,	me	as	an	individual.		
R:	Right	well	I’ll	end	that	there,	thank	you.		



Final	Study	–	Participant	09	
	
R:	Ok	so	you	were	able	to	recall	all	the	passwords	in	one	go	each,	cause	you	used	the	same	
password.	You	didn’t	use	the	technique	that	was	there	to	the	left	or	did	you	notice	that	
there	was	a	technique?	
P09:	I	knew	there	was	something	but	I	didn’t	really	pay	much	attention.		
R:	Didn’t	pay	any	attention	to	it,	so	you	just	went	straight	through..	is	that	something	you	
would	normally	do?	
P09:		Probably	yeah	[Chuckles]	unless	I	get	stuck.		
R:	Automatic	–	okay	and	so	this	password	you	used,	do	you	use	the	same	password	all	the	
time?	
P09:	No	I’ve	got	a	couple	different	passwords,	I’ve	got	a	couple	different	email	account	and	
plus	the	other	funny	account.	I	said	to	you	before,	like	Tesco,	which	is	probably	an	old	
password	you	know.	Which	is	relevant	to	it	anything	I	have	logged	onto.	I	would	like	to	use	
the	same	password	all	of	the	time	–		
R:	Yeah	you	would	like	to	do	that.		
P09:	I	feel	like	I	am	getting	hassled	to	make	a	new	one.		I	have	changed	a	couple	of	things,	
tried	to	advance	it	to	make	it	better.		
R:	How	do	you	remember	these	passwords?	Do	you	have	them	written	down	at	all	or	is	it	
just?	
P09:	No,	well	I	set	up	a	password	for	my	router	coming	into	the	house	and	I	wrote	that	
down.	But	that’s	partly	for	me	and	partly	if	someone	comes	into	the	house	and	needs	
online.	But	my	own	personal	ones	I	remember	them,	they	have	got	like	a	specific	
combination	of	letters	and	number.	And	the	letters	are	song	title	and	the	numbers	are	the	
numbers	on	a	digital	padlock	that	I	used	to	use	for	ages.	So	its	kind	of	a	random	type	
number,	and	its	nothing	personal	to	me.		
R:	I	remember	when	you	were	doing	it	last	week	you	mentioned	how	responsible	you	feel	
you	are	for	your	own	account	information.		And	you	were	saying	for	some	degree	you	
believe	that’s	true	but	not	fully	on	your	part.	
P09:	Mmhm	
R:	Would	you	like	to	elaborate	on	that	further	to	get	a	sense	of	–	do	you	mean	that	you	
understand	you	play	a	role	in	the	system	but	–		
P09:	Aye,	I	think	I	probably	need	more	guidance	I	think	about	what	you	should	actually	be	
doing.	You	know,	well,	I	know	when	I	first	used	computers	was	at	work	and	there	was	
generally	someone	to	offer	advice,	You	would	say	I	am	doing	this,	and	ask	what	do	I	do?	
Obviously	now,	I	am	retired	and	things	now,	there’s,	you	know,	no	one	like	that.		
R:	Telling	you	–		
P09:	Aye,	my	grandson	is	now	15	and	he	is	getting	to	the	stage	where	he	can	offer	advice.	I	
can	ask	him	things	you	know.			But	to	him	you	know	its	uck	that	easy	you	know.		
R:	Its	easy	–		
P09:	Aye	you	just	do	that	and	that,	but	what	did	you	do?	[Chuckles]	
R:	Yeah	too	fast.	So	is	there	anything	you	would	take	from	the	tool?	I	mean	you	didn’t	
interact	with	any	of	the	information.		
P09:	I	didn’t	really	no.		
R:	So	I	don’t	think	there	will	be	much	that	would	change	then.	But	what	you	were	saying	
was	you	have	a	few	ones	that	you	iterate	through	and	you	chose	that	one.		



P09:	That	one	I	was	using	for	you,	is	not	one	that	I	use	for	myself.	That’s	eh,	in	fact	that’s	my	
grandson,	he	calls	himself	***	on	his	computer.	That’s	his	birthday.		
R:	So	you	were	able	to	make	that	up	on	the	spot.	And	remember	it	–	
P09:	I	remember	it	because	association	with	him.		
R:	Is	there	anything	else	you	would	like	to	add	ask	or?	
P09:	No	I	don’t	think	so.		
R:	Okay	I	will	call	it	an	end	there.	
	



Final	Study	–	Participant	10		
	
R:	You	got	all	the	passwords	correct	first	time	after	a	bit	of	confusion	over	what	we	were	
recalling,	so	you	have	used	the	same	password	each	time.	Is	that	something	you	would	do	
regularly	is	it?	
P10:	Yes	
R:	And	How	did	you	come	up	with	this	password?	
P10:	Well	its	my	son’s	name,	and	my	year	of	birth.		
R:	So	is	that	used	regularly,	how	regularly?	
P10:	Very	
R:	Very	Regularly.	
P10:	Because	if	I	change	them…	I	forget.	I	try	not	to	write	them	down	cause	they	say	not	to	
write	them	down	so	I	tend	to	stick	to	the	same	one	all	the	time.	I	know	its	probably	no	the	
safest	thing.		
R:	That’s	fair,	and	so	you	are	saying	you	don’t	write	them	down?	How	many,	as	a	quick	
estimate,	would	you	say	you	have	got,	how	many	passwords?	Different	ones	I	mean.		
P10:	About	three.	But	they	are	all	just	a	combination.	So	there’s	one	I	put	***	date	of	births	
or	I	put	***.	Or	I	put	a	capital	***	
R:	So	its	just	a	little	variation.	
P10:	Uhhuh	I	just	tend	to	stick	to	them		
R:	Is	there	anything	I	would	like	to	say	or	ask	in	terms	of	this?	
P10:	Just	what	do	you	think?	Is	that	dangerous	to	use	the	same	one?	
R:	Well.		Its	not	the	best	to	keep	the	same	password	for	everything.	So	if	one	of	them	is	
found	out,	they	can	get	access	to	as	many	accounts	as	you	have.		
P10:	Oh	no.		
R:	Its	best	to	at	least	try	and	have	different	passwords	for	each	account.		
P10:	What	do	–	how	do	you	remember	them?	
R:	So	you	can	write	them	down.		
P10:	Can	write	them	down	okay.		
R:	So	there’s	different	techniques	to	write	them	down.	So	there…	you	didn’t	get	the	tool	so	
you	didn’t	see	this	information,	but	what	you	can	do	is	you	write	it	down	in	a	book	and	you	
keep	it	separate	–		
P10:	From	the	device	–	
R:	And	the	account	information.	So	that’s	separate	and	you	disguise	it	in	some	way.	So	that	
can	be	one	option.	Another	is	to	leave	out	information	that	you	will	remember,	the	digits,	
and	you	write	the	rest	down.	Its	just	different	techniques	for	that	sort	of	thing.	Or	the	more	
secure	and	usable	way	of	doing	that	is	to	use	a	password	manager,	which	is	that	thing	you	
hadn’t	heard	of.		
P10:	No	
R:	So	basically	what	a	password	manager	does	is	that	it’s	a	little	program	that	you	store	on	
your	device.	And	you	get	it	to	save	your	passwords	every	time	you	create	them.		
P10:	And	no	one	can	get	–		
R:	Nobody	can	get	access	to	them	depending	on	which	one	you	use.	Some	of	them	create	
the	password	for	you	–		
P10:	Oh	right	okay	–	
R:	And	then	store	it	so	all	you	have	to	do	is	remember	the	password	for	that	thing.	So	its	just	
one	password	for	that		



P10:	To	get	into	it.		
R:	Aye,	so	its	secure	in	that	if	anyone	were	to	get	access	to	that,	eh,	they	encrypt	the	
passwords.	So	the	passwords	don’t	look	like	passwords.	So	its	possible	to	look	into	
something	like	that.		
P10:	Well,	***	does	most	of	our	online	stuff.	I	don’t	have	online	banking	because	I	don’t	
trust	it.		
R:	Don’t	trust	it,	why	would	you	say	that	is?	
P10:	I	am	just	scared	that	people	would	be	able	to	get	access	to	it.		
R:	Really	just	your	bank	and	stuff	–	
P10:	Mhmm	–		
R:	So	do	you	use	any	form	of	social	media?	
P10:	No.	I’m	not	on	Facebook,	Twitter,	or	anything	like	that.	***	does.	I	feel	like	a	dinosaur	
sometimes	but	its	just…	
R:	Anyway	you	could	explain	why?	
P10:	I	am	quite	private	as	well	so	I	don’t	quite	see	the	point	of	having,	like	Facebook.		
R:	Just	broadcast	–		
P10:	Uhuh	I	cant	see	me	doing	it.	I	have	never	done	it.	***	will	occasionally	do	stuff,	put	
stuff	on	that	we	are	doing	together.	I	don’t	really	like	when	he	does	it.		I	would	rather	he	
didn’t.	I	say	theres	no	pictures.	Not	without	asking	me.	
R:	That’s	fair	–		
P10:	But	everybody	else	seems	to	be	so	keen	on	it.		
R:	I	think	that’s	just	because	its	–		
P10:	A	generation	thing?	
R:	Yeah	cause	that’s	just	what	–		
P10:	They	are	used	to.		
R:	Yeah,	that’s	the	way	that	kids,	millennials,	generation	whatever	it	is,	X,	Y.	That’s	just	how	
they	communicate	now.	Now	that’s	the	same	as	my	mum	and	her	attitudes	towards	social	
media.	She	can	see	the	benefits	of	it,	but	its	whether	it’s	for	you.	I	mean	I	try,	personally,	I	
try	and	I	take	quite	an	ironic	look	at	it.	So	I	am	quite,	cheeky	or	a	bit	silly	on	it	you	know?	
P10:	Yeah.	I	mean	I	have	got	friends	the	same	age	as	me	who	just	post	nice	things	–	funny	
things.	Maybe	nothing	much	about	them.	Not	for	me,	definitely	not.		
R:	Right,	anything	else	or	call	it	there?	
P10:	No,	I’m	Fine.		
	
	



Final	Study	–	Participant	11	
	
R:	Ok,	so…	you	were	able	to	recall	each	password	correctly,	first	time,	and	you	used	the	
same	password	each	one.	So	that’s	eh	is	that	a	common	thing	that	you	would	do?	You	
would	usually	use	the	same	password	or	have	you	got	–	
P11:	I	would	use	the	same	word	and	numbers	but	I’ll	vary	them.	So,	I’ll	vary	the	capital.	I’ll	
use,	maybe,	lower	case	and	the	rest	of	the	word	upper	case,	and	I’ll	vary	the	number.		
R:	So	that	means	you	have	that	standard	pass	phrase	that	you	manipulate	–		
P11:	Yeah	and	that’s	how	I’ll	remember.		
R:	So	your	saying	you	have	multiple	variations	for	the	same	password	for	different	
accounts?		
P11:	Yep.		
R:	And	so	because	you’ve	only	got	that	one	you’re	able	to	remember.	Do	you	ever	find	the	
case	where,	do	you	often	eh	rely	on	the	back	end	where	you	need	to	reset	passwords,	
because	you	have	not	been	able	to	quite	grasp	where	the	change	is?	
P11:	In	our	work	its	we	have	to	change	passwords	and	they’ll	prompt	you,	with	prompts,	
what	is	your	password?	And	change	it…	you	can	keep	the	variation	but	must	change	
something.	
R:	Oh	so	they	say	that	themselves?	
P11:	Yep.		
R:	So	they	say	you	can	keep	the	same	structure	but	a	little	variation?	
P11:	It	can	be	just	one	number	or	just	as	long	as	there	is	a	difference.		
R:	That’s	interesting.		
P11:	Be	it	a	lower	case.		
R:	Do	you	feel	in	terms	of	your	work	compared	to	your	home,	does	that	have	any	variation	
on	how	secure	or	how	much	effort	you	put	into	the	creation	of	passwords	you	feel?		
P11:	No	I	know	I	need	a,	well	I	know	at	home	I	need	a	stronger	password	than	at	work,	
because	I	know	I	am	reliant	on	our	work	security.	Its	really	just	about	what	I	can	remember	
to	get	in.		At	home	I’ll	try	and	keep	a	strong,	a	strong	password.		
R:	So	I	see	that	you	had	quite	a	similar	password	to	***,	do	you	two	share	passwords?	
P11:	Yep.		
R:	And	that’s	for	the	same	accounts	–		
P11:	Yeah.		
R:	And	you	try	and	keep	them	consistent	with	your	understanding	of	passwords?	
P11:	In	case	I’m	not	here	–	
R:	Aye	she	can	get	access	to	everything.	In	terms	of	anything	else,	do	you	say	that	you	are	
fully	responsible	for	accounts	do	you	care	to	elaborate	on	that	slightly	just	in	terms	of	why	
its	purely	down	to	you?		
P11:	Yeah,	well	I	think	its	up	to	me,	how	strong	I	put	a	password-		
R:	The	password	is	purely	down	to	you?	
P11:	Yeah,	companies	will	ask,	you’ve	git	to	have	so	many	capitals,	so	many	numbers	and	
that’s	them	setting	their	minimum	level	of	security.	Its	really	up	to	me	how	secure	I	think	I	
want	my	account	to	be.	
R:	Right,	right…	is	there	anything	else	you	would	like	to	ask	add	or?	
P11:	Eh,	Probably	Password	Managers	cause	its	something	I	don’t	use.		
R:	So,	Password	Manager	is,	I	was	explaining	this	to	***	as	well.	So	what	happened	is	its	
basically	just	like	a	program	that	keeps	all	your	passwords	together	and	also	can	suggest	



passwords	that	are	secure	so	it’ll	just	fit,	depending	on	what	system	you	use,	there	are	ones	
that	work	across	multiple	platforms	and	then	what	it	will	essentially	mean	is	instead	of	
having	to	remember	all	the	passwords,	you	would	just	need	to	remember	–	and	keep	quite	
a	secure	password	as	your	main	access	to	the	manager.	So	they	are	all	encrypted,	nobody	
can	get	access,	they	won’t	be	able	to	work	out	what	they	are.	
P11:	What	if	I	forget	that?	
R:	Yeah	that’s	the	thing.		
P11:	[Chuckles]	Forget	that	one	password.		
R:	That’s	the	thing.	You	know	its	either	that	or	–	it	will	be	the	same	as	system	where	there	
are	like	–	
P11:	They	can	prompt	you	–		
R:	Yeah,	that’s	essentially	you	have	all	your	passwords	in	the	one	place,	with	the	one	key	to	
that	–	
P11:	Will	look	into	that	then.	
R:	That’s	cool.	Right	I’ll	call	it	there	then?	
P11:	Okay,	happy	with	that?	
R:	Yeah	that’s	great.	Fabulous.		



Final	Study	–	Participant	12	
	
R:	So,	you	were	able	to		get	–	recall	all	three	passwords,	and	it	was	just	the	third	password	
that	you	had	one	wee	mistake	with	but	you	got	everything	else.	So,	you	usually,	it	seems	
like	you	made	a	unique	password	for	each.	Is	that	something	you	do	often?	
P12:	Yeah,	Yeah.		
R:	Make	a	unique	one?	
P12:	Yes.		
R:	What’d	your	technique	for	remembering	them	then?	
P12:	My	technique	is	family	middle	name.		
R:	Ah	
P12:	And	the	year	they	were	born.	
R:	Right	so	you	have	a	different	one	each	time?	
P12:	Yeah.		
R:	Quite	good,	so	you	don’t	have	any	difficulty	eh,	recalling	that?	Is	it	sometimes	there	
might	be	a	little	bit	of	difficulty	in	the	sense	that	you	don’t	quite	remember	where	you	put	
the	number	or-	
P12:	Yeah	
R:	Something	like	that	–		
P12:	Something	like	that.	Yes,	I	have	maybe	just	put	the	last	two	digits	of	when	they	were	
born,	instead	of	the	19	hundred	and	whatever.		
R:	But	you	have	a	common	pattern	where	its	middle	name	–	
P12:	Yes,	with	a	capital	–		
R:	And	then	a	date		
P12:	-	Yeah		
R:	Okay.	And	so	you	don’t	write	them	down	you	just	have	that	system	in	place?	
P12:	Yes.	
R:	Can	I	ask,	is	there	any	particular	reason	why	you	have	got	this	system	is	it	maybe	some	
sort	of	–		
P12:	Well	I	wanted	it	to	be	quite	strong	and	for	it	to	not	really	be	connected	to	me	much	in	
case	I	am	hacked.	And	if	I	use	a	member	of	the	family	I	think	it	would	be	rare	for	them	to	
actually	pick	up	on	that.	Especially	middle	names.	You	know	and	the	years.		
R:	Is	this	sort	of	a	culmination	of	just	your	experience	of	creating	accounts	and	passwords,	
and	I’m	assuming	in	the	work	do	you	have	some	sort	of	security	protocol	that	they	make	
you	do?	
P12:	Yes,	they	–	we	change	our	passwords	regularly	so	I	have	to	be	–	
R:	And	its	through	that	you	have	created	a	little	system	for	yourself	–		
P12:	That’s	correct	–	
R:		-that	you	can	create.	Trying	to	think	if	there	is	anything	else	really.	So	that’s	what	you	do	
really,	you	create	a	password	related	to	a	relative	with	a	middle	name	and	you	don’t	write	
them	down.	
P12:	No	
R:	You	are	usually	quite	close.	Eh	and	if	you	were	not	to	get	the	password	you	would	rely	on	
the	recreate	account	sort	of	thing?		
P12:	Yes.		
R:	Okay	do	you	have	any	questions	regarding	that	or	anything	you’d	like	to	ask	or	add?	



P12:	Not	really,	no.	I	think	I	think	my	passwords	are	quite	good	and	I	think	they	are	quite	
secure	cause	you	know	if	you	are	hacked	–	I	know	they	can	get	into	all	sorts	of	things	but	
when	your	using	something	a	way	back	to	***	there’s	less	chance	knowing	about	who	was	
related	to	me	in	that	era.		
R:	So	you	are	quite	secure	–	
P12:	I’m	quite	happy.		
R:	You	are	not	really	worried	about	it,	happy	with	the	system	you	use?	
P12:	Yes.	
R:	Okay,	I’ll	just	call	it	there.	
P12:	Okay.		


