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Abstract

User attitudes toward updates are increasingly important for usable security. Despite
considerable technical advancements, understanding these attitudes remains crucial.
This dissertation focuses on identifying the factors that shape user update decisions and
comprehending the favorability of automatic updates, specifically in the context of Tor
relays. This study holds significance as it aids developers in crafting automatic update
mechanisms that account for the specific considerations of Tor relay operators. To
achieve its research aim, this dissertation undertook a comprehensive literature review
followed by an empirical study. The latter involved administering questionnaires to Tor
relay operators. The research yielded several key findings. Existing literature confirmed
the diverse factors influencing user update decisions. In addition, the empirical study
unveiled specific factors unique to Tor relay operators, notably the need for control.
Furthermore, the study highlighted concern among relay operators, particularly with
security aspects, in relation to automatic updates. As such, this dissertation advocates
for the design of automatic update mechanisms that prioritize security, entail low
perceived costs, balance control, ensure effective communication, and maintain platform

consistency.
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Chapter 1

Introduction

1.1 Motivation

1.1.1 Tor and Relay Operators

This paragraph is taken verbatim from my IPP report: The Tor (The Onion Router)
network is a widely used anonymization tool that allows users to protect their online
identity and browsing activity from prying eyes. Tor works by routing internet traffic
through a series of relays before reaching its final destination [81]. This process makes it
difficult for an attacker to trace the user’s activity back to their actual IP address. In this
network, relay operators hold a critical role as they voluntarily operate the relays and take
sole responsibility for relay updates. Due to its sensitive nature, Tor relays are suggested
to be kept updated at all times. When certain relays continue to use outdated versions,
they may be vulnerable to serious security flaws that compromise user privacy and
anonymity. It is worth noting that Tor already implements measures to enhance network
security, such as implementing End-Of-Life (EOL) for certain relays. However, creating
the EOL within Tor involves thoughtful analysis of its potential effects on network
traffic. Additionally, determining when to phase out specific relay versions presents
its own set of challenges. Despite these efforts, little research has been conducted
to understand the underlying reasons for some relay operators’ reluctance to update.
If relay operators hold positive attitudes towards updates, the need for implementing
EOL for relays may be reduced [24]. Moreover, exploring the factors influencing relay
operators’ update decisions could reveal key attributes of automatic update mechanisms
that can improve the update rate within the network [23, 24, 51, 55, 83].

Motivated by these considerations, this research aims to delve into the attitudes of
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relay operators towards automatic update mechanisms in Tor. By gaining insights into
their perspectives, concerns, and preferences, this study seeks to propose suggestions

for future update designs in Tor.

1.1.2 Automatic Relay Update Framework

To contextualize and gain more specific insights into participants’ attitudes towards
automatic updates, this research particularly focuses on surveying the automatic relay
update framework developed by Rochet and Elahi [73]. They proposed FAN for Flexible
Anonymous Network, “a new software architecture for volunteer-based distributed
networks that shifts the dependence away from protocol tolerance without losing
the ability for the developers to ensure the continuous evolution of their software”
[73]. This new update design addresses the complex task of maintaining a distributed
network involving multiple actors, such as Tor. In the current update scenario within
Tor, network developers lack control, leading to heterogeneity in software versions
and the need for protocol tolerance and forward-compatible strategies. To address
these issues, FAN provides an architecture that is independent of OS distributions
and unattended relays within the Tor network. This design enables FAN to improve
anonymous communication in a more flexible way. It achieves this by facilitating
on-the-fly negotiation and deployment of protocol features.

In conclusion, the FAN design greatly improves the flexibility of relay updates
in the Tor network. It gives developers more control over the update process, which
strengthens security. However, to fully understand what makes automatic updates work
well and be accepted by relay operators, it is essential to analyze operator attitudes about
this design. It will shed light on the complex interactions between update technology

features and operators’ perceptions.

1.2 Objectives

The primary goal of this research is to enhance the understanding of relay operators’
attitudes concerning automatic updates. With a specific focus on Tor relay operators’
update practices, the study aims to reveal the factors influencing relay updates. Fur-
thermore, it seeks to uncover the considerations underlying their decisions to accept or
reject an automatic update framework.

Specifically, within the context of Tor, the objectives of this research are to:
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1. Identify established factors impacting user attitudes towards updates.
2. Explore Tor relay operators’ views and practices related to updating relays.

3. Examine how relay operators’ attitudes differ or change in the context of manual

and automatic updates.

4. Formulate recommendations on how automatic updates should be designed.

Objective 1 will be tackled in the Literature Review. Objectives 2 and 3 will be
fulfilled by collecting and analyzing empirical data. Finally, objective 4 will be derived

based on the findings from objectives 1, 2 and 3.

1.3 Results and Outcomes

In my study, I surveyed 54 Tor relay operators to understand their beliefs about updates
and explore if these can be categorized into actionable factors for designing better
update frameworks. I found that various factors, especially security concerns, influence
how relay operators view updates. Interestingly, automatic updates raised more security
concerns than the current Tor update method. Users shared similar worries as those
found in previous research studies [22, 50, 83, 87]. Additionally, some factors that are
significant in other contexts held less importance for Tor relay operators in this study.
For example, the factor “Update seems unnecessary because everything works fine”
[82, 83, 84] was of minimal concern to participants.

Furthermore, my research identified new influential factors that haven’t been ex-
plored before, particularly relevant to Tor relays. One such factor is the relay operators’
desire for control. Participants expressed the need for substantial control over the update
process, especially within an automatic update system. Going beyond technical aspects,
understanding user concerns and practices related to updates is crucial [24]. Through
this survey, my study addressed this gap in the existing literature within the specific

context of Tor.

1.4 Structure of Dissertation

The upcoming chapter delves into the existing body of literature concerning user at-

titudes towards updates. This exploration enables readers to trace the evolution of



Chapter 1. Introduction 4

research in this domain, spanning diverse contexts such as Windows, mobile applica-
tions, and IoT devices. Analyzing these prior studies will offer insights into the survey’s
development and emphasize the novelty of this research in the context of Tor.

Chapter 3 outlines the chosen research methodology, encompassing the selected
research strategy, data collection methods, and analytical techniques. The chapter also
addresses any limitations inherent in the chosen methodology, providing transparency
in the approach and its potential implications.

In the fourth chapter, the collected data and its corresponding analyses are presented
and compared. This section gives a full picture of the attitudes relay operators have. It
presents the data clearly to facilitate observations.

Chapter 5 engages in a comprehensive discussion based on the gathered data,
organizing the results into separate categories that offer diverse perspectives. These
categories cover crucial aspects such as security, cost, control, communication, and
platform inconsistency.

The final chapter, Chapter 6, serves as the conclusion of this dissertation. It presents
a brief overview of the research findings, discusses their significance, and suggests

possible directions for future research.



Chapter 2
Literature Review

The Literature Review will focus on examining the main issues surrounding three key
aspects: the significance of studying Tor network updates, the existing research on
user attitudes toward updates, and identify the significance of automatic updates. The
primary focus of this review will be on addressing Objective 1: Identify established
factors impacting user attitudes towards updates.

By exploring the above areas of literature, a significant contribution will be made to
this research. A key aspect of this exploration involves identifying the factors shaping
users’ update decisions. Additionally, this literature review aims to shed light on the
benefits users can derive from automatic updates.

At the end of this major section, the reader will be better informed in these areas.
This understanding will enable a clear focus and justification for conducting empirical
research in the field of relay operators’ attitudes toward automatic updates in the Tor
network. A sensible starting point is to investigate the security vulnerabilities within
the Tor network, thereby highlighting the crucial role of updates in mitigating these

vulnerabilities and ensuring network security.

2.1 Security Vulnerabilities and the Importance of Up-

dates in the Tor Network

The Tor network’s distinct architecture [18] has prompted extensive security research,
encompassing various aspects [40]. Notably, studies have demonstrated vulnerabilities
in the network, with attacks like traffic analysis and end-to-end correlation posing risks

to user anonymity [7, 8, 39, 56]. Furthermore, the Exit Node Vulnerability has been
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highlighted as a potential deanonymization risk [27]. In the face of evolving threats,
even deep learning approaches have been leveraged to create potential attack models
[57]. Addressing these challenges necessitates ongoing updates.

Thus, timely and effective updates are critical for Tor security. It is widely acknowl-
edged in the security domain that keeping systems up to date is vital to preventing
attacks [14, 1, 4, 48, 58, 80]. Tor developers diligently address identified vulnerabilities
and promptly issue updates [85]. However, the emphasis is on “timeliness” [9, 47, 86],
a responsibility that rests upon users, Tor relay operators in this context. Furthermore,
updates can sometimes introduce risks, potentially creating new vulnerabilities or data

leaks [89], thereby underscoring the vital role of user engagement.

Relay versions

6 000-

Tor version
0.3.5

= 0.4.2
4 000 - 0.4.3

- 0.4.4
0.4.5
- 0.4.6

Other
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The Tor Project - https://metrics.torproject.org/

Figure 2.1: Relay versions running on Tor from January 1, 2022, to June 23, 2023

Despite the persistent emphasis on timely updates, achieving sufficient update rates
remains an ongoing challenge across software [2, 42], including for the Tor network. As
Figure 2.1 shows, new Tor versions see delays before broad deployment, with releases
like 0.4.7 requiring nearly six months for substantial updating by June 2022. This
delayed response to updates poses security risks and undermines efforts to mitigate
vulnerabilities promptly.

In addition to adoption delays, the persistence of outdated Tor versions also presents
concerns. While protocol tolerance [64] allows multiple versions of relays to coexist,

those outdated relays create vulnerabilities [74]. Thus, to ensure network security, Tor
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has to implement End-of-Life (EOL) status for outdated relay versions [61]. However,
this action may result in the deactivation of a percentage of working relays, which is
not ideal for the overall network performance. For instance, in June 2023, Tor removed
active 0.4.5.x relays, affecting public relays on this version. [30]

Given the significance of updates in maintaining the security of the Tor network,
this study aims to examine the delay in updates by relay operators and explore their
perceptions of automatic updates. The objective is to provide recommendations for
an automatic update process that balances their preferences with network security. To
accomplish this, the upcoming literature review section will investigate prior research
on user attitudes towards updates across different contexts, providing a foundation for

this study.

2.2 User Attitudes Towards Updates

As highlighted in the preceding section, timely relay updates are crucial for vulnerability
mitigation, with their efficacy relying on relay operators’ attitudes and behaviours.
Given the lack of literature explicitly examining Tor relay operator perspectives, this
section delves into investigating updating attitudes in various contexts. The aim is to
identify transferable practices aligned with the research objectives.

In exploring user behaviours in software, early pioneers [16, 25] conducted research
in the Android app. Though their focus was on installation rather than updates, they
unveiled a crucial user attitude factor: the challenge users face in comprehending
presented messages, highlighting inefficiencies in communication. Expanding on this
finding, Kelley et al. [41] affirmed the role of effective communication in influenc-
ing user installation behaviours. Their developed framework, designed for enhanced
communication, proved successful in aiding users during the installation process. Fur-
thermore, Mdller et al. [5S3] emphasized the security consequences of low update rates.
Their data highlighted instances where users struggled to interpret provided information
accurately, further reinforcing the necessity for effective communication to ensure clear
user understanding.

In 2013, Nguyen et al. [59] explored mobile apps and introduced a new factor,
crowdsourcing, that shapes user behaviour. Their findings highlighted how users seek
solutions from others when facing issues, contributing positively to security. Similarly,
Rader et al. [69] conducted a survey focused on security stories, yielding similar

outcomes. Their research methodologies have provided inspiration for subsequent
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studies, including the approach undertaken in this research. These works suggest that
Tor relay operators might also turn to community forums for updates and security
information.

As the significance of user attitudes became evident, efforts expanded beyond mobile
apps to include Windows environments as well. For instance, similar to the findings
in Android mobile apps, user confusion emerges as a crucial attitude towards updates
in Windows [87]. To address the confusion aspect of user attitudes, other researchers
have focused on designing effective update messages. Others [26, 33, 34, 35, 82]
have explored methods to improve user understanding and reduce confusion during the
update process. The work of Fagan et al. [23] is remarkable for its comprehensive survey
covering 20 types of software update messages. Their findings highlighted the strong
influence of emotional factors, varying by software type. This underscores the need for
targeted research within the Tor community, considering its distinct characteristics and
user base, rather than directly generalizing findings from other software studies.

The above studies emphasize addressing user confusion in update messaging, yet
a comprehensive understanding of user attitudes toward updating requires broader
considerations beyond notifications. In their study, Vaniea et al. [84] interviewed 37
non-expert Windows 7 users. Their findings align with prior research, highlighting the
significance of crowdsourcing and the impact of past experiences on present behaviours.
The researchers categorized user attitudes into three themes: surprise at new features,
unclear update purposes, and perceived update necessity. This analysis method benefits
future researchers, including me, in recognizing that user attitudes are shaped by
various interconnected factors. Another extensive exploration of updating attitudes is
undertaken by Vaniea and Rashidi [83]. They surveyed 307 respondents to explore the
complete updating process from users’ perspectives, identifying issues at each stage.
Their qualitative data analysis methodology influences my research analysis approach.
Furthermore, their emphasis on factors like limited computer resources leading to
updating issues aligns with my study’s considerations.

Studies examining user attitudes towards automatic updates also exist. Mathur and
Chetty [49] concentrated on mobile applications. Their study, focusing on automatic
updates without any user intervention, highlighted the impact of security considerations
on update behaviours, which aligns with my research’s exploration of security aspects.

A highly influential contribution in this field is Mathur and Chetty’s follow-up
work that quantifies U.S. users’ beliefs on software updating [S1]. Despite potentially

limited generalizability due to sample size, their study yields valuable insights. Notably,
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users align with three key axes of concerns: update necessity, costs, and risks. They
also define 15 categories of influencing factors, offering a structured foundation for
my research to extend and tailor insights to the distinctive context of the Tor network.
Other researchers have further investigated specific factors highlighted by Mathur et al.,
including “the need to restart” [55] and “update costs” [71]. Through a laboratory
experiment, Rajivan et al. [71] identified new aspects like “willingness to take risks,”
tied to user characteristics, driving more timely updates. While my research may
not encompass this particular factor, these investigations highlight that delving into
established factors can unveil novel elements influencing user decision-making.

User attitude research expanded to include smart home IoT updates, with findings
diverging from other contexts like Windows and mobile apps [6]. Smart home users
exhibited greater awareness of update importance and urgency for their devices. Further-
more, the links between update perceptions and views on security/privacy proved less
straightforward. These revelations further underscore the influence of contextual factors
shaping user attitudes. They highlight the need to study Tor relay operator perspectives

recognizing their unique context.

2.3 Automatic Updates and Improved Security

Before delving into surveying relay operators’ attitudes towards automatic updates, it’s
crucial to establish that automatic updates hold a promising future. Duebendorfer and
Frei [19] demonstrated that automatic updates combined with minimal operating system
reliance proved most effective for keeping users updated. Similarly, Zhen-hai and
Yong-zhi [88] explored streamlining frameworks to enable efficient automatic updates
with minimal manual intervention. Empirical experiments evidenced the value of such
automated approaches for enhancing software security. However, it is essential to strike
a balance between automation and user control. Completely taking control away from
users and implementing a “Fixed Policy” approach, may not be the best way to address
user preferences [22]. Despite this, automation in updates undeniably boosts update
rates and subsequently enhances security.

The automatic update framework surveyed in the study is designed to enhance
security within the Tor network. It [73] involves updates being automatically pushed
after developers consider relay operators’ opinions. Users maintain control over update
appropriateness, reflecting their preferences through votes. However, once adopted,

relay operators cannot stop update implementation. This positions the automatic update
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Fixed Policy éCustomizabIe Policy Dynamic Policy

Less flexible Security Automation Rigidity More flexible

Figure 2.2: The spectrum of automation approaches [22]: “Fixed Policy” involves auto-
matic installation without user intervention; “Customizable Policy” permits security policy
customization, often based on system-wide defaults set by administrators [31]; “Dynamic

Policy” enables personalized security tailoring [75].

between the “Fixed Policy” and “Customizable Policy” (Figure 2.2). Furthermore, the
evaluated framework aligns with effective design principles, prioritizing appropriate
automation. Prior research [22, 87] highlights the importance of user involvement
and comprehensive information provision. Excessive automation often leads to user
misunderstanding. The Tor relay automatic update framework includes user participa-
tion and ensures users are provided with comprehensive information, mitigating such
misunderstandings.

In summary, the literature underscores the potential of automatic updates to enhance
software security through user involvement, transparent information, and empowered
decision-making. The surveyed Tor network’s automatic update design [73] adheres
to these principles, bolstering the Tor ecosystem’s security. The remaining aspect is
understanding relay operators’ perceptions and specific requirements towards automatic

updates.

2.4 Research Gap and Rationale

The literature review offers a comprehensive understanding of timely updates within
the Tor network, user attitudes toward software updates, and the value of automatic
updates. It highlights the need for up-to-date relays and comprehending user decision
factors. Additionally, it underscores the potential advantages of adopting automatic
update mechanisms for security and user experiences.

A notable gap identified in the literature is the limited focus on the attitudes of Tor
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relay operators towards automatic updates. While studies have explored user perspec-
tives in various contexts, there is a lack of in-depth research specifically addressing
the unique considerations within the Tor network. Given the critical role Tor plays
in safeguarding privacy and security, understanding relay operators’ attitudes towards
updates becomes paramount in developing effective and tailored automatic update
solutions.

The necessity of this empirical research stems from the need to bridge the afore-
mentioned research gap and extend the current understanding of user attitudes towards
automatic updates. By focusing on Tor relay operators, we can gain insights into their
specific concerns, preferences, and experiences in the context of relay updates. Such
knowledge is essential for designing automatic update mechanisms that strike the right
balance between user control and automation, ensuring efficient and secure updates
within the Tor network.

The subsequent section of this dissertation will outline the Research Methodology
employed to gather empirical data. It covers the chosen research strategy, data collection

methods, sample selection, and data analysis techniques.



Chapter 3
Research Methodology

Chapter 2 provided an in-depth literature review on user attitudes and automation in up-
dates, addressing Objective 1. This review highlighted the research gap in understanding
relay operators’ attitudes toward updates in Tor.

Objectives 2 and 3 advance the research by involving Tor relay operators in data
collection and analysis. This empirical research serves to bridge theory and practice,
creating a more comprehensive understanding of challenges in implementing automatic
updates within the Tor network.

In the Research Methodology chapter, the details of the research strategy adopted to
address the identified research issues will be provided. This will include the means of
collecting data for analysis, such as tools and sample selection, as well as the chosen
analysis approach. Additionally, the chapter will address potential limitations associated

with the research strategy.

3.1 Research Strategy

The chosen research strategy for this empirical study is Survey-based research, which
involves collecting information from a sample of individuals through their responses to
questions [15]. This approach is suitable for this project for several reasons. First, given
its adaptability to both quantitative and qualitative research methods, it fits the mixed-
methods approach of the project. Moreover, surveys can efficiently collect data from a
diverse participant pool, capturing varied opinions. Leveraging online survey platforms,
researchers can reach a significant relay operator population without requiring face-to-
face interactions. This approach ensures participant anonymity while promoting open

expression of opinions. In addition to efficiency, surveys offer a structured approach to

12
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data collection, ensuring consistency in the types of responses obtained. By employing
both quantitative and qualitative survey items, the research can gain deeper insights into
the attitudes of relay operators while also quantifying their responses to understand the
significance of certain factors in the Tor network. Prominent studies in this domain also

employ this research strategy [23, 24, 51, 82, 83], further affirming its appropriateness.

3.2 Data Collection

The empirical research aims to comprehensively understand relay operators’ attitudes
toward automatic updates within the Tor network. This involves examining the factors
contributing to their decisions to update and assessing their reactions to the new auto-
matic update design. To achieve this goal, a mixed-methods approach is used for data

collection, integrating qualitative and quantitative components.

3.2.1 Sampling Method

Convenience sampling [21] was chosen to select Tor relay operators as participants.
This approach was selected because the researcher was actively engaged in the Tor
project forum, providing convenient access to potential participants. Thus, emails
were sent to the Tor relay operators’ mailing list, following the suggestion of the Tor
project leader. This ensured a targeted and respectful approach to reaching the intended
population. Convenience sampling was also chosen considering time constraints. Given
the limited time available for data collection, it allows the research to proceed in a
timely manner while ensuring that sufficient insights are obtained to address the research
objectives. It is important to acknowledge that convenience sampling does not involve
random selection, and therefore, the findings cannot be generalized to represent the
entire population of Tor relay operators. Instead, the primary objective of this research
is to gain exploratory insights into relay operators’ attitudes towards automatic relay

update issues.

3.2.2 Data Collection Technique

The survey-based research in this project utilized a structured questionnaire as the

primary data collection technique.
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3.2.2.1 Questionnaire Design

Formulated with a focus on clarity and precision, the questionnaire serves as a strate-
gic tool for gathering responses from relay operators. To ensure the questionnaire’s
effectiveness, it underwent several rounds of reviews involving both the supervisor and
Tor Project leaders. This section delves into the structure of the survey, highlighting its
potential to yield valuable insights.

The questionnaire began with “Demographic Questions” (Q1-7), aimed at gathering
relay operators’ information while ensuring their anonymity. These questions avoided
sensitive data, like age or gender, to prevent identity disclosure. Instead, they focused on
essential aspects such as relay operation duration and relay types. This background and
experience insight was crucial, as prior studies showed expertise significantly shapes
attitudes [12, 46, 36, 62]. Notably, when participants indicated an outdated relay, an
open-ended question (Q7) inquired about their reasons. This approach captured nuanced
insights into their specific challenges and concerns, facilitating a deeper understanding
of their update attitudes.

The questionnaire’s second section centred on “Attitudes towards the current update”
(Q8-10). To ensure participant information consistency, a neutral introduction to Tor
relay update functioning was provided. This was particularly crucial due to participants’
diverse backgrounds and varying knowledge levels about relay updates. Ensuring
uniform information dissemination promoted reliable responses. Within this section,
participants were presented with a range of factors identified in previous research
and asked to rate the importance of each factor in influencing their update decisions.
Questions were divided into two sets: Q8 focused on potential user experience impacts,
while Q9 delved into update feature changes. The specific factors examined in Q8 are
as follows: Factors UP1 to UPS (UP - Update)were identified in research conducted by
Mathur et al. [51]. Given that updates in the Tor network often come with descriptions
of the changes introduced, especially regarding security enhancements, UP6 and UP7
seek to assess participants’ perceptions regarding the relevance of security and new

features associated with updates.

» UPI-Necessity: Everything works fine, so this new update seems unnecessary
[82, 83, 84]

» UP2-Time: Update takes up a significant amount of the user’s time during the

installation process [83]
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UP3-Restart: Update requires unnecessary restarts [83, 87]

UP4-Infrequent: I do not keep up with Tor update news regularly
* UP5-Unimportant: Update seems unimportant [84]

» UP6-Security-Related: Update is related to security

UP7-Feature-Related: Update is related to features

The specific factors examined in Q9 are as follows: Factors UF1 to UF6 (UF-Update

Feature) were identified in research conducted by Mathur et al. [51].

UF1-Unwanted: Updates may add unwanted features [83]

UF2-Wanted: Updates may remove wanted features [83]

» UF3-Compatibility: Updates may cause compatibility issues [50, 83]

UF4-CPU: Update process may consume too much CPU [50, 83]

* UF5-Bugs: Updates may introduce new bugs [50, 82]

UF6-Malicious: Updates may introduce malicious content [50, 83]

Both sets used a five-Likert scale [45]. This scale captured subtle opinion differences,
determining pivotal factors in update decisions. Furthermore, Q10 allowed participants
to contribute suggestions and share negative experiences with the current update frame-
work. This open-ended question aimed to collect qualitative insights for identifying
new attitude factors specific to Tor.

The third section of the questionnaire delved into “Perceptions of Automatic Update
Design” (Q11-15). An introduction to the FAN (Flexible Anonymous Network) [73]
was provided at the beginning of the section. The introduction outlined the components
involved in the design and each component’s responsibilities, including those of Tor
relay operators. This detailed introduction aimed to encourage insightful responses,
particularly from participants with expertise in the field. Q11 was derived from sec-
tion 2, specifically Q9. Comparing Q9 and Q11 responses enabled the identification
of variations resulting from the new automatic update design introduction. Q12-14
revolved around the FAN design, offering contexts for participants to assess. These

questions aimed to ensure participants’ thorough consideration of the FAN framework’s
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implications. The final question, Q15, was open-ended. It aimed to gather diverse re-
sponses, potentially unveiling new factors participants believed important for designing
automatic update frameworks.

The questionnaire for the Tor relay operators can be found in Appendix B.

3.2.2.2 Data Collection Platform

CryptPad [79] was chosen as the survey platform for this research project based on
a recommendation from the Tor project leader during a meeting to discuss research
objectives. It presents distinct advantages, as stated below. One notable advantage is that
CryptPad allows participants to complete the survey without an account, ensuring their
anonymity throughout the process. This feature provided reassurance to participants
that their identity will remain undisclosed. Moreover, CryptPad prioritizes data security
and confidentiality, which aligns with the critical requirement of Tor relay operators.
The platform utilizes encryption [79] in the browser to prevent the service provider
from accessing the content of the survey responses and other documents, ensuring that
participant data remains private and protected. Another advantage of using CryptPad
is the capability to directly attach a PDF version of the participant consent form at the
beginning of the questionnaire. This seamless integration enables participants to provide
their consent without any interruptions in the survey process. Overall, CryptPad’s ability
to provide an anonymous and secure survey environment, combined with its practical
features, makes it a well-suited platform for conducting this research with Tor relay

operators.

3.3 Framework for Data Analysis

Figure 3.1 outlines the data analysis framework employed in this research. Subsequent
sections will offer an in-depth introduction and explanation of each phase within this

process.

3.3.1 For quantitative part

The quantitative analysis of the questionnaire employed descriptive statistics to analyse
participants’ attitudes and behaviours. This analysis was structured into three primary

sections, starting with the demographic section.
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Quantitative Analysis

Q1-6: Descriptive statistics ]

Q8: Descriptive statistics ]

v
L Q9 vs Q11: Descriptive statistics
v

Not normal distribution

Q12-14: Descriptive statistics ] v

Non-parametric paired test:
Wilcoxon signed-rank test

Qualitative Analysis

{ Q7: Thematic analysis ]
{ Q10: Thematic analysis ]
{ Q15: Thematic analysis

Figure 3.1: Data Analysis Process Overview

Descriptive statistics were utilized to assess the update status of participants. This
exploration contributed to a clearer understanding of the update behaviours within the
sample population and, consequently, shed light on the broader update statutes within
the Tor network user base.

Descriptive statistics were also applied to the close-ended questions in the second
part of the survey. Specifically, for Question 8 of the questionnaire, which encompasses
seven factors, key statistical measures were identified. These measures included the
minimum, maximum, mean, and skewness of the responses. Through seven individual
analyses, a comprehensive evaluation of belief distribution among participants was
achieved. In addition, the five-point Likert scale in this study was regarded as an
interval scale. This approach has been extensively utilized in the field of psychology, as
discussed by several scholarly works [3, 11, 78]. Scores falling within the range of 1 to
1.8 indicate the factor is perceived as “not at all important.” Values in the range of 1.81
to 2.6 suggest a general sentiment of “low importance.” Scores ranging from 2.61 to
3.4 signify a “neutral” stance regarding the factor’s importance. Values between 3.41 to
4.2 indicate “important”. Finally, scores ranging from 4.21 to 5 are perceived as “very
important”[63].

Similar to Part 2, the third segment of the survey underwent descriptive statistical

analysis for Questions 12-14. The central statistical measure employed for comparison
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was the mean value for Question 11. This analysis aimed to identify the factors that
participants considered more significant in shaping their update decisions within the
new automatic update mechanism.

However, the analysis extended beyond this point. To assess the impact of the new
automatic update scheme introduced in the survey, the results from Q9 (close-ended
questions about the current update process) and Q11 (close-ended questions about the
proposed automatic update process) were compared. The data analysis was conducted
using the Statistical Package for the Social Sciences (SPSS). Paired tests were applied
to discern significant variations in participants’ attitudes towards the same given factors
between the two update processes. This analysis offered insights into whether the new
automatic update scheme influenced participants’ perspectives on specific factors. The
selection of the appropriate paired test method was contingent on whether the collected
data adhered to a normal distribution, as determined by the Shapiro-Wilk test result
[77]. As the collected data didn’t demonstrate normal distribution, a non-parametric

paired test called the Wilcoxon signed-rank test was utilized [52, 72].

3.3.2 AQualitative Analysis

For the qualitative part of the questionnaire, the thematic analysis [44] was employed.
This analysis was conducted using NVivo and facilitated the exploration of new factors
influencing relay operators’ perspectives on updates. Importantly, the six phases outlined
in Figure 3.2 demonstrate interactive attributes. The adopted approach in this study was
inductive, where themes emerge in the course of analysis [13].

For Q7 in Part 1, a thematic analysis approach was employed to analyze responses
and identify recurring themes. This allowed for the exploration of factors possibly
contributing to relay operators’ reluctance in updating their Tor relays. Notably, this
analysis occurred prior to the presentation of specific factors, ensuring that the reasons
participants provided were derived from their own update experiences.

For Q10 in Part, participants were asked about their additional views on the current
update mechanism for Tor relays. A similar analysis was employed, and potential novel
insights that could impact relay operators’ decisions on updates were sought.

Moving on to Q15 in Part 3, participants were asked about their additional percep-
tions towards the new automatic update mechanism. Employing thematic analysis, the
themes inherent in participants’ responses were examined, offering the potential to

unveil distinctive factors linked to the new automatic update mechanism.
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Phase 1: Familiarization with collected data

!

Phase 2: Generating initial codes

Y {

Phase 3: Searching for theme

v {

Phase 4: Reviewing the themes

v i

Phase 5: Defining and naming themes

!

Phase 6: Presenting and discussing results

Figure 3.2: Thematic analysis: Six interactive phases [44]

3.4 Methodology Limitations

The research methodology in this study has limitations, particularly concerning the use
of questionnaires, which may not fully capture participants’ perceptions. Furthermore,
the lack of direct interaction with the automatic update framework could pose challenges
for participants in understanding the topic. While efforts were made to design a clear
questionnaire, the absence of such direct interaction may have limited participants’
depth of responses. Conducting a field study with real-time interactions might have
offered a more immersive and informative experience. In addition, self-reporting bias
remains a potential concern, as participants might provide socially desirable responses,
skewing the data to some extent. Additionally, the lack of multiple coders in the
thematic analysis process may have impacted intercoder reliability, as having multiple
coders would have increased confidence in the analysis.

Despite these limitations, the research methodology employed in this study has
yielded valuable insights into the attitudes and perceptions of Tor relay operators
regarding the update process and the new automatic update mechanism. Acknowledging

these limitations can serve as a basis for further research.
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Survey Findings: Description and

Analysis

This chapter presents the findings of the survey outlined in Chapter 3, focusing on
Objectives 2 and 3: Explore Tor relay operators’ views and practices related to updating
relays and Examine how relay operators’ attitudes differ or change in the context of

manual and automatic updates.

4.1 Participants

A total of 55 participants were recruited. Following data cleaning, one response was
eliminated due to duplicate entries, resulting in a dataset comprising 54 responses.
Among the 54 respondents, a significant variation was evident in their relay operating
experience, highlighting diverse levels of involvement. Table C.1 in Appendix C
summarizes the key characteristics of the participants.

The update status of their relays as shown in Table 4.1 reflects a positive trend
towards updates. This high update rate can be explained by several factors. Firstly,
the availability of recent updates over an extended period gives relay operators enough
time for necessary updates, supported by Tor version metrics (Figure 2.1). Moreover,
the recent implementation of End-of-Life (EOL) for 0.4.5.x within Tor [30] enforces
updates to prevent relay take-downs. Additionally, survey participants actively engage
in the Tor community, leading to a stronger motivation to maintain the latest relay
versions due to heightened security concerns [24, 51]. However, the data shows a small
number of participants with delayed updates. Reasons for not updating will be analyzed

in the later section.

20
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Table 4.1: Relay Version Status of Tor Relay Operators Participants

Relay Version Status # Participants
Up to date 49

One version behind 3

Three or more versions behind 1
Not Sure 1

4.2 Quantitative Analysis

4.2.1 User Experience: Factor Analysis

To visualize beliefs for each factor in Question 8, a 100% stacked bar graph was
created, displaying respondent percentages for each belief category (Figure 4.1). This
graph provides insights into diverse participant attitudes, sorted by the “very important™
percentage. A notable finding is that a significant proportion of participants (77.8%)
designated the factor [UP6] as “very important,” underscoring relay operators’ strong
focus on security implications tied to updates. This could be attributed to Tor’s primary
purpose of ensuring anonymity [76], with relay operators valuing its security aspect. In
contrast, none of the respondents rated the factor [UP1] as “very important,” suggesting
a consistent participant perception that updating relays remains crucial, regardless of

their current operational status.

UP6-Security-Related
UP7-Feature-Related
UP4-Infrequent
UP2-Time
UP3-Restart
UP5-Unimportant
UP1-Necessity

0% 20% 40% 60% 80% 100%

Not at all important Low importance Neutral Important Very Important

Figure 4.1: The distribution of software beliefs from Tor relay operators samples: User

Experience Aspect

The descriptive statistics of Question 8 (Table 4.2) provide more detailed statistical

support for the importance of each factor. Two factors stand out from this analysis:
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Table 4.2: Influential Attitudes toward Updating: User Experience

Metrics
Attitude Factor
Min Max Mean Skewness
[UP6]Updateis related to security 1 5 4.39 -2.03
[UP7]Update is related to features 1 5 3.54 -0.89
[UP3]Update requires unnecessary restarts 1 5 2.20 0.62
[

UP4]I do not keep up with Tor update news
1 5 2.15 0.72

regularly

UP2]Update tak ignificant t
[ ] p ale takes upa51gn1 cant amoun 1 5 2 1.01

of the user’s time during the installation process

[UP1]Everything works fine, so this new update
1 4 1.81 0.93

Seems unnecessary

[UP5]Update seems unimportant 1 5 1.72 1.29

Note. 5 Very important, 4 important, 3 Neutral, 2 Low importance, 1 Not at all important.

[UP6] and [UP7]. Both have relatively high mean values, with negative skewness
indicating responses leaning right of the mean. Overall, [UP6] is perceived as “very
important,” while [UP7] as “important”. In contrast, [UPS] had the lowest mean of 1.72.
This indicates that many participants don’t consider “update necessity” to be a crucial
factor in shaping their decisions to update.

This contrasts with previous research [51], and detailed reasons are explored in the
later qualitative analysis.

Overall, the results from Question 8 contribute to Objective 2: Participants prioritize
the potential benefits of new updates over personal experience factors. Notably, the
most significant factor is security, aligning with earlier research [24, 51, 83]. This

highlights a trend toward objective decision-making in the Tor community.
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4.2.2 Upcoming Update Features: Factor Analysis - Automatic vs

Current Update

4.2.2.1 Initial Analysis: Comparing Participant Beliefs between Current and Auto-

matic Update

After analyzing Questions 9 and 11, Figure 4.2 offers an overview of response patterns
for current updates (UF) and automatic updates (AUF). It is clear from the graphs
that responses span the entire five-Likert scale. Therefore, metrics for minimum and

maximum were omitted from the following table.

UF6-Malicious AUF6-Malicious
UF5-Bugs AUF3-Compatibility
UF3-Compatibility AUF5-Bugs
UF2-Wanted AUF2-Wanted
UF1-Unwanted AUF1-Unwanted
UF4-CPU AUF4-CPU

0%  20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100%

(a) Distribution of attitude importance levels under (b) Distribution of attitude importance levels under

current update (UF). automatic update (AUF).

Figure 4.2: Distribution of respondents rating level of importance for the six attitude

factors.

Table 4.3 presents descriptive statistics results. [AUF/UF6] and [AUF/UF5] remain
significant factors for both mechanisms, aligning with Question 8. This contributes to
Objective 2: security-related concerns are central to relay operators’ update considera-
tions. Mean value comparison suggests factors were more important in the automatic
update scenario. However, for research Objective 3, further exploration is needed to

understand the extent of this change, as indicated in subsequent paired tests.

4.2.2.2 Wilcoxon Signed-Rank Test: Attitudes towards current vs. automatic

update Framework

The Shapiro-Wilk test yielded p-values below 0.001 for the six key attitude factors
in both the current update (UF) and automatic update (AUF) contexts. This signifies
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Table 4.3: Mean for Ratings of Influential Attitude Factors. It compares current and new

automatic update mechanisms across six factors.

Mean
Attitude Factor ]
Current Update Automatic Update

[AUF/UF1](Automatic)Updates may add

2.06 2.65
unwanted features
AUF/UF2](Automatic)Updates
[ J(Automatic)Updates may 544 574
remove wanted features
AUF/UF3](Automatic)Updat
[ J(Automatic)Updates may 2 80 311
cause compatibility issues
AUF/UF4](Automatic)Updat
[ J(Automatic)Update process 504 519
may consume too much CPU
AUF/UF5](Automatic)Updat
[ J(Automatic)Updates may 570 3,04
introduce new bugs
AUF/UF6](Automatic)Updat
[ J(Automatic)Updates may 5 67 396

introduce malicious content

a departure from normal distribution for all factors. Consequently, non-parametric
tests—specifically the Wilcoxon signed-rank tests—were used to analyze variable
differences. The corresponding results can be found in Table D.1 within Appendix D.
Table 4.4 shows p-values from Wilcoxon signed-rank tests [17] for influential atti-
tude factors between UF and AUF. Factors 1, 2, 5, and 6 exhibit statistically significant
differences (p < 0.05), while factors 3 and 4 exhibit no apparent difference (p > 0.05).
Additionally, the results suggest an increase in considerations for factors 1, 2, 5, and 6
in the after-measurements. For detailed results, refer to Figure D.1 in Appendix D.
The analysis of Questions 9 and 11 directly addresses research Objective 3: It
confirms that relay operators’ attitudes vary in the context of manual and automatic
updates. Notably, concerns regarding unwanted changes, new features, bugs, and
malicious attacks hold greater importance with automatic updates. However, factors

like compatibility and CPU show no significant difference.

4.2.3 Further Attitudes Towards Automatic Update Mechanism

Results for Questions 12-14 offer additional insights into participants’ attitudes towards

the automatic update mechanism (Table 4.5). The mean rating for [AUNI1] is 3.65,
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indicating its perceived “important”. Similarly, [AUN2] falls within the “important”
range. Regarding positive aspects of automatic updates, [AUP1] has a mean rating of
3.20, placing it in the “neutral” category. [AUP2] received a slightly higher rating of
3.24, also within the “neutral” range. All factors display a moderately negative skew,
consistently rating towards the upper half of the five-point scale.

In summary, this further addresses Objective 2: While user-friendliness factors
into relay operators’ update decisions, security considerations remain paramount.
Additionally, participants appear to have reservations about the new automatic update

Jframework.

4.3 Qualitative Analysis

4.3.1 Insights from Outdated Relay Operators

Analyzing the responses of the 4 participants with outdated relays provides valuable
insights. Two participants highlighted the time-consuming aspect of manual updates,
indicating that perceived effort and time requirements significantly hinder timely up-
dates. This aligns with previously identified attitudes [23, 51, 83], though this factor
wasn’t prioritized in the quantitative analysis. These responses contribute to addressing
Objective 2, emphasizing the importance of perceived costs like time in affecting relay
operators’ update behaviour.

Two new factors were discovered from the responses. One participant highlighted,

Table 4.4: Wilcoxon Signed-Rank Test Results Comparing Influential Attitude Factors

Between Current and Automatic Update Framework.

Factor Median Diff. Wilcoxon Signed Ranks Test
(Auto-Current) Z Asymp. Sig. (2-tailed)
AUF1-Unwanted - UF1-Unwanted -3.014b 0.003
AUF2-Wanted - UF2-Wanted -2.080b 0.038
AUF3-Compatibility - UF3-Compatibility -1.721b 0.085
AUF4-CPU - UF4-CPU -1.199b 0.230
AUF5-Bugs - UF5-Bugs -2.255b 0.024
AUF6-Malicious - UF6-Malicious -2.974b 0.003

Note. b. Based on negative ranks.
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Table 4.5: Attitudes toward Automatic Update Mechanism: Specific Factors

Metrics
Attitude Factor

Min Max Mean Skewness

[AUNI1]Introduces a single point of failure 1 5 3.65 -0.69

[AUN2]Reduces relay operators’ ability
5 346  -0.40

to customize relays

AUP1]Simplifies th: dat ’
[ ]Simplifies then update process 1 5 320  -0.43

more user-friendly

[AUP2]Incorporates feedback from relay
5 324  -0.56

operators

“P5: It’s best practice in IT to be on the n-1 Version unless a critical issue is found.”
Another participant mentioned, “P54: no more updates on debian repository
deb.torproject.org.” Given the diverse platforms used for Tor relays [43], the availability
of updates may vary between platforms, presenting new challenges for relay operators
in obtaining timely updates. These responses further address Objective 2 by introducing
novel factors not explored in prior studies: “n-1 Version Practice” and “Limited Repos-
itory Updates.” While “n-1 Version Practice” could be generalized to other contexts,

“Limited Repository Updates” remains specific to Tor.

4.3.2 Analyzing Feedback on Current Updates

The thematic analysis described in the previous chapter led me to identify eight sub-
themes from Q10. These were grouped into five key themes: Lacking Update Commu-
nication, Complex Update Process, Tor Auto-Update is Simple, Update Side Effects
and Update as Instructed by Tor. Each of these themes and subthemes is outlined in
Table 4.6. Below, I have provided the results with quoted statements. These themes
address Objective 2 by explore specific perspectives influencing relay operators’ update

choices. The complete list of coded responses can be found in Appendix E.1.

4.3.2.1 Lacking Update Communication

The theme “Lacking Update Communication” encompasses two subthemes: “Insuffi-
cient Pre-Update Information” and “Inadequate Post-Update Reporting.” This theme

highlights the barriers relay operators face in updating their Tor relays due to a lack of



Chapter 4. Survey Findings: Description and Analysis 27

Table 4.6: Subthemes informing each theme

Theme Subthemes

] o eInsufficient Pre-Update Information
Lacking Update Communication )
*Inadequate Post-Update Reporting

Difficulty Accessing Updates
Complex Update Process ]
*Preference for Automation

Tor Auto-Update is Simple

_ *Update Penalization Concerns
Update Side Effects ) .
*Machine Stability Concerns

Update as Instructed by Tor

effective communication regarding updates.

The subtheme “Insufficient Pre-Update Information” revolves around relay
operators not receiving adequate information prior to updates, leading to hesitation in
timely updates. One participant specifically mentioned:

“P6: There isn’t a roadmap or a to-do list of incoming features/bug fixes. I don’t
know what’s planned next or what’s coming next year for example.”

The second subtheme, “Inadequate Post-Update Reporting,” stresses the impor-
tance of clear communication after updates. Quick notifications reassure operators to
respond promptly. Participants emphasized that,

“P39: Maybe, a changelog written in the user’s home directory who operates the

tor-daemon (e.g. one user of group debian-tor under Debian) would be nice”

4.3.2.2 Complex Update Process

The theme “Complex Update Process” consists of two subthemes: “Difficulty Accessing
Updates” and “Preference for Automation.” This theme highlights how complex update
processes can discourage relay operators from updating.

“Difficulty Accessing Updates” reflects the challenges relay operators face in
accessing the latest updates. What occurs most often in the response is platform
inconsistency. Participants operating on different platforms, such as FreeBSD and
Debian, reported delays in receiving updates. One participant highlighted:

“Pl7: ...Sometimes it takes a while before the FreeBSD packages are updated.

Would be great to speed this up if possible (especially when there are security updates).

Additionally, participants cited facing issues while seeking update-related informa-
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tion, “P9: login to unopened sites” .

One potential reason for this is that the Tor project’s instructions for maintenance
might not be well-organized. For instance, searching for automatic relay updates
initially yields instructions for Debian and Ubuntu systems [66], which might confuse
non-users of these systems. Another instance is the “Publishing Tor relay auto-update
instructions” project [20], which refers to an outdated “Tor Relay Guide” [29] lacking
auto-update details. The actual auto-update instructions were relocated to Tor’s official
“Tor Middle Guard” page [65], requiring thorough site navigation.

The second subtheme is “Preference for Automation.” Participants desire auto-
mated assistance to ease manual update complexities. While Tor has some automation,
operators seek a streamlined setup. A participant stressed this need, stating:

“P30: An easier setup for automated updates on the ’official’ Tor site. Currently, 1

manually follow 5 steps, takes 20 minutes to set up...”

4.3.2.3 Tor Auto-Update is Simple

The theme “Tor Auto-Update is Simple” underscores some participants’ belief that the
update process is already easy. One participant explicitly stated:

“P7: My Tor relay updates itself whenever there is an update. This is done in the
way in which it is described on the Tor website.”

This theme highlights uneven information distribution among relay operators. Con-
sidering their varied expertise [67], provided information should bridge this gap for

effective support.

4.3.2.4 Update Side Effects

The theme “Update Side Effects” has two subthemes - “Update Penalization Concerns”
and “Machine Stability Concerns,” reflecting relay operators’ worries about updates’
side effects on their relays.

The subtheme “Update Penalization Concerns’ reveals relay operators’ wor-
ries about updating impacting their relay stability status. One participant explicitly
mentioned this concern:

“P38: ...the network’s routing algorithms seemed to penalise those who updated
Tor (and other parts of their systems) regularly...”

The second subtheme “Machine Stability Concerns’ focuses on relay operators’

desire for updates to not harm their systems’ stability. They prefer “P41: lightweight”
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Table 4.7: Subthemes informing each theme

Theme Subthemes Frequency

Support for New Auto-Updates 3

Desire to Opt-Out of Auto-Updates 5

Recommendations for Implementation Accessibility i
*Update Timing 7
Satisfaction with 4
Current Updating

Opposition to the New Auto-Updates  eConcerns Over 23

New Auto-Updates

updates to avoid crashes and minimize risks to machine stability. This subtheme
also emphasizes concerns about forced updates and associated risks, highlighting the
significance of maintaining control over the update process:

“P46: ...ensure tor relay operators are never forced to accept an update... Every

node has unique hardware, software configuration, and non-technical conditions...”

4.3.2.5 Update as Instructed by Tor

The theme “Update as Instructed by Tor” reflects relay operators who prioritize updates
based on Tor’s recommendations over personal factors. One participant explicitly stated:
“P50: ...Updating is very important and personal considerations (is) low...”
This factor differs from previous research, possibly stemming from relay operators’
acknowledgement of Tor’s sensitivity and the responsibility they hold [32]. Cultivating

this compliance mindset could strengthen relay updates.

4.3.3 Analyzing Feedback on Automatic Updates

The thematic analysis of the responses to Question 15 revealed six subthemes, which
were then grouped into four key themes: Support for New Auto-Updates, Desire to
Opt-Out of Auto-Updates, Recommendations for Implementation, and Opposition to the
New Auto-Updates (Table 4.7). Frequency indicates theme prevalence. These themes
reveal participant views and influential factors toward auto-updates, distinguishing
them from the existing manual update context in Tor. This informs Objectives 2 and 3.

The complete list of coded responses can be found in Appendix E.2.
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4.3.3.1 Support for New Auto-Updates

The “Support for New Auto-Updates” theme includes participants favouring the new
automatic update mechanism due to its potential to reduce perceived costs, such as time.
One participant mentioned,

“P37: ...Bring it on. One thing less for me to have to be concerned with.”

4.3.3.2 Desire to Opt-Out of Auto-Updates

The “Desire to Opt-Out of Auto-Updates” theme reflects participants who prefer the
choice to avoid automatic updates. While not necessarily opposed to the mechanism,
they value the control to manually update. Participants explicitly expressed the need for
an opt-out choice:

“P10: It should be opt-in only. Or at least opt-out should be possible.”

4.3.3.3 Recommendations for Implementation

The theme “Recommendations for Implementation” consists of two subthemes: “Acces-
sibility” and “Update Timing.” This theme provides implementation insights that could
impact the effectiveness of the new automatic update framework.

The “Accessibility” subtheme underscores Tor relay diversity across operating sys-
tems. This concern aligns with manual update findings, contributing to Objectives 2 and
3. Specific to Objective 2, another contributing factor involves specific considerations,
including language barriers and diverse operating practices. A participant reported:

“P48: The automatic update process will need to consider network diversity...”

The concern about the language barrier is valid given the global diversity of Tor
relay operators [70]. And as one participant stated,

“P22: Not all Tor relay operators speak English...is there some way to translate their
comment into English and vice versa if they want to read protests made in English...”

The second subtheme “Update Timing” centres on participants’ concerns about
simultaneous node updates causing downtime and network unavailability. This factor
emerged from the survey’s automatic update framework. However, it applies broadly
to other potential automatic update systems aiming to synchronize relay updates. This
demands careful consideration of update timing, as high simultaneous update volume
could significantly impact network traffic [28]. One participant specifically points out:

“Pl6: ..If all servers are upgrading at the same time and there is a problem, a

large part of the Tor network will be offline...”
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4.3.3.4 Opposition to the New Auto-Updates

The theme “Opposition to New Auto-Updates” includes participants resisting the new
automatic update mechanism in Tor relays. This opposition is seen through “Satisfaction
with Current Updating” and “Concerns Over New Auto-Updates”.

The subtheme “‘Satisfaction with Current Updating” captures participants’ con-
tentment with the existing Tor relay update process. They express no desire for a new
mechanism and share positive experiences confirming its functionality:

“P7: ...tor updates periodically and keeping everything up (to) date to keep the
whole thing low maintenance... Never had any troubles with running the system...”

In the second subtheme, ‘“Concerns Over New Auto-Updates,” participants voice
reservations about the automatic update mechanism. Their varied concerns contribute to
Objective 2 by providing specific considerations for updates. These concerns, distinct
from previous research and Question 10 analysis, offer valuable insights into the issues
an automatic update mechanism should address. A recurring view from previous
analysis is reiterated here, emphasizing the significance of relay operators’ control over
their operational relays. One participant highlighted:

“...As a Tor operator I'm responsible for and in control of my hardware, software
and network...”

Furthermore, certain participants believe the burden on relay operators is too high,
aligning with the Q10 analysis. This further underscores the need to account for the
diverse operator knowledge levels:

“P39: ...as a simple relay operator you probably don’t have the overview of fine-
grained implementations of certain goals (e.g. “tamper protection®)...”

Another concern arises from the analysis, which is not identified in any previous
research. It relates to the current low participation rate in the Tor forum, suggesting
scepticism about the mechanism’s effectiveness:

“P30: Due to low participation in the community, it’s likely no one will check the
update during protest period... ”

Fundamentally, responses stressed that the mechanism could pose challenges to
network maintenance. This should be factored into the automatic update mechanism
design, ensuring updates remain manageable—a point not covered in prior research:

“P32: ...Do we want unattended, zombie relays to continue transiting traffic if

they’re not running on systems which are actively maintained?”
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Discussion

This section outlines practical design recommendations drawn from my study’s findings,
offering insights for future investigations into improved automatic update mechanisms,
addressing Objective 4. Some of these recommendations are applicable beyond Tor,

while others are Tor-specific.

5.1 Security Considerations

In my study, security emerged as a prevalent concern for Tor relay operators, consistent
with prior research[24, 50, 51]. This emphasizes the need for careful security considera-
tions when designing automatic relay update frameworks. Quantitative analysis showed
participants highly prioritized security-related updates and expressed concerns about
bugs or malicious code, underscoring security’s crucial role in their decision-making.
Moreover, participants’ attitudes towards automatic updates are more cautious when
compared to manual updates. The introduction of automatic updates intensifies their
concern for security. This cautious approach aligns with findings from prior research,
which also highlighted individuals’ reservations about the security implications of
automatic updates [5, 22, 87]. The qualitative data analysis also supported it.

Therefore, investing in security is a potential strategy to encourage more relay
operators to update their relays. It is vital to address potential attacks on the mechanism,
as identified in the qualitative analysis. To achieve this, update mechanisms should
emphasize and advertise their security features, making potential operators more aware
of the security enhancements. Simultaneously, update mechanisms must avoid adding
complexities to relay maintenance.

Nonetheless, a subset of participants conveyed satisfaction with the existing update

32
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design, particularly in relation to the concept of End-of-Life (EOL) for Tor relays.
These individuals contend that no additional update mechanism is necessary. Yet, the
EOL approach in Tor may not be fully secure, as the protocol’s tolerance for multiple
versions within the network can leave it vulnerable to attacks [38, 60, 74]. While I did
not conduct an in-depth evaluation of participants’ perceptions of EOL in Tor relays,
future work could focus on designing more efficient EOL processes that consider both

the perspectives of relay operators and developers.

5.2 Reduce Perceived Cost

Minimizing perceived costs is another crucial factor in encouraging relay operators
to update their relays, aligning with prior studies [51, 55, 71]. While the quantitative
analysis showed that updating time was considered of low importance among all
54 participants, 2 out of the 4 participants who did not update mentioned the time-
consuming nature of manual updates. Concerns about compatibility issues and potential
machine breakdowns due to updates were also identified. The key takeaway from these
results is that update designers should ensure that individuals who update their relays
do not risk losing access to their operating machines, although guaranteeing 100%
accuracy can be challenging [24]. To address this, new relay updates could provide
assurance to alleviate their worries.

Furthermore, a unique perceived cost within Tor was identified through qualitative
analysis. Unlike previous research findings, participants believe that the Tor network
appears to prioritize relays with higher up-time, potentially penalizing those who update
frequently. This perception could cause relay operators to postpone updates until major
versions are available and maintain longer uptimes. Consequently, when formulating

automatic update strategies, it is imperative to address this apprehension.

5.3 Balance Relay Operator Control

Furthermore, achieving an appropriate balance of control is paramount, particularly
within the unique context of Tor. The current level of control outlined in the surveyed
auto-update mechanism appears insufficient for relay operators’ needs. This observation
underlines the necessity for thoughtful technical development. Similarly, participant
feedback indicates that it’s crucial not to overload relay operators with excessive

technical responsibilities. These operators are volunteers with varying backgrounds



Chapter 5. Discussion 34

and expertise in relay operations [37]. Imposing excessive duties could lead to pressure
and potentially result in updates being pushed without a genuine community consensus.
It’s imperative to ensure that both the community and updates are guided by active and

diverse participation, rather than a select few.

5.4 Improve Update Communication

Effective communication is also crucial when designing update mechanisms, and several
studies have emphasized the significance of clear and transparent update messages
[23, 26, 33, 34, 35, 82]. Although annoyance was not a prevalent factor in this survey,
confusion was clearly observed both before and after updates.

In the quantitative analysis, the factor “I do not keep up with Tor update news regu-
larly” was rated as of low importance, which is a factor related to communication. How-
ever, in the qualitative part, participants provided several new communication-related
factors that are specifically applicable to the Tor context. One crucial communication
aspect desired by participants is an update road map, suggesting what fixes are on the
way. This approach has several advantages and is widely accepted in the product man-
agement world [54]. It could provide transparency [10], manage expectations for what
developers are building, and create more opportunities for user feedback [6]. Despite
the challenges that this approach may present [54], it is crucial to include it in the relay
update mechanism. Conducting future research on how users feel about this approach
and whether it can offer a clearer and more comprehensive picture to relay operators is
of utmost importance.

Moreover, the qualitative analysis indicated a need for more easily accessible and
clear notifications. While previous research has also highlighted this necessity [41],
what sets this study apart is the fact that not all relay operators subscribe to relay
operators’ lists for prompt notifications. To ensure relay operators are well-informed
about available updates, clear notifications through alternative channels should be
explored. Similarly, post-update notifications were also requested during the survey to
enable relay operators to receive prompt update results. Future research can explore
effective notification methods for delivering clear and timely information before and
after updates. Such communication improvements can enhance operator confidence and

update efficiency.
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5.5 Platform Inconsistency Need to be Addressed

Platform inconsistency within the Tor network is another factor that requires specific
attention. This is a topic not explored in previous research and it specifically fits in
the context of Tor. The qualitative data collected revealed a theme related to platform
inconsistency, indicating the concern relay operators have about platforms that are
behind in updates, especially when security fixes are urgently needed. Given that Tor
relays can operate on diverse platforms [65], update synchronization discrepancies can
arise. To ensure an effective update process, it is essential to design an automatic update
mechanism that can accommodate various platforms and efficiently deliver updates
to all relays when required. By doing so, the overall security of the network will be
improved, and the risk of relays falling behind due to platform inconsistency will be

minimized.

5.6 Limitations

The present study comes with certain limitations. One noteworthy limitation pertains to
the distribution of participants. The demographics of the participant pool may not offer
a fully representative view of the entire relay operators. This situation arises from the
existing gap in research within this specific domain, which positions this study as an
exploratory step into investigating user attitudes within the Tor environment. Moreover,
as inferred from the analysis, the viewpoints of the present participants already display a
certain degree of diversity. Consequently, a broader and more comprehensive participant
pool would be prudent to enhance the broader applicability of the conclusions drawn.
Notably, the current sample size, although not representative, is comprised of individuals
who display a strong concern for security within the Tor community. As seen in the
Literature Review, those actively involved in forums and feedback provision often
influence a broader audience with their perspectives. Consequently, their attitudes can
influence a wider audience, making their opinions highly valuable.

Furthermore, the limitations associated with the survey method itself need con-
sideration. The specific nature of Tor’s operation, coupled with the survey’s design
centred around the automatic update mechanism, implies that participants did not have
the opportunity to tangibly interact with the actual implementation. To address this, a
follow-up study could be conducted. By incorporating participants’ suggestions into

the update design and subsequently conducting interviews, we could gauge how their
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experience with the new design compares to the original one. Ideally, a field study could
be undertaken, allowing participants to actively engage with the design.

Another limitation is in the questionnaire design regarding “BandwidthRate.” Ex-
pert consultations prior to the survey revealed concerns that seeking specific bandwidth
usage data could risk deanonymization and deter participants. To address this, the survey
focused on relay operators’ perception of capacity (BandwidthRate), not precise usage
statistics. However, in reviewing the responses, it became evident that some participants
had provided actual bandwidth usage data instead of the configured BandwidthRate
value. Due to the prevalence of this misunderstanding, the results of this specific ques-
tion cannot be utilized in the analysis. Upon further consultation with an experienced
relay operator, it seems that many operators do not even set this value, relying instead
on the “Advertised Bandwidth” measurement [68]. The misunderstanding highlights
the need for clearer guidance and support materials. Future research should explore
more reliable methods for assessing bandwidth capabilities, like Advertised Bandwidth.
Given some participants’ willingness to share actual usage statistics, surveying real
bandwidth data could definitely provide useful insights, with appropriate considerations
for privacy. More broadly, the issues around BandwidthRate signify the importance of
establishing clear definitions and shared understandings of technical parameters when
conducting research with the Tor community. This presents an opportunity to reevaluate
which metrics are most meaningful and improve educational resources accordingly.

Lastly, it is important to acknowledge a limitation that is common in security
research, namely the reliance on self-reported behaviours. This limitation is shared
with various previous studies [83]. However, in recognition of this potential limitation,
this study sought to improve the robustness of its analysis. This was accomplished
by employing a comprehensive approach that include both quantitative and qualitative

data.
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Conclusion

This research aimed to advance understanding of user attitudes toward automatic updates

within the Tor environment. The specific objectives were to:

1. Identify established factors impacting user attitudes towards updates.
2. Explore Tor relay operators’ views and practices related to updating relays.

3. Examine how relay operators’ attitudes differ or change in the context of manual

and automatic updates.

4. Formulate recommendations on how automatic updates should be designed.

This concluding chapter will revisit these research objectives, summarize the study’s
key findings, and offer conclusions based on the results. Future research directions will
be proposed to progress this work further. By adopting this structure, the research is
concluded by reflecting on whether the initial aims were achieved, including assessing

the overall value of the study.

6.1 Conclusion

6.1.1 Objective 1: Update Drivers and Barriers

The literature identified potential reasons for varied user attitudes and behaviours toward
updating. On the drivers’ side, it became evident that relay operators’ interpretation of
update messages is highly influential in shaping their actions. The study highlighted the
impact of crowd-sourcing, where users frequently seek advice from their peers when

confronted with update-related challenges. Additionally, the perceived necessity of
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an update emerged as a driving factor. Security considerations also played a pivotal
role in influencing users’ attitudes towards updates. Moving to the barriers, a central
finding was the challenge users face in fully comprehending the messages conveyed
with updates. An important factor contributing to this complexity is the emotion of
annoyance, with intrusive update messages deterring users from promptly engaging
with the updates. Moreover, users’ specific characteristics and technical expertise play
significant roles in shaping their attitudes toward updates. Notably, this exploration
uncovered the variability of user attitudes across different contexts, underscoring the
significance of contextual specificity in understanding user behaviours and decision-
making processes related to updates. The findings from this exploration shed light on
the intricate dynamics that shape relay operators’ update decisions, contributing to a

deeper understanding of user attitudes within the realm of update mechanisms.

6.1.2 Objective 2: Tor relay Views and Practices

This empirical research identified several factors previously found to influence user
updating that proved inapplicable in the Tor context. For example, necessity or impor-
tance perceptions were less salient for operators. The findings suggest relay operators
take a more objective view of updates, prioritizing technical implications like security
value over subjective judgments. In addition, new influential factors also emerged, in-
cluding preferences for control and frustrations with platform inconsistency, identifying
context-specific dynamics. Critically, with a diverse sample of only 54 participants, no
singular perspective dominated - operator views varied substantively. In summary, this
exploration uncovers shared and distinct updating attitudes between the general context
and the Tor operator community. While some common beliefs have limited relevance,
new motivations arise from this distinct technical environments. Further research is

essential to capture the full breadth of this complex perspective spectrum.

6.1.3 Objective 3: Manual Update versus Automatic Update

This research conducted a direct comparison between operator attitudes concerning
manual and automatic update methods. The findings revealed that when participants
were presented with the option of an automated approach, they exhibited greater overall
apprehension, even though they acknowledged potential benefits such as more efficient
workflows. Notably, concerns centred around critical risks associated with automation,

such as the potential for single points of failure and a decrease in operator control.
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While general attitudes remained relatively consistent across different factors, negative
responses were notably amplified for automation drawbacks. This divergence under-
scores the influence of update context on perspectives. Operators exhibited a higher
level of cautiousness toward automated methods compared to manual ones. Overall,
this variability in attitudes highlights the necessity of considering both advantages and

risks when designing automatic update systems for this community.

6.1.4 Objective 4: Recommendations for Automatic Update Design

Having fulfilled Objectives 1 to 3, Objective 4 was subsequently accomplished by pro-
viding recommendations in the discussion section of the report. These recommendations
focus on factors that should be carefully considered when designing automatic updates
for Tor relays. These factors encompass the importance of security considerations, the
reduction of perceived costs for relay operators, the need to balance control between
operators and automation, enhancements in communication strategies for updates, and
addressing the issue of platform consistency in Tor relays. These suggestions are novel
and systematically structured, reflecting the considerations of relay operators in the

design of automatic update for the Tor.

6.2 Future work

While this research has successfully achieved its goal of gaining deeper insights into
relay operators’ attitudes towards automatic updates, certain limitations should be
acknowledged. Firstly, the survey conducted is not fully representative of the entire
population of Tor relay operators. This limitation restricts the generalizability of the
findings to the whole relay community. As further research delves into these issues and
conducts more comprehensive case studies, an enhanced understanding of the topics is
expected to develop, contributing to the broader landscape of relay operators’ attitudes
research.

Another potential research direction is utilizing more practical methods beyond
descriptive questionnaires to address self-reporting limitations. For example, conducting
field studies would allow participants to directly interact with an update framework. By
using this approach, researchers could observe how people behave and listen to their
opinions in a real-world setting. This could provide a better understanding of what

people do, why they do it, and what obstacles they encounter, all in a more natural
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and practical environment. Interviews during field testing could also capture detailed
perspectives. Hands-on engagement provides a fuller sense of factors influencing
behaviours. While questionnaires offer breadth, complementing with immersive studies
enhances depth. A multifaceted methodology combining surveys, field research, and
interviews may provide the most accurate representation of operator patterns around
updating.

A third direction for future exploration lies in the temporal aspect. This empirical
study serves as an initial attempt to understand relay operators’ attitudes towards updates.
Conducting a study that spans different time frames could provide a more comprehensive
and representative view, showcasing the evolution of activities and decision-making
processes. However, due to the constraints of the dissertation’s timeline, such an
approach was not feasible. Implementing such longitudinal studies could yield valuable

insights in the future.
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Page 1 of 4

Participant Information Sheet

Project title: User study of Tor relay operators attitudes towards

automatic update

Principal investigator: Tariq Elahi

Researcher collecting data: | For this project, the researcher will be collecting
data through an online survey. The specific data
collected will include participants' responses to
close and open-ended questions about their beliefs
regarding automatic updates in the Tor network.
Participants will be asked to indicate how often they
have experienced each statement to be true,
providing insights into their perspectives and

experiences.

This study was certified according to the Informatics Research Ethics Process,
reference number 775342. Please take time to read the following information

carefully. You should keep this page for your records.
Who are the researchers?

Meitong Wang, Tariq Elahi

What is the purpose of the study?

The goal of this research is to investigate the feasibility and acceptance of an
automatic update mechanism for the Tor network. The study will involve conducting
surveys with Tor relay operators to gather their opinions on the proposed
mechanism. The collected data will be analysed to gain insights into attitudes
towards automatic updates, encompassing both favourable and unfavourable
perspectives. This comprehensive understanding will enable us to identify potential
concerns and areas for improvement in the update process. The results of this

research can be used to enhance the security and privacy of the Tor network.

Figure A.1: Page 1 of Participant Information Sheet
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Page 2 of 4

Why have | been asked to take part?

You have been asked to take part in this research study because you meet the
criteria for being a Tor relay operator. Your participation in the study is valuable
because it aims to investigate the attitudes and perspectives of Tor relay operators
towards automatic updates. By sharing your experiences and opinions, you can
contribute to the understanding of the challenges and concerns related to automatic
updates in the Tor network. Your input will help inform the design and improvement
of update processes that better address the needs and preferences of relay
operators, ultimately enhancing the security and privacy of the Tor network. Your
voluntary participation is greatly appreciated and will make a meaningful contribution
to the research.

Do | have to take part?

No — participation in this study is entirely up to you. You can withdraw from the study
at any time, without giving a reason. Your rights will not be affected. If you wish to
withdraw, contact the PI. We will stop using your data in any publications or
presentations submitted after you have withdrawn consent. However, we will keep

copies of your original consent, and of your withdrawal request.

What will happen if | decide to take part?

The data being collected will include your responses to a survey questionnaire
specifically designed for this study. The questionnaire will include questions related
to your attitudes, beliefs, and experiences regarding automatic updates in the Tor
network. It may cover topics such as concerns or benefits associated with updates,

and your overall perspective on automatic update processes.

The data will be collected through an online survey. You will be provided with a link

to the survey, and you can access and complete it at your convenience.

The duration of your participation will depend on your own pace and the time it takes
for you to complete the survey. It is anticipated that the survey will take
approximately 10-20 minutes to finish.

In this particular study, no audio or video recording of participants will take place.

The data collection solely relies on the completion of the online survey questionnaire.

Figure A.2: Page 2 of Participant Information Sheet
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Page 3 0of 4

You will be requested to complete the survey once. You can access the survey using
the provided link at any suitable location and time of your choosing. The flexibility

allows you to participate in the study at your convenience.

Are there any risks associated with taking part?

There are no significant risks associated with participation.
Are there any benefits associated with taking part?
No.

What will happen to the results of this study?

The results of this study may be summarised in published articles and reports.
Quotes or key findings will be anonymized: We will remove any information that
could, in our assessment, allow anyone to identify you. With your consent,
information can also be used for future research. Your data may be archived for a

maximum of two years.

Data protection and confidentiality.

Your data will be processed in accordance with Data Protection Law. All information
collected about you will be kept strictly confidential. Your data will be referred to by a
unique participant number rather than by name. Your data will only be viewed by the

researcher/research team Meitong Wang and Tariq Elahi.

All electronic data will be stored on a password-protected encrypted computer, on
the School of Informatics’ secure file servers, or on the University’s secure encrypted
cloud storage services (DataShare). Your consent information will be kept separately

from your responses in order to minimise risk.

What are my data protection rights?

The University of Edinburgh is a Data Controller for the information you provide. You
have the right to access information held about you. Your right of access can be
exercised in accordance Data Protection Law. You also have other rights including
rights of correction, erasure and objection. For more details, including the right to
lodge a complaint with the Information Commissioner’s Office, please visit

Figure A.3: Page 3 of Participant Information Sheet
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Page 4 of 4

www.ico.org.uk. Questions, comments and requests about your personal data can
also be sent to the University Data Protection Officer at dpo@ed.ac.uk.

For general information about how we use your data, go to: edin.ac/privacy-research

Who can | contact?
If you have any further questions about the study, please contact the lead
researcher, Meitong Wang at s2447273@ed.ac.uk.

If you wish to make a complaint about the study, please contact

inf-ethics@inf.ed.ac.uk. When you contact us, please provide the study title and

detail the nature of your complaint.

Updated information.
If the research project changes in any way, an updated Participant Information Sheet
will be made available on http://web.inf.ed.ac.uk/infweb/research/study-updates.

Consent
By proceeding with the study, | agree to all of the following statements:
¢ | have read and understood the above information.
e | understand that my participation is voluntary, and | can withdraw at any time.
e | consent to my anonymised data being used in academic publications and
presentations.

e | allow my data to be used in future ethically approved research.

Once you have reviewed the Participant Information Sheet and are ready to proceed

with the survey, please click on the following link: [Take me to the survey].

THE UNIVERSITY of EDINBURGH

informatics

Figure A.4: Page 4 of Participant Information Sheet
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Appendix B. Questionnaire

This form will close on 7/23/2023, 11:55:00 PM

Tor Relay Update Attitudes and
Factors Survey

{Responses to this form are anonymized

hl Join Our Survey on Automatic Updates for the Tor Network!

Are you a Tor relay operator? We need your valuable input! Participate in our
research study to explore the feasibility and acceptance of an automatic update
mechanism for the Tor network. Your opinion matters in shaping the future of
Tor updates. s

By completing a simple survey, you can contribute to enhancing the security and
privacy of the Tor network. We aim to understand your perspectives on
automatic updates, and find ways to improve the update process. Your feedback
will help us make the Tor network more secure and reliable for all users. &
Who can benefit from this research? The Tor network itself, the relay operator
community, academic researchers focusing on privacy and security, and
individuals or organizations relying on the Tor network for online privacy. Your
participation will directly contribute to the betterment of this vital network.

Rest assured, your privacy is of the utmost importance to us. We will only collect
your survey responses, without any personally identifiable information. Your
anonymity is guaranteed, and your insights will be treated with the utmost
confidentiality. &

Join us now in shaping the future of the Tor network's automatic updates! Your
opinion matters. Together, let's make Tor even better. €’

Thank you for your valuable contribution! 4

Figure B.1: Section 1 - Survey introduction
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Before you begin the survey, we kindly request that you take a moment to read
the Participant Information Sheet (PIS). The PIS provides important information
about the purpose of this research, the procedures involved, and your rights as a
participant. It will help you understand the nature of the study and make an
informed decision about your participation.

Once you open the PDF file, you can view it in "presentation mode" or download
it using the options available in the top right corner of the file called "Tools."

Once you have familiarized yourself with the information provided in the
Participant Information Sheet, you may proceed with the survey. Thank you for
your attention and cooperation.

@ informatics

Demographic Questions

1. For how long have you been utilizing Tor as a means to safeguard Required

your online privacy and anonymity?

) Lessthan 1 year
) 1-3years

) 3-5years

) More than 5 years

Figure B.2: Section 1
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2. How long have you been a Tor relay operator? Required

) Lessthan 1year
() 1-3years
() 3-5years

) More than 5 years

3. How many Tor relays are you currently operating? Required
()12

‘.=.‘ 3-4

5-6

() Morethan6

4. Please indicate the type(s) of relay you are running on the Tor Required
network:

maximum 3 answer(s)

| Guard and middle relays (also known as non-exit relays)
| Exitrelay

| Bridge

Question 5 refers to the cumulative value of the 'BandwidthRate' configuration
across all your relays.

Note: To ensure the highest level of participant anonymity, we want to assure you
that any specific numbers provided in response to this question will be carefully
anonymized. Individual identities will not be identified, and all data will be
aggregated and analyzed collectively. Your privacy is of utmost importance to us,
and we appreciate your trust in providing us with valuable insights.

Figure B.3: Section 1
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5. What is the total bandwidth, that is allocated for all your relays
combined (in GB/s)?

60

Required

6. Could you please indicate whether the relays you are operating is up
to date, or if not, how many versions behind are you?

() Uptodate

() One version behind

() Two versions behind

() Three or more versions behind

() Idon't know

7. If your relay is not up to date, please let us know the reason(s) for
this, if any.

Required

Required

Character limit: 0/1000

Page 1/3

@ CryptPad

Figure B.4: Section 1




Appendix B. Questionnaire 61

Attitudes towards Current Tor Updates

Overview of the current process for updating Tor relays.

=

. The Tor developers agree on the finalized source code for the update.

N

The Tor developers digitally sign the update patch using their private key, which ensures the authenticity and integrity of
the patch.

w

Tor relay operators become aware that a new update for Tor is available through various sources, such as official
announcements or news.

En

Tor relay operators download the update patch either from the official Tor website or by using a specific command or tool
provided by Tor.

o

Before installing the update patch, Tor relay operators verify the authenticity of the patch by checking the digital signature.
They ensure that the patch has been signed by the trusted Tor developers, thus confirming its validity and preventing
unauthorized modifications.

O)

Once the update patch's authenticity is confirmed, Tor relay operators proceed to install the patch on their relay nodes.

Figure B.5: Section 2 - Introduction

8. This question aims to assess the relative significance of different factors that may influence the decision to update Required
Tor relays. Please indicate the level of importance you assign to each factor in influencing your decision to update:

Not at all important Low importance Neutral Important Very Impor

Everything works fine, so this new
update seems unnecessary

Update takes up a significant
amount of the user's time during
the installation process

Update requires unnecessary
restarts

I do not keep up with Tor update
news regularly

Update seems unimportant
Update is related to security

Update is related to features

Figure B.6: Section 2
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9. Continuing from the previous question, indicate the level of importance you assign to each factor in influencing your

decision to update:

Not at all important Low importance Neutral

Updates may add unwanted
features

Updates may remove wanted
features

Updates may cause compatibility
issues

Update process may consumes
too much CPU resources

Updates may introduce new bugs

Updates may introduce malicious
content

10. What improvements or changes would you like to see in the update process of Tor relays?

Important

62

Required

Very Impor

Character limit: 0/1000

Figure B.7: Section 2
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Tor Relay Update Attitudes and Factors Survey

{Responses to this form are anonymized

Perceptions of Automatic Update Design

Comprehensive Overview of the New Update Design

The proposed update design aims to tackle challenges in the Tor network associated with protocol compatibility. Currently,
multiple versions of Tor relays coexist, which poses a security risk as it may leave the network vulnerable to attacks. To mitigate
this risk, the current approach is to reject relays running older software versions, even if they contribute significantly in terms of
bandwidth or security features.

The new update design, called FAN (Flexible Anonymous Network), addresses the complex task of maintaining a distributed
network involving multiple actors, such as Tor. In the current scenario, network developers lack control, leading to heterogeneity
in software versions and the need for protocol tolerance and forward-compatible strategies. To address these issues, FAN
provides an architecture that is independent from OS distributions and unattended relays within the Tor network. This design
enables FAN to improve anonymous communication in a more flexible way. It achieves this by facilitating on-the-fly negotiation
and deployment of protocol features, customized to meet the specific requirements of different application-levels. One essential
component of FAN is the FAN Transparency Log (FTL), which stores critical information about updates and ensures
transparency within the system.

FAN developers have three sets of actions. Firstly, they can issue and withdraw new and old updates. When issuing an update,
developers send its name and attached update to the FTLs, along with meta-information containing a valid signature, protest
epoch, and push epoch. The protest epoch provides relay operators with the opportunity to review the update and record any
protests officially. If the protest epoch passes without withdrawal, the push epoch determines the update's availability in the Tor
network.

FTLs are responsible for building the Tree for each epoch, which includes all available updates. FTLs generate proofs and
respond to requests for proof of availability or absence for specific updates. Additionally, FTLs collect relay operators' signed
protests updates received until the protest epoch, appending them to the update's meta-information.

Relay operators can verify, fetch, or share proofs of availability or absence from FTLs based on epoch values. They can also
choose to formally protest upcoming updates before the protest epoch elapses, using their relay's identity key. These protests

Figure B.8: Section 3 - Introduction

serve as informational and globally visible indicators for FAN developers to decide whether to withdraw the update or proceed
with its push epoch, as defined in the update issuance order.

The FAN design introduces software agility within the Tor network, providing developers with increased control over the update
process. This, in turn, enhances the security of the Tor network.

11. Now, assuming that updates can be done automatically as described above, please indicate the level of importance Required
you assign to each factor in influencing your decision to approve a new update patch:

Not at all important Low importance Neutral Important Very Impor

Automatic updates may add ~ - - PS
unwanted features from programs

Automatic updates may remove
wanted features from programs

Automatic updates may cause
compatibility issues

Automatic update process may
consumes too much CPU
resources

Automatic updates may introduce
new bugs

Automatic updates may introduce
malicious content

Figure B.9: Section 3
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12. Based on the automatic update design described above, where Tor developers can push updates to all relays after Required
the protest epoch without relying on relay operators for further action, please indicate your level of agreement with|
the following statement:

Stongly disagree Disagree Neither agree nor disagree Agree Stronly

This proposed design introduces a
single point of failure that could
potentially impact the entire
network's security

13. Based on the automatic update design described above, where Tor relay operators' only required action regarding Required
the update is whether to officially protest the upcoming update, please indicate your level of agreement with the
following statement:

Stongly disagree Disagree Neither agree nor disagree Agree Stronly

This proposed design reduces the

level of control relay operators

have over the update process, ( ) .
potentially affecting their ability to

customize their relays

The design simplifies the update
process for relay operators,
making it more user-friendly

Figure B.10: Section 3

14. Based on the automatic update design described above, which provides relay operators with the opportunity (with |Required
cryptographic integrity protection) to "protest" updates before they are pushed out to the network, please indicate
your level of agreement with the following statement:

Stongly disagree Disagree Neither agree nor disagree Agree Stronly
This proposed design actively
incorporates feedback from relay
operators, allowing them to have a
voice in the decision-making
process for updates
15. Is there any other feedback or suggestions you would like to provide regarding automatic updates in Tor?
4

Character limit: 0/1000

@ Page 3/3

Figure B.11: Section 3
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Appendix C. Detailed Demographic Information

Table C.1: Characteristics of Tor Relay Operators Participants

Demographic # Participants

Length of Tor Usage for Online Privacy and Anonymity

Less than 1 year

1-3 years 4
3-5 years
More than 5 years 37
Tor Relay Operator Experience
Less than 1 year 8
1-3 years 15
3-5 years 14
More than 5 years 17
# Operating Relays
1-2 32
3-4 8
5-6 3
More than 6 11
Operating Relay Types
Non-exit relays only 20
One type only Bridge only 13
Exit only 4
Excluding Exit 11
Two types

Including Exit

All three types
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Wilcoxon Signed-Rank Test Results

Table D.1: Normality Testing of Influential Attitude Factors Under Current and New

Update Frameworks

Factors Shapiro-Wilk Factors Shapiro-Wilk
(Sig.) (Sig.)

UF1-Unwanted <0.001 | AUFI-Unwanted <0.001
UF2-Wanted <0.001 | AUF2-Wanted <0.001
UF3-Compeatibility <0.001 | AUF3-Compatibility <0.001
UF4-CPU <0.001 | AUF4-CPU <0.001
UF5-Bugs <0.001 | AUF5-Bugs <0.001
UF6-Malicious <0.001 | AUF6-Malicious <0.001
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Ranks

Mean Ranlk

Sum of Ranks

ALIF1-Unwanted - LIF1-
Lnwanted

ALIF2-Wanted - LIF2-
Wanted

ALIF 3-Compatibility - LIF3-
Compatibility

ALIF4-CPU - LF4-CPL

ALIF&-Bugs - LUIF5-Bugs

ALIFG-Malicious - LIFG-
Malicious

Megative Ranks
Fositive Ranks
Ties
Total
Megative Ranks
Fositive Ranks
Ties
Total
Megative Ranks
Fositive Ranks
Ties
Total
Megative Ranks
Fositive Ranks
Ties
Total
Megative Ranks
Fositive Ranks
Ties
Total
Megative Ranks
Fositive Ranks
Ties
Total

e
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29°
54
gd
14%
'
54
B!EI
15N
31
54
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3g'
54
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15"
32°
54
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181
3z
54

B.67
14.37

8.00
14.57

10.31
12.80

6.50
10.06

8.43
12.83

8.00
12.06

52.00
273.00

72.00
204.00

82.50
193.50

4550
890.50

59.00
194.00

36.00
217.00

a. AUF1-Unwanted = UF1-Unwanted
b, AUF1-Unwanted = UF1-Unwanted
c. AUF1-Unwanted = UF1-Unwanted
d. AUF2-Wanted = UF2-Wanted
e AUF2-Wanted = UF2-Wanted
f. ALF2-Wanted = LIF2-Wanted

g. AUF 3-Compatibility = UF 3-Compatibility
h. AUF 3-Compatibility = UF 3-Compatibility
i. AUF 3-Compatibility = UF 3-Compatibility
j. AUF4-CPLU = UF4-CPL

k. AUF4-CPL = UF4-CPL

I AUF4-CPL = UF4-CPL

m. AUF&-Bugs = LUF5-Bugs

n. ALF5-Bugs = LUIF5-Bugs

0. ALF5-Bugs = UF5-Bugs

p. ALFGE-Malicious = UFG-Malicious

q. ALFE-Malicious = LFG-Malicious

r. ALFG-Malicious = UFE-Malicious

Figure D.1: Wilcoxon Signed-Rank test ranks table
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Themes and Coded Responses

E.1 Themes and Coded Responses of Q10

E.1.1 Lacking Update Communication
E.1.1.1 Insufficient Pre-Update Information

P1: ...clear notification prior... update would be needed

P3: More information, possibly sent in email explaining how to carry out update.

P6: There isn’t a roadmap or a todo list of incoming features/bug fixes. I dont know
whats planned next or whats coming next year for example.

P14: ...Being able to be notified of pending updates outside of checking the relay.

P17: I would like some better patch notes that reflect all the changes compared to
a previous version, including any consequences/changes/repercussions/effects on Tor
operators...

P30: ...it’s (setup for automatic update) also not sanctioned by tor project and not
published on official website, so others might not benefit from it.

P47: More details on the changes and possible impact.

E.1.1.2 Inadequate Post-Update Reporting

P1: clear notification ... after update would be needed

Pl11: ...Iwould prefer to know when updates are installed in case something goes
wrong.

P39: Maybe, a changelog written in the user’s home directory who operates the

tor-daemon (e.g. one user of group debian-tor under Debian) would be nice.

69
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E.1.2 Complex Update Process
E.1.2.1 Difficulty Accessing Updates

P9: login to unopened sites

P14: Providing an easier way to validate updates before installing...

P17: ...Sometimes it takes a while before the FreeBSD packages are updated. Would
be great to speed this up if possible (especially when there are security updates).

P22: ...However, there have been times in the past where the Debian version of Tor
is a few updates behind the current official version.

P37: Easy links to Debian backports to stay up to date

PA41: Official repos for more linux distros...

P43: Faster auto-recognition of fact update exists...

P54: maintain debian repositories to provide updates

E.1.2.2 Preference for Automation

P1: some automation would be nice...

Pl11: I would like to see the *option™ of fully automated updates...

P30: An easier setup for automated updates on “official” tor site. Currently |
manually follow 5 steps, takes 20 minutes to setup...

P50: ...auto updating with properly signed / authenticated procedure would be
good...

E.1.3 Tor Auto-Update is Simple

P7: ...my tor relay updates itself whenever there is an update. this is done in the way in
which it is described on the tor website.
P15: ...The process is fine, works through my package manager.

P38: Installing/updating using system’s package manager (as I'm already doing)

E.1.4 Update Side Effects
E.1.4.1 Update Penalization Concerns

P12: ...sometimes the relay does not reconnect as expected...
P12: ...I feel the need to reboot and then I obtain a new IPv6 IP.
P36: Not loosing the guard flags after a upgrade or restart would be nice
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P48: ...shared a concern with other operators that the network’s routing algorithms
seemed to penalise those who updated Tor (and other parts of their systems) regularly
and promote unsafe “uptime at all costs” behaviour by prioritising relays with higher

uptime. I do not know whether this has been fully addressed.

E.1.4.2 Machine Stability Concerns

P34: more (smaller) updates

P40: the update process needs to be automatic, seemless, and secure. just don’t
ruin my machine.

P41: ...especially lightweight ones (updates)

P43: ...better insurance tor updates (or Git repos, re snowflake) aren’t being hacked.

P46: Please ensure tor relay operators are never forced to accept an update, not
with a time limit, not with some voting process, not for any reason...

P50: ...Yes auto updating with properly signed / authenticated procedure would be
good if totally secure...

E.1.5 Update as Instructed by Tor

P50: ...Updating is very important and personal considerations of low importance. If

Tor want an update I'll do it. Period...

E.2 Themes and Coded Responses of Q15

E.2.1 Support for New Auto-Updates

P37: ...Bring it on. One thing less for me to have to be concerned with.

P16: I have no problem rejecting old running software versions more quickly by the
Tor...

P14: It seems important, given the centralized nature of pushed updates, that relays
should be able to cryptographically verify the update before it is applied. The public

signing keys need to be transparent and have a reliable method of revocation.

E.2.2 Desire to Opt-Out of Auto-Updates

P1: couldn’t there be an opt-out option as well and if you don’t update in time you fall
off the network as today?
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P10: It should be opt-in only. Or at least opt-out should be possible.

P12: If the number of bridges/relays operated is below a certain threshold, maybe
still allow manual updates, if possible.

P16: ...but I would like to be able to configure an automatic update feature as an
option. (Autouptate: ’Yes’ or 'No’. This is how we do it in the config of the firmware for

the Freifunk routers in our community)...

E.2.3 Recommendations for Implementation
E.2.3.1 Accessibility

P15: 1 feel like different OS versions need to take in the updated versions? ...

P22: Not all Tor relay operators speak English. If someone makes a protest that
is not in English, is there some way to translate their comment into English and vice
versa if they want to read protests made in English when English is not their spoken
language?...

P48: The automatic update process will need to consider network diversity - will
the updates be distributed as source code to allow building for any OS/architecture or
will the network restrict the ability of operators to run their choice of platform by only
distributing a limited range of pre-built binaries?

P49: How would this work for operators using Tor from a package repository, where

the repository controls the version?

E.2.3.2 Update Timing

P11: It really depends on the protest epoch. The last thing I need is yet another “You
must review this NOW or we’'re taking potentially damaging action against your network
without your consent.” I would lose at least two relay locations where I have assured
the network owners that I personally vouch for all updates.

PI15: ...So it’s not like they can just update everyone immediately

P16: ...(I) would like to try upgrades on test relays first and then I want to upgrade
my servers gradually, one at a time. With a delay of seconds, minutes, hours or days
depending on the new Tor features...

P16: ...If all servers are upgrading at the same time and there is a problem, a large
part of the Tor network will be offline...

P36: It may be useful to have the option to delay non-critical updates for a limited

time (like 24 hours up to 7 days), or having a limited rollout of new versions of for,
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instead of upgrading the entire For network at once.

P40: ...Maybe a tiered approach to versioning; divide the network into thirds, one
third is at the forefront of being updated, one third get updated every couple of months,
the last third gets updated once a year and the relay operator gets to pick the tier.

PA47: Possibly add criticality for updates and tie it to the period allowed for protests.

E.2.4 Opposition to the New Auto-Updates
E.2.4.1 Satisfaction with Current Updating

P7: ..My tor relay is a dedicated system only for the tor relay with system updates and
tor updates periodically running and keeping everything up2date to keep the whole
thing low maintainance. There where months where I didn’t even log into the system to
check if everything is fine. Never really had any troubles with running the system this
way.

P19: I'm really not sure automatic updates are so much needed: the network works
well in its current state. Relays being pushed out of the network if they are not up to
date is also a way to remove abandonned relays...

P20: I would not use an update mechanism decoupled from the OS main updating

process (in my case, Debian’s apt)...

E.2.4.2 Concerns Over New Auto-Updates

P16: ...Most importantly, I want to update when I’m (at) home & online and able to
intervene...

P17: It doesn’t make sense and adds many risks to the Tor operator’s infrastructure.
As a Tor operator I'm responsible for and in-control of my hardware, software and
network. TPO can’t take-over this responsibility with some sort of managed appliance-
like software. If TPO wants this, then they can just run their own hardware and be their
own system administrators ;-)...

P17: ...But more fundamentally it looks like a bad idea to me. Instead of involving
the operators beforehand TPO implements big changes they would just make/build/code
it and then ask for a majority vote on it before effectuating the change to all relays?
Sounds inefficient but also suboptimal. A healthy community has checks, balances and
involvement up front instead of afterwards....

P17: ...Also I don’t see what problem will be solved. The majority of outdated

relays are the result of laziness/time-shortage/forgetfulness and not some deliberate
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consideration or disapproving with new features or something.

P19: ...It’s not only a question of Tor’s update, but a question of general maintenance
of the relay’s servers.

P27: Approach sounds like turning relays into something like BOINC clients at best
and a botnet at worst.

P30: Due to low participation in the community, it’s likely no one will check the
update during protest period. In that case, the system design might not improve security
in reality — the developers still dictate features...

g

P30: ...Also, it seems to make the entire network easier to “fork” and left out a
fraction of relay operators when they actually object a new feature. It’s more important
to not fracture the community, even when in the future some operators/developers/etc.
start to disagree and can’t reach a consensus.

P32: This update would seem to introduce a lot of complexity into the update
process, and being unable to change compile-time parameters on unconventional build
environments (custom openssl directory, prefix...) seems like a drawback as well...

P32: ...Would this change enable sybil attacks to prevent security patches from
percolating the network?...

P32: ...Should relay operators to have this responsibility? It’s maybe a ’feature’
to know which relays are running on systems/by people who actively tend to and
maintain their systems where we can assign some credence to how likely a relay is to be
compromised, say, if it’s likely other software on the system is outdated as well. Do we
want unattended, zombie relays to continue transiting traffic if they 're not running on
systems which are actively maintained?

P33: I dislike automatic updates for all kinds of software, but for Tor specifically, it
seems even worse.

P34: ...I'd rather update myself.

P39: I have my doubts that the proposed approach makes so much sense...

P39: ...as a simple relay operator you probably don’t have the overview of fine-
grained implementations of certain goals (e.g. “tamper protection”)...

P40: The proposed design process is clearly meant to disenfranchise relay opera-
tors...

P46: ...Some (relay operators) are not even technical, i.e. the tor operator might be
unavailable for a week to fix any issues broken by a central authority and a working
relay becomes a broken relay.

P52: This proposal has a strange smell to it.
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